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3a4YeM 3TO BOOOLLLE HYXKHO?

DevOps
KoHTenHepmnsaums
docker
SAST
HenpepbliBHaga
MHTEerpaums
DAST
ansible DevSecOps

Infrastructure OpkecTpaung
as code

podman
Cl/CD gitops



ECTb HECKOIMBbKO CTaaun, KOTOPbIE NPOXOAUT NoOOU
Kod OT ngewn go BHeOpeHus



ECTb HECKOIMBbKO CTaaun, KOTOPbIE NPOXOAUT NoOOU
Kod OT ngewn go BHeOpeHus
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[ Tpouecc

ECTb HECKOIMBbKO CTaaun, KOTOPbIE NPOXOAUT NoOOU
Kod OT ngewn go BHeOpeHus

g Cﬁop - » HoHcynbtauua %pMyﬂ”pOBﬁa Tex. 3agaHue
TpEﬁOBaHMM Tpebosatmnii
e
~ ,
y Pa3pa60TKa KoguHr Nusaiid JokymeHTaums
BT BHyTpenHee TectuposaHnue
ECMRCE L / TECTUpPOBaHWE 3aKaskuKa
N OnbiTHaA
> BHepgpeHue 7 swcunyatauns Mpuemka pabot
N

n WcnpasneHue LopaboTtka KoHcyneraumm
OAAEpHKa owmnboK dYHKUMOHaNa W NOMOLLb




Ha kaxxgom aTane noakniyaeTcd HoBad KoMmaHaa

dHAJIUTUK

Cobupaet
TpeboBaHus
dopmmpyet T3



Ha kaxxgom aTane noakniyaeTcd HoBad KoMmaHaa

dHAJTNTUK nporpaMmmMmmncT
Cobupaet CospgaHue koga
TpeboBaHus Cbopka
dopmupyet T3 apTedakToB
HanuncaHune

MOAOYJ1bHbIX TECTOB



Ha kaxxgom aTane noakniyaeTcd HoBad KoMmaHaa

dHAJTIUTUK nporpamMmmMmunCT TECTNPOBLUUK
CobupaeT Co3anaHve koga TecTupoBaHue
TpeboBaHuS Cbopka NpoAyKTa
dopmupyet T3 apTedakToB

HanvcaHwne

MOAOYJ1bHbIX TECTOB



[ Tpouecc

Ha kaxxgom aTane noakniyaeTcd HoBad KoMmaHaa

CUCTEMHbIUA
AOMUHUCTPATOP

aHanUTUK nporpamMmMucCT TECTUPOBLLIMK

CobvipaeT CosgaHue koaa TecTpoBaHue Cbopka
TpeboBaHus Hanucanue npoAyKTa 'yHaKOBﬁa
dopmupyeT T3 MOAYITbHbIX TECTOB HacTtpolika

cepBepoB
BbiknagbiBaHue
obHOBMEHUN



Ha kaxxgom aTane noakniyaeTcd HoBad KoMmaHaa

CUCTEMHbIN
AOMWUHUCTPATOP

dHaIlIMTUK nporpaMmMunCT TECTUPOBLUUNK aaMnH nogaep>xka



Ha kaxxgom aTane noakniyaeTcd HoBad KoMmaHaa

CUCTEMHbIN
AOMWUHUCTPATOP

dHaIlIMTUK nporpaMmMunCT TECTUPOBLUUNK aaMnH nogaep>xka

B ngeansHomMm Munpe Bce OHM B3aUMOAEUCTBYIOT 6e3 npobriem



B3anmoaencteme mexagy komaHgamu

nporpaMmmMuncCT TECTUPOBLLMK
Co3gaHue Koaa TecTupoBaHue
HanncaHue npoAayKTa

MOAYJIbHbIX TECTOB



[ Tpouecc

B3anmoaencteme mexagy komaHgamu

Kakyto Bepcuio koga TecTupoBaTtb?
[[ne nocMoTpeTb oT4eT 06 oLndKax?

Kak noHATb, UCripaBJi€Hbl 3aMe4aHnAa niin HET?

nporpaMmmmncT TECTUPOBLUUNK
Koa oTrpyxeH y)xe Hefento Hasag, Koraa
Co3gaHuve koaa TecTnposaHune OyoyT pe3ynbTaThl TECTOB?
HanuncaHue NnpoaykKTa

HoBas Bepcus npunoxeHns He cobupaeTcs,

MOAYJIbHbIX TECTOB
HE MOTry I'IpOTeCTI/IpOBaTb!



[ Tpouecc

B3anmoaencteme mexagy komaHgamu

AOMVH yLlen B OTNYCK, KTO 3HaeT
KaK ynpaBnaTb HALLMM CepBepoM?

Ko y>ke TO4YHO OTTeCTMpOBaH?

CVICTEMH
AOMWHUCTPATOP
TECTUPOBLLMK

Hapo obHoBUTL Bepcumn bnubnmoTek Kakyto Bepcuio Kofa BblKnagbiBaTh?

Hago pasBepHyTbL TECTOBOE OKPYXXEHUe Kakasa Bepcusa 3agennoeHa Ha npoa?



B3anmoaencteme mexagy komaHgamu

MOHUTOPUHI paboTbl NPUNOXEHUS

Coop nHpopmaumnm ob omndkax

CUCTEMHbIN o
AIMUHUCTPATOP COop obpaTHOoM CBSA3WN ANS aHaNUTUKOB

agMUVH noaaepxka



OTO OYeHb yrnpoLlleHHaa cxema

He paccmoTpenu

BbikaTKy Ha TeCTOBbIN CepBep

[TocTeneHHOe 0OHOBIIEHME (BblKaTKa A9 YaCTU KIUEHTOB)
MaclwtabuposaHue

Buabl TectTupoBaHus

N MHOroe gpyroe



Hanpumep, paccMoTpum nogpodbHee TeCTUPOBaHUE

TECTUPOBLLMK

TecTnpoBaHue
npoayKkTa



[ Tpouecc

Hanpumep, paccMoTpum nogpodbHee TeCTUPOBaHUE

KoMnnexcuoe
BroaHon TecT

QcHoBHOQ

MO XPOHONOr N BLINOAHEHWUA
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nosTopHoe
PerpeccuonHoe b
Npuémosroe <b

Mo TecTam b

WccnegosaTensckoe b Mo dhopManLHOCTH

neunanusuposasHoe (ceoboaHoe) b

CTaTu4ecKnit aHann3 Kkoaa cj
CTaTuyeckoe b
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PeyeH3InpoBaHne HCX0AHOr 0 Ko4a b
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Buasl TeCTUPOBaHWA
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TECTUPOBLLMK

TecTnpoBaHue
npoayKkTa



Hy>XKHO rapaHTUpoOBaTb, YTO TECTbI paboTaloT Kak
HaOo

YbepuTcs, 4To BCe TeCTbl 3anycKkaloTcs BO BPeMS

He npoTecTnpoBaHHbLIN KOO HE AOMKEH NonacTb Ha npoa

Pa3Hble BUAbI 3alyCKaloTCA TECTOB B HY>KHOE BpeEMHA TECTUPOBLUNK

TecTnpoBaHue

>I<ypHanb| TecTnpoBaHnd OOCTYIMNHbI BCEM YHaCTHUKaAM npoaykTa

B cny4ae ownbokK, BblIkaTka BEPCUN HE NPOMUCXOONT



[ Tpouecc

Hy>XHO rapaHTUpoBaTh, YTO cepBep paboTaeT

3HaTb, KaKyto BEPCUIO NPOAYKTa pa3BepHYyTb B NMpo.

[MpoBepuUTb, YTO OHAa NpoLLMa BCe TECTbI

HWKTO He JOSMKEH MMETb AOCTYN K CeEpBEpPY e

AOMUHUCTPATOP
KoHTponupoBaTb Bepcum DMOINOTEK U 3aBUCUMOCTEN Ha
cepBepe Cbopka
YnakoBka
HacTtpownka

[1naH b Ha cny4an npobnem — Kak ObICTPO OTKATUTLCS CEpBEpOB

BbiknagbiBaHue
N MHoroe gpyroe 0GHOBMNEHWI



Kpome Toro, 4to NnpoayKT AOMmKeH ObITh
paboTocrnocobeH, OH eLle AomkeH ObiTb be3onaceH



Kpome Toro, 4to NnpoayKT AOMmKeH ObITh
paboTocrnocobeH, OH eLle AomkeH ObiTb be3onaceH

Yb6enuntcs, 4To HET YSA3BUMOCTEWN
[TpoBecTn aHanma 6e3onacHOCTU

[MpoBeCTN TECTMPOBAHME HA NPOHMKHOBEHME

A opyroe




Ha kaxxgom aTane noakniyaeTcd HoBad KoMmaHaa

CUCTEMHbIN
AOMWUHUCTPATOP

agMUVH noaaepXka

nn oH porxeH
e BKNOUMTCA paHbLUe?



MeToOo10rmg

K y4yacTHuKkamu pasobpanuck, nepengem K
METOoA010r1In

Kakne ctagum n B KakKkOM nopsigke npoxoanT
pa3paboTka



KackagHaa Moaenb

N OHa xe «Bogonan»




KackagHaa Moaenb

JTanbl nayT nocrnenoBaTenbHO

HeT BO3MOXHOCTU «MUOTU BBEPX NO TEHEHNO»

JTanbl 1 CPOKN OObIYHO 3apaHee N3BECTHbI

N

Peanusayuns

\'




KackagHaa Moaenb

['1ntockl:

[lpeackasyemble LeHa U BpeMa pa3paboTku
YobHo Onga 3aknoyeHusa goroeopa

Peanusayuns

[ToHaTHOe T3

MuHycCHbiI: \'

OueHb Hernbkasi Moaenb \

Henb3qa 4To-TO NOMEHATb B
npouecce




KackagHaa Moaenb

[TpegnonoXxmnm, npoLuesn MecsiL, ¢ Havana pa3pabdboTKu

ECTb cBeXas aHanuTuka, Hy>HO
NepeoCMbICIIUTL NPOAYKT
nse donyn gobasnsiem, ogHy

ybnpaem
aHaNUTUK nporpamMmMucT C Bogonagom Tak He Mony4YnTcs
C°66"'paeT ggsuaHme Kopa JioBble M3MeHeHUs — yxe Ha
TpeboBaHus opKa
dopmupyeT T3 apTeakToB CreaytoLLem 60MbLIOM LuKne
Hanucanue npuxoante 4Yepes roa

MOAOYJ1bHbIX TECTOB



KackagHaa Moaenb

[IpeanonoXxmnm, NPoAYKT yXKe BHeOpunu

Bbilwen HOBbIM OTYET NO YA3BMMOCTSM,

HY>KHO 3aKpbITb AblpYy B 6€30MacHOCTH
MeHAeM BepCcuo 3aBUCMMOCTH
HEMHOIro U3MeHseM Koa

0}

nporpaMMucT  6e3onacHuk C BOJONazfoM Tak He Momny4nTCs
Cosparne kona AHarnn3 JTiobble M3MEHEHMs — yXKe Ha
Cbopka 6e30MacHOCTM

cnegyowem 060osbLLIOM LUKIe

apTedakToB
npuxoaunTe 4epes roq

HanuncaHue
MOAYIbHbIX TECTOB



KackagHaa Moaenb

Mopgenb ouyeBMgHO, UMEET pAd OrpaHNYEeHUN
OHa He No3BONSET ObICTPO BHOCUTb UBMEHEHMUS

KTo BoOOLLEe ee ncnosnb3lyeT?



KackagHaa Moaenb

Mopenb oueBMaHO, UMeeT pAad orpaHUYeHUN
OHa He rno3BonisgeT bbICTPO BHOCUTbL U3MEHEHUS

KTo BoOOLLEe ee ncnonb3yeT?
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[Mokag Moaenb

[na 6onblWMHCTBaA NPUNoOXXeHUN, TpebyeTtcsa bonee
rmokum noaxon

[Toka Bbl rog, paspabdaTbiBaeTe NPUNoXKeHne, KOHKYPEHTbI
3axBaTAT PbIHOK

OOBHOBEHUSA NMPUNOXKEHUIN BbIXOOAT 3HAYMUTENBHO Yallle, Yem
paHblle, KackagHas Moderb He NpuMeHnMa

Mup pa3paboTkm n3amMeHusrcs



[Mbkaa Mooenb

Hapo 6exaTb NpocTo Ans Toro, Ytobbl CTOATL Ha
MecTe

UToObI NnpoaBuraTbCH B
nepen, Hago bexartb elle
ObICTpee

Hapo BbiknagbiBaTh
HECKOJ1bKO OOHOBIMEHUN B = &
CYTKM & =7

Wil - ““’:V ".../.‘.'; so




Hapno BbikNagbiBaTb HECKOSTIbKO OOHOBMEHUN B CYTKU

CUCTEMHbIN
AOMWUHUCTPATOP

agMUVH noaaepXka

Hago meHsATb
MEeTOoOO0S10r10



[Mokag Moaenb

KunsHeHHbIN unkn paspaboTtkm 1O yckopseTcs

TECTUPOBAHME

O]eﬁyfoluaﬂ mepa“\“?\



[Mokag Moaenb

KunsHeHHbIN unkn paspaboTtkm 1O yckopseTcs

[1pouecc g o
pa3paboTKu U

TECTUPOBAHME

BHEOpPEHUS - AGILE

CTaHOBUTCH NOAXOA
HenpepbIBHbIM A

O]eﬁyfoluaﬂ mepa“\“?\




[Mokag Moaenb

Agile, scrum, kanban ...

YToyHeHue 3aaad ans e e

Pazpafiotka

Ka)xaoro uukna (cnpuHTa) e

WHTerpawua u
TeCTHpoBaHKe

BO3MOXXHOCTb BHECTU AGILE

dyHKuoHana 1
M3MEHEHUNS HA KaXKOOM noaxoAa '
CNpUHTE )

bbicTpada BblkaTka . A
OBHOBMEHMWIA "eayto1a5 yrepas




[MOKag vs KackaaHasa Modesb

Watertfall

Agile



HenpepbiBHasa paspaboTka (Cl)

HenpepbiBHaa goctaska (CD)



Hapno BbikNagbiBaTb HECKOSTIbKO OOHOBMEHUN B CYTKU

CUCTEMHbIN
AOMWUHUCTPATOP

dHaIlIMTUK nporpaMmMunCT TECTUPOBLUUNK aaMnH nogaep>xka

N 7

Tonbko
MeToOoS1I0rMn Mmarso

Kak MOXHO pe3ko
e YCKOPWUTbL BCE
npouecchbl?




CUCTEMHbIN

AOMUHUCTPATOP
dHalIMTUK nporpaMmMmunCT TECTUPOBLUUK aaMuH noagnep>xka
Ecnn Mmbl nocne KaXxgoro ncnpaBneHns &L

HeEOEIO >XOEM PE3YJIbTATOB TECTOB &7

N ewe oBe Hegenu otyeT o0 6e30nacHOCTU

Kak 3To BCe yCKOpUTL?



ABTOMATU3aUMG

CUCTEMHbIN

AOMUHUCTPATOP
adHaJTINTUK nporpaMmMmunCT TECTUPOBLUUK aaMUH noagnep>xka
Hapo, 4ToObl BCe nepexoabl NMPoncxoannm =

aBTOMaTUYECKN =

@ %,/ :

PoboT Bce genaeT bObicTpee YeM 4YenoBeK



ABTOMATU3aUMG

ABTOMaTM3aLMA NPOLIECCOB

Bce pyTuHHBIE onepauum MoryT ObiTb
3aCKpUNTOBAHDI

Bce ckpunTbl BbICTPOEHLI B €AUHbLIN KOHBEEP
pa3paboTKn N JOCTaBKU MPUMOXEHUS

OTO MUHUMUINPYET YErioBEYECKUIN (paKTop U
OenaeT Bce npouecchl Npo3padHbIiMu

310 yOUpaeT n3 cxembl PUCKU, CBA3AHHbIE C
TalHbIM 3HaHWEeM agMuHa



ABTOMATU3aUMG

Y10 MOXXHO aBTOMAaTU3NPOBATbL?

3anyck TectoB (J1lobbIX TECTOB)
[Tpouenypbl COOPKU NPUNOXKEHUS
[Tpouenypbl ynakoBKU NPUIOXKEHUS

[Mpoueaypbl pa3BepTbiBaHNSA NMPUIOXKEHUS

CoxpaHeHune noros cOOPKM N TECTUPOBAHUS

[MpaBuna koHBemepa AOCTaBKN (YTO MOXHO, YTO HemNb3s BblknaabiBaTh)



ABTOMATU3aUMG

Y10 MOXXHO aBTOMAaTU3NPOBATbL?

HacTpouky cepBepoB
[TpoBepKy besonacHoCTH

[TlpaBuna paboTbl KOHBENEPA

Bce, 4TO MOXXHO dpbopmanunsoBaTthb!



ABTOMATU3aUMG

-----

edlbve
Plan Code Operate Test Release Monitor



ABTOMATU3aUMG

CUCTEMHbIN
AOMUHUCTPATOP

Operations S

( ,

48



ABTOMATU3aUMG

YTo oHa naeT?

i I | ' ]
YcKopeHue NMpoxoXaeHus aTarnos 5 . x
YckopeHne obpaTtHOW cBA3M (yIyylleHne KavyecTaa) o
YnydweHne B3ammogencTensa pasHbiX KomaHa D uw

i

puN
Heckonbko penns3oB B CyTkM (time-to-market) v e.’

Al

bonbluasa rmubkocTb B pa3paboTke



UTO MMeHHO ckpunTyem?

NHdpacTpykTypa Kak kog (laC)
CeTb Kak Ko

KoHpurypaumua kak kog

[TonNnUTUKM KakK Koo

be3onacHoCTb Kak Ko



AOQMUHUCTPATOP He 3axoauT No Ssh 4YToObl MOMEHATb
HacTPOWKY Ha cepBepe

[1ns Bcero ecTtb KoA

OanHakoBble OeNCTBUSA ONA BCEero

[Mywinm obHoBRNEeHMA => oTpabaTtbiBalOT CKPUNTbLI => OCTalOTCHA crebl



["1e NMeHHO XpaHATCs cueHapun?

Tam xe rge n kog, B peno3nTtopusix

AAO
g ¢



DevOps

UTo 3TO Takoe?

OTO METOO0NOrMsa KotTopasi oobeanHsAET
pa3paboTKy NPUIIOXEHNN 1 onepaunmn ans
ynydleHna aPEKTUBHOCTN N HAOEXHOCTU

npouecca paspadoTtku l10O. D E v o P s

OHa TpebyeT UCrnosib30BaHUA pasfimnyHbIX
MHCTPYMEHTOB, TaKuUX KakK CUCTEMbl KOHTPOJS
BEPCUN, CUCTEMbI HEMNPEPBLIBHOWN NHTErpaLun
n poctasku (CI/CD), cuctemsl
KOHTenHepusauuun, ytunutol 1aC n gpyrue.




DevSecOps

A Kak xe 6be3onacHUKU, Mbl MPO HUX 3a0bINN?



DevSecOps

A KakK xe 6e3onacHUKKU, Mbl NPO HUX 3a0bIN?

CUCTEMHbIN
AOMWUHUCTPATOP

55



DevSecOps

A KakK xe 6e3onacHUKKU, Mbl NPO HUX 3a0bIN?

CUCTEMHbIN
AOMWUHUCTPATOP

56



DevSecOps

Hy>xHO ans obecneveHuns 6e3onacHOCTN KOHBeepa
[OCTaBKN NPUNOXEHUS

V| TYT MO>XHO OTBETUTb, HA KAKOM 3Tarie JOJI>KHbl
NOOKMHOYUTCA OD€30NacHUKN



DevSecOps

Hy>xHO ans obecneveHuns 6e3onacHOCTN KOHBeepa
[OCTaBKN NPUNOXEHUS

V| TYT MO>XHO OTBETUTb, HA KAKOM 3Tarie JOJI>KHbl
NOOKMHOYUTCA OD€30NacHUKN

Kak MOXXHO paHbLue!



DevSecOps

Shift left security

Dev

Shift Security Left




Ba)kHble KoHLenuuu

HenpepbiBHAA nHTerpauuns
HenpepbiBHaga gocTaBka
NHdpacTpykTypa Kak kog (laC)

YnpaBrneHue KoHdurypaumeu

KoHTenHepusaums

MuKkpocepBUChl KypHanupoBaHue  MOHUTOPUHT
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