MOCKOBCKMI MHCTUTYT 31EKTPOHMKM DevOps/DevSecOps.
BesonacHas paspaboTka

n matemaTtnkm nm. A.H. TuxoHoBa

KoHBenep 6esonacHom paspaboTtku [10

Enaes Ceprei




Kadenpa nHpopmaumoHHoi KoHseiiep 6e3onacHoi MNnax no Teme
6e30nacHoOCTM paspaboTku 10

KnBepPpUsNIECKUX CUCTEM

[1naH no TeMe

1. Teopwusa. CtangapTsl. MeTogonoruu. Yrpossl npu BPI1O.

2. [Mpoueccekl BPMNO. OnncaHne koHserepa n MHCTpymeHnTsl BPIO.




Kadenpa nHpopmaumoHHoi KoHseiiep 6e3onacHoi [NnaH 3aHaTUS
6e30nacHoOCTM paspaboTku 10

KnBepPpUsNIECKUX CUCTEM

[1naH 3aHsaTUS

1. TOCT 56939-20XX. BPMNO. Obwwne TpebosaHus
2. Mogens OWASP SAMM
3. Yrposbl no TOCT 58412-2019




Kadenpa nHpopmaumoHHoi KoHseiiep 6e3onacHoi rOCT 56939-2016. BPI1O.
He3onacHoCTU paspaboTtku 110 Obuwue TpebosaHus
KnBepPpUsNIECKUX CUCTEM

[OCT P 56939-2016 «3awmTta nidpopmaumm. besonacHasa paspaboTka
nporpamMMHoro obecnevyeHus. Obwme TpeboBaHUS»

1. Cob6op v aHanus TpebosaHuii k paspabaTtoisaemomy [10;




Kadenpa nHpopmaumoHHoi KoHseiiep 6e3onacHoi rOCT 56939-2016. BPI1O.
HesonacHoCTy paspabotku MO Obume TpebosaHus

KnBepPpUsNIECKUX CUCTEM

[OCT P 56939-2016 «3awmTta nidpopmaumm. besonacHasa paspaboTka
nporpamMMHoro obecnevyeHus. Obwme TpeboBaHUS»

1. Cob6op v aHanus TpebosaHuii k paspabaTtoisaemomy [10;

2. [NpoekTtuposaHue apxutektypsol [10;




6e30nacHoOCTM paspaboTku 10
KnBepPpUsNIECKUX CUCTEM

Kadenpa nHpopmaumoHHoi KoHseiiep 6e3onacHoi rOCT 56939-2016. BPI1O.
Obume TpebosaHus

[OCT P 56939-2016 «3awmTta nidpopmaumm. besonacHasa paspaboTka
nporpamMMHoro obecnevyeHus. Obwme TpeboBaHUS»

1. Cob6op v aHanus TpebosaHuii k paspabaTtoisaemomy [10;
2. [lpoektuposaHue apxutektypsl [10;

3. Hanucanne nporpamMmHoro kogaa;




He3onacHoCTU paspaboTtku 110 Obuwue TpebosaHus
KnBepPpUsNIECKUX CUCTEM

@ Kadenpa nHpopmaumoHHoi KoHseiiep 6e3onacHoi rOCT 56939-2016. BPI1O.

[OCT P 56939-2016 «3awmTta nidpopmaumm. besonacHasa paspaboTka
nporpamMMHoro obecnevyeHus. Obwme TpeboBaHUS»

C6op 1 aHanus TpebosaHuii k paspabaTteiBaemomy [10;
[MpoekTuposaHue apxutekTypsl [10;
HanvcaHnne nporpamMmHoro koga;

Tectuposanue N0O;




He3onacHoCTU paspaboTtku 110 Obuwue TpebosaHus
KnBepPpUsNIECKUX CUCTEM

@ Kadenpa nHpopmaumoHHoi KoHseiiep 6e3onacHoi rOCT 56939-2016. BPI1O.

[OCT P 56939-2016 «3awmTta nidpopmaumm. besonacHasa paspaboTka
nporpamMMHoro obecnevyeHus. Obwme TpeboBaHUS»

C6op 1 aHanus TpebosaHuii k paspabaTteiBaemomy [10;
[MpoekTuposaHue apxutekTypsl [10;

HanvcaHnne nporpamMmHoro koga;

Tectuposanue N0O;

MHcTannaums n nogaepkka npueMku;




Kadenpa nHpopmaumoHHoi KoHseiiep 6e3onacHoi rOCT 56939-2016. BPI1O.
HesonacHoCTy paspabotku MO Obume TpebosaHus

KnBepPpUsNIECKUX CUCTEM

[OCT P 56939-2016 «3awmTta nidpopmaumm. besonacHasa paspaboTka
nporpamMMHoro obecnevyeHus. Obwme TpeboBaHUS»

C6op 1 aHanus TpebosaHuii k paspabaTteiBaemomy [10;
[MpoekTuposaHue apxutekTypsl [10;

HanvcaHnne nporpamMmHoro koga;

Tectuposanue N0O;

NHcTannaums v nopaepikka npuemky;

Ob6ecneueHne He3onacHOCTH B NpoLecce aKcnnyaTaumm;




He3onacHoCTU paspaboTtku 110 Obuwue TpebosaHus
KnBepPpUsNIECKUX CUCTEM

@ Kadenpa nHpopmaumoHHoi KoHseiiep 6e3onacHoi rOCT 56939-2016. BEPIO. ‘ 10

[OCT P 56939-2016 «3awmTta nidpopmaumm. besonacHasa paspaboTka
nporpamMMHoro obecnevyeHus. Obwme TpeboBaHUS»

C6op 1 aHanus TpebosaHuii k paspabaTteiBaemomy [10;
[MpoekTuposaHue apxutekTypsl [10;

Hanucanue nporpaMMHoro koaa;

Tectuposanue N0O;

NHcTannauus v nogaepyxka npuemMky;

Ob6ecneueHne He3onacHOCTH B NpoLecce aKcnnyaTaumm;

YnpasneHue nokymeHTaumein n koHburypaumeit MNo;




He3onacHoCTU paspaboTtku 110 Obuwue TpebosaHus
KnBepPpUsNIECKUX CUCTEM

@ Kadenpa nHpopmaumoHHoi KoHseiiep 6e3onacHoi rOCT 56939-2016. BPI1O.

[OCT P 56939-2016 «3awmTta nidpopmaumm. besonacHasa paspaboTka
nporpamMMHoro obecnevyeHus. Obwme TpeboBaHUS»

C6op 1 aHanus TpebosaHuii k paspabaTteiBaemomy [10;
[MpoekTuposaHue apxutekTypsl [10;

HanvcaHnne nporpamMmHoro koga;

Tectuposanue N0O;

NHcTannaums v nopaepikka npuemky;

Ob6ecneueHne He3onacHOCTH B NpoLecce aKcnnyaTaumm;
YnpasneHue nokymeHTaumein n koHburypaumeit MNo;

YnpaeneHue nHdpacTpyKkTypoi cpeasl paspaboTkuy;




He3onacHoCTU paspaboTtku 110 Obuwue TpebosaHus
KnBepPpUsNIECKUX CUCTEM

@ Kadenpa nHpopmaumoHHoi KoHseiiep 6e3onacHoi rOCT 56939-2016. BPI1O.

[OCT P 56939-2016 «3awmTta nidpopmaumm. besonacHasa paspaboTka
nporpamMMHoro obecnevyeHus. Obwme TpeboBaHUS»

C6op 1 aHanus TpebosaHuii k paspabaTteiBaemomy [10;
[MpoekTuposaHue apxutekTypsl [10;

HanvcaHnne nporpamMmHoro koga;

Tectuposanue N0O;

NHcTannaums v nopaepikka npuemky;

Ob6ecneueHne He3onacHOCTH B NpoLecce aKcnnyaTaumm;
YnpasneHue nokymeHTaumein n koHburypaumeit MNo;
YnpasneHue nHppacTpyKTypoit cpenbl paspaboTky;

YnpaBneHus yenoBeyeckumMmn pecypcamu.




Kadenpa nHdpopmaumoHHoM
He3onacHoCTU
KnBepPpUsNIECKUX CUCTEM

KoHseiiep 6e3onacHoi
pazpabotku MO

0

[OCT P 56939-2016 «3awmTta nidpopmaumm. besonacHasa paspaboTka
nporpamMMHoro obecnevyeHus. Obwme TpeboBaHUS»

C6op 1 aHanus TpebosaHuii k paspabaTteiBaemomy [10;
[MpoekTuposaHue apxutekTypsl [10;

HanvcaHnne nporpamMmHoro koga;

Tectuposanue N0O;

NHcTannaums v nopaepikka npuemky;

Ob6ecneueHne He3onacHOCTH B NpoLecce aKcnnyaTaumm;
YnpasneHue nokymeHTaumein n koHburypaumeit MNo;
YnpasneHue nHppacTpyKTypoit cpenbl paspaboTky;

YnpaBneHus yenoBeyeckumMmn pecypcamu.

rOCT 56939-2016. EPMO.
Obume TpebosaHus

Peanuayet
TpeboBaHUA NO CO3AaHMUIO,

rOCT P UCO/M3K 27001-2021
CucTembl MEHeIKMeHTa

uH$pOopMaLyHOHHOI Be3onacHOCTH.

Tpe6oBaHua

BHEAPEHMIO,
noanepxke CMUB

McnonbayeT eanHblit Habop
TpeboBaxum
K (PYHKUMOHABbHBIM BO3MOXHOCTAM

6esonacHocTu npoayktos UT

»
»

rOCT P UCO/M3K 15408
KPUTEPUU OLIEHKU
BE3OMNACHOCTHU
MH®OPMALIMOHHbIX
TEXHOJOTUN.

TOCT P 56939-2016
Paspa6otka EPINO
O6wue TpeboBaHUA

FOCT P UCO/M3K 12207-2010
NPOLECCHI HU3HEHHOIO
UWKNA NPOTPAMMHbIX
CPEACTB

Wcnonbayet
06LLyto CTPYKTYPY

NPOLECCOB KUZHEHHOTO LUMKNA
NPOrPamMMHbIX CPEACTB

Ucnonbayet
obLme

rOCT P UCO/M3K 27034
BesonacHocTb NpUNoMeHun

NOHATUA, NPUHLMNGI,
CTPYKTYpbI,
KOMMOHEHTBI U MPOLECChI

PucyHoK 1.1 — Bsanmocsasb [OCT P 56939-2016 ¢
HaUMOHAIbHbIMU CTaHAAPTAMMU




Kadenpa nHdpopmaumoHHoM KoHeeliep 6e3onacHoi
6e30nacHoOCTM paspaboTku 10
KnBepPpUsNIECKUX CUCTEM

rOCT 56939-2016. EPMO.
Obume TpebosaHus

[OCT P 56939-2016 «3awmTta nidpopmaumm. besonacHasa paspaboTka
nporpaMMHoro obecneyeHus. Obwme TpeboBaHMA»

C6op 1 aHanus TpebosaHuii k paspabaTteiBaemomy [10;
[MpoekTuposaHue apxutekTypsl [10;

HanvcaHnne nporpamMmHoro koga;

Tectuposanue N0O;

NHcTannaums v nopaepikka npuemky;

Ob6ecneueHne He3onacHOCTH B NpoLecce aKcnnyaTaumm;
YnpasneHue nokymeHTaumein n koHburypaumeit MNo;
YnpasneHue nHppacTpyKTypoit cpenbl paspaboTky;

YnpaBneHus yenoBeyeckumMmn pecypcamu.

YcTaHaBnHEaeT Mepbl i Tpebosanua K EPNO,
JlaeT MeToAMKH OLEHKH H PYKOBOJCTBO MO BHEOPEHHIO.

Mpoext MOCT 56939-202X. «3awmTa nHdopMayHH.
Paspa6otka 6eaonacHoro MO.
06wme TpeBoBaHHA»

' ™

FOCT P «3awmra undopmayun. PaspaboTtia

BezonacHoro nporpaMmHoro obecnedeHua.
TepMuHEI H ONpeneneHua»

(~ TOCT P «3awmTa nhdopmaynn. Paspabotia
Ge3onacHoro NPorpaMMHoro obecneyeHHn.
MeToaMKa oUeHHH YPOBHA BHEOPEHUA NPOLEeccos
paspaboTiu 6esonacHoro NporpaMmMHoro
\ obecneueHun» y.

FOCT P «3awmra undpopmayun. PaspaboTia
BezonacHoro nporpaMmHoro obecnedeHua.
PykoBoncTBO NO BHEAPEHHIO NPOLECCOB
paspaboTi GezonacHOro NporpaMmHoOro
obecneueHHA»

PucyHoK 1.2 — CtaHgapThl

YcranaenneaeT TpebOBaHHA K HHCTPYMeHTaM,
KoTopble peanusytoT Tpebosanma BPMO

FOCT P 58412—2019. «3awmMTa HH$opMaLHH.
Paspa6oTia 6eaonacHoro nporpammHoro obecnedeHunn.
¥rpoaul 6esonacHocTH HHGOpMaUHK NpH paspaboTHe
nporpammHoro obecneueHun»

-
TOCT P 71207—2024. «3awmuta uHpopmMaLmu.

Paspa6oTHa 6eaonacHoro nporpaMMHoro obecnedueHun.
CraTHuyecHHil aHanus npory 1oro obec

06wwme TpebosaHHA»
A /

TFOCT P 71206—2024. «3awmra uHdpopmaumn.
Pa3spaGoTHa GeaonacHoro nporpamMmMHoro obecnedeHnA.
BezonacHeiit HOMNUNATOP AZLIKOB C/C++.

O6wue TpeboBaHHA»
p. ./

FOCT P «3awura uHpopmayuu. PazpaboTtia
6eszonacHoro nporpammHore ofecneyeHua.
JuHamu4eckHit aHanKa nporpaMmHore obecneyeHHA.
O6wue TpeboBaHHA»

no 6e3onacHom paspaboTke MO




Kadenpa nHdpopmaumoHHoM
He3onacHoCTU
KnBepPpUsNIECKUX CUCTEM

KoHseiiep 6e3onacHoi
pazpabotku MO

[OCT P 56939-2016. BPI'10O.

C6op 1 aHanus TpebosaHuii k paspabaTteiBaemomy [10;
[MpoekTuposaHue apxutekTypsl [10;

HanvcaHnne nporpamMmHoro koga;

Tectuposanue N0O;

NHcTannaums v nopaepikka npuemky;

Ob6ecneueHne He3onacHOCTH B NpoLecce aKcnnyaTaumm;
YnpasneHue nokymeHTaumein n koHburypaumeit MNo;
YnpasneHue nHppacTpyKTypoit cpenbl paspaboTky;

YnpaBneHus yenoBeyeckumMmn pecypcamu.

rOCT 56939-2016. EPMO.
Obume TpebosaHus

Mpouyeccol Mepbi

15

Yrposbl

TOCT 56939-20XX. «3awmra

rOCT P UCO/M3K 27001-2021
HHPOPMALHHK.

C Ta

O6uyue TpeGoBaHuaA»

¢ i 6 n.J ’L Paspa6oTxa 6esonactoro MO.

L Tpebosanua

TOCT P 58412—2019. «3awura wHopmaumum.
Pa3pa6 6 0 nporp
obecneuenna.
¥Yrpossi 6 ¢ npu
nporp 0 06

pa3p

~

Ycrakasnusaer nepeyers
¥ ONKCaHe yrpos 6e30NacHOCTH MHOODMALIUA.
B0O3HUKatOWMe Npw paspaboTke MO

FOCT P «3awmra uHpopmaymu. Paspaborka
[ 0 nNporp 6 R
TepMuHbI H ONpPeaeneHuaA»

TOCT P «3awmra undpopmaymun. Pazpabotka
6 0 nporp 6 .
MeToamka o yp P poy
pasp 6 6 0 nporp
ofecneyennn»

TOCT P «3awmra undopmaymun. Paspaborka

YcraHaBenusaeT obiyve Tpe6oBaHKA
K BHEADEHMIO M BLINONHEHKID

cTatuyecxoro aHanusa No

YTouHAeT TpefoBaHmuA K GezonacHomy
KOMMUNATOPY NPOTPamMM Ha A3biKax C # C++

0 npor
o P
yKoB AP PoLe pa3sp
0 nporp 0

TOCT P 71207—2024. «3awy ¢op
Paspa6oTia 6e30nacHoro NporpammMHoro
obecneuennn.
Cra i nporp 6
O6wue TpebosaHuay

TOCT P 71206—2024. «3awmTa i
P 6 6

0 nporp 0

obecneuennn.
b " p C/C++.
Obuyne TpeboBanHA

FOCT P «3auy ® Paapab

& A

PucyHok 1.3 - Bsanmocsasb [OCT P 56939-20XX ¢ apyrmumu

0 nporp
JAHHaAMHYECKHH npor
Obuyue TpeboBaHHA»

"




Kadenpa nHpopmaumoHHoi KoHseiiep 6e3onacHoi rOCT 56939-202X. BPIMO.
He3onacHoCTU paspaboTtku 110 Obuwue TpebosaHus
KnBepPpUsNIECKUX CUCTEM

[OCT 56939-202X npoekT. BPI1O. Obwme TpeboBaHus

[NpoueccHbI noaxoa,
[NocTpoerune nnaHa passutus bPIO;
[NocTpoeHue ponei n 06a3aHHOCTEN COTPYAHUKOB;

Ob6ecneueHne 6e30MNaCHOCTU UCMONb3yEMbIX CEKPETOB;




Kadenpa nHpopmaumoHHoi KoHseiiep 6e3onacHoi rOCT 56939-202X. BPIMO.
He3onacHoCTU paspaboTtku 110 Obuwue TpebosaHus
KnBepPpUsNIECKUX CUCTEM

[OCT 56939-202X npoekT. BPI'O. Obwune TpeboBaHus.
[Tpouecchl pa3paboTky BesonacHOro NpPorpaMMHOro obecneyeHus

5.1 MNnaHnpoBaHMe npoLueccos pa3paboTkm 6e30MacHOro NPoOrpaMMHOro obecnedyeHus;

5.2 ObyueHune coTpyaHWNKOB

5.3 DopmuposaHue u npepbsasneHne TpebosaHnin 6€30MacHOCTH K MPOrPaMMHOMY ObecrnedyeHnto
5.4 YnpasneHue koHdurypaumein nporpaMmHoro obecneyeHuns

5.5 YnpaBneHve HepocTaTkaMm 1 3anpocamMu Ha U3MEHEHWe NPOrpamMMHOro obecneyeHus

5.6 PaszpaboTka, yTOuHEHWE 1 aHaNM3 apXUTEKTYPbl MPOrpaMMHOro obecneyeHus

5.7 MogenuposaHue yrpos u paspaboTka onmMcaHns noBePXHOCTU aTaku

5.8 ®opmuposaHue n nogaepxaHne B akTyanbHOM COCTOSHUM NPaBUA KOAMPOBAHUS

5.9 DkcnepTtusa ucxogHoro koga

5.10 CraTuueckuit aHanms MCXOAHOrO KoAa

5.11 duHamuueckunii aHanms koga nporpaMMbl




@ Kadenpa nHpopmaumoHHoi KoHseiiep 6e3onacHoi rOCT 56939-202X. BPIMO.

He3onacHoCTU paspaboTtku 110 Obuwue TpebosaHus
KnBepPpUsNIECKUX CUCTEM

[OCT 56939-202X npoekT. BPI'O. Obwune TpeboBaHus.
[Tpouecchl pa3paboTky BesonacHOro NpPorpaMMHOro obecneyeHus

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

5.12 Nicnonb3oBaHre 6e3onacHoOW cucTeMbl COOpKM MporpaMMHOro obecneyeHns

5.13 ObecneueHune 6eszonacHOCTU COOPOUHON Cpenbl MPOrPaMMHOro obecrnedyeHums

5.14 ObecneveHre LeNOCTHOCTM KOZa Npu paspaboTke NPOrpaMMHOro obecrnedyeHus

5.15 ObecneueHne 6€30MacHOCTM UCMONb3YEMbIX CEKPETOB

5.16 Ncnonb3oBaHWe MHCTPYMEHTOB KOMMO3ULIMOHHOIO aHanmnsa

5.17 lNMpoBepka kofa Ha NpeAMeT BHEeAPEHWUS BPE4OHOCHOrO KOAA Yepes Lernoykn NnocTaBokK

5.18 OyHkumoHanbHOE TecTUpoBaHue

5.19 HedyHkumoHansHoOe TecTUpoBaHne

5.20 Obecneuerne 6e30nacHOCTM NpU BbINyCKE FOTOBOM K 3KCMyaTauuu BEPCUM NPOrpamMMHOro obecnedyeHms

5.21 besonacHas fgocTaBka NporpaMMHOro obecrneyeHus nosb3osaTensm




He3onacHoCTU paspaboTtku 110 Obuwue TpebosaHus

@ Kadenpa nHpopmaumoHHoi KoHseiiep 6e3onacHoi rOCT 56939-202X. BPIMO.

KnBepPpUsNIECKUX CUCTEM

[OCT 56939-202X npoekT. BPI'O. Obwune TpeboBaHus.
[Tpouecchl pa3paboTky BesonacHOro NpPorpaMMHOro obecneyeHus

22.

23.

24,

25.

5.22 Obecneverne nogaep>km NPOrpaMMHOro obecneyeHus Ha atane akcrayaTalmmn nosib3oBaTensaMm
5.23 ObecneveHne pearnposaHna Ha MHbopMaLmio 06 yA3BUMOCTAX
5.24 MNowuck ysasBUMOCTEN B 9KCMIyaTUPYIOWEMCS NPOrpaMMHOM obecnedyeHunn

5.25 ObecneveHre 6e30MacHOCTU Npu BbIBOAE MPOrPaMMHOIro obecnedyeHns s aKcnayaTaumm




Kadenpa nHpopmaumoHHoi KoHseiiep 6e3onacHoi rOCT 56939-202X. BPIMO.
HesonacHoCTy paspabotku MO Obume TpebosaHus

KnBepPpUsNIECKUX CUCTEM

DevSecOps.
[Tpouecchl pa3paboTky BesonacHOro NpPorpaMMHOro obecneyeHus




Kadenpa nHpopmaumoHHoi KoHseiiep 6e3onacHoi rOCT 56939-202X. BPIMO.
He3onacHoCTU paspaboTtku 110 Obuwue TpebosaHus
KnBepPpUsNIECKUX CUCTEM

DevSecOps.
[Tpouecchl pa3paboTky BesonacHOro NpPorpaMMHOro obecneyeHus

5.1 MNnaHnpoBaHMe npoLueccos pa3paboTkm 6e30MacHOro NPoOrpaMMHOro obecnedyeHus;

5.3 DopmuposaHue u npepbsasneHne TpebosaHnin 6€30MacHOCTH K MPOrPaMMHOMY ObecrnedyeHnto
5.4 YnpasneHue koHdurypaumein nporpaMmHoro obecneyeHuns

5.5 YnpaBneHve HepocTaTkaMm 1 3anpocamMu Ha U3MEHEHWe NPOrpamMMHOro obecneyeHus

5.6 PaszpaboTka, yTOuHEHWE 1 aHaNM3 apXUTEKTYPbl MPOrpaMMHOro obecneyeHus

5.7 MogenuposaHue yrpos u paspaboTka onmMcaHns noBePXHOCTU aTaku

5.8 ®opmupoBaHme 1 noaaepkaHue B akTyallbHOM COCTOSIHUM MPaBu KOAMPOBaHNS

5.10 CraTuueckuit aHanms MCXOAHOrO KoAa

5.11 duHamuueckunii aHanms koga nporpaMMbl

5.16 Ncnonb3oBaHWe MHCTPYMEHTOB KOMMO3ULIMOHHOIO aHanmnsa

5.18 OyHkumoHanbHOE TecTUpoBaHue




Kadenpa nHdpopmaumoHHoM
He3onacHoCTU
KnBepPpUsNIECKUX CUCTEM

KoHseiiep 6e3onacHoi
pazpabotku MO

0

Openmeopk OWASP SAMM

Ynpaenerne (Governance);
MpoexTtuposanune (Design);
PaspaboTka (Implementation);
Bepudukaumus (Verification);

Onepauun (Operations).

Governance

OWASP SAMM v2

Design Implementation

Strategy & Metrics

Secure Build

Architecture
Assessment

Incident

Management

an

Policy & Complance

Throat Assessment
Secunty

Requirements

Secure Deployment

Requirements-driven
Testing

Environment
Management

| N |

Education &
Guidance

=T

Defect Management

Security Testing

Operational
Management

Pucynok 1.4 — Cxemarnueckoe npeacTaBieHUE MOAETN

oe3omacHoi pazpadborke IIO OWASP SAMM v?2




Kadenpa nHpopmaumoHHoi KoHseiiep 6e3onacHoi
6e30nacHoOCTM paspaboTku 10

KnBepPpUsNIECKUX CUCTEM

Operimeopk OWASP SAMM

{ Security

1 1

‘ Practice ]

Business ’
Function ‘

-

J

OWASP SAMM v2

Stream A

Activity
Maturity level 1

Activity
Maturity level 2

Activity
Maturity level 3

Pucynok 1.5 — CxemaTuueckoe mpeacTaBiIeHUE OU3HEeC

¢yrkmn 1o OWASP SAMM v2 (UcToYHNK)



https://owaspsamm.org/model/

Kadenpa nHpopmaumoHHoi KoHseiiep 6e3onacHoi
6e30nacHoOCTM paspaboTku 10

KnBepPpUsNIECKUX CUCTEM

OWASP SAMM. Governance

OWASP SAMM v2

SECURITY PRACTICE

STREAM A

STREAM B
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1. TOCT 56939-20XX BPI1O
2.  Mopgens OWASP SAMM

3. 3ppasblii cMbICh
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Yrposbl

1.  Yrposbl 6e3onacHOCTU MHOPMALMM NPU BLINOSHEHWUIN aHanu3a TpeboBaHuii K MporpaMMHOMY obecnedeHuto
2. Yrposbl 6e30MacHOCTU MHGOPMALIMK MPU BbINONHEHUM MPOEKTUPOBAHUS apXMTEKTYPbI MPOrpamMbl

3. Yrposbl 6esonacHoCTM MHPOPMaLMM MPU BLIMONHEHUN KOHCTPYMPOBAHUA 1 KOMMIEKCMPOBaHMUS NPOrpaMMHOro obecnedyeHus
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Yrposbl 6e3onacHOCTH

Yrposbl 6e3onacHOCTH

MHPOPMaLMK NPY BLINONHEHUM aHanm3a TpeboBaHMit kK NporpaMMHOMY obecredeHmio

MHPOPMALMU MPY BbINONHEHUM MPOEKTUPOBAHUA apPXMTEKTYPbI MPOrpamMbl

MHPOPMALLMU NPU BbINONHEHUM KOHCTPYUPOBAHMS U KOMMIEKCUPOBAHUS MPOrPaMMHOro obecnedeHus
MHPOPMALMUN NP BbINOMHEHUM KBaNUMGUKALMOHHOIO TECTUPOBAHNSA NPOrPaMMHOro obecrneyeHms
MHGOPMALLMUN NP BbINONHEHUU MHCTANNALMU MPOrPaMMbl U MOALEPXKKMU MPUEMKM NPOrpaMMHOro obecrnedeHus

MHPOPMaLMK NpK pelweHn Nnpobaem B MporpaMMHOM obecnedyeHmnm B npoLecce aKcnayaTaumm
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MHpopMaLmMK

KoHeeliep 6e3onacHoi Yrpossl no FTOCT 58412-2019
pazpabotku MO

NPV BbINOMHEHUWN aHanu3a TpeboBaHUIM K MPOrpaMMHOMY obecneyeHuto

NPV BbINOJTHEHNN NPOEKTUPOBAHNS apXUTEKTYPbl MPOrpaMMmbl

NPV BbIMOSIHEHUN KOHCTPYMPOBaHMS Y KOMMIEKCUPOBaHUS NPOrpaMMHOro obecneyeHns

MPW BbINOSHEHUM KBANMPUKALMOHHOIO TECTUPOBAHUS MPOrPaMMHOro obecnedeHus

MPY BbINOJHEHUN MHCTaNASLMU MPOrpaMMbl M NOAAEPXKKM NMPUEMKM NPOrPaMMHOro obecneyeHus
npu peweHny npobnem B NporpaMMHOM obecneyeHnmn B mpoLecce aKCnayaTaumm

B NPOLLeCCe MEHeKMEHTa fOKyMEeHTaUMen n kKoHurypaumein nporpaMmsl

B NpoLecce MeHeMKMeHTa MHGPaCTPYKTYpoi cpeapl paspaboTku nporpaMmHoro obecneveHus

B NMpoLEecce MeHeKMeEHTa NIOACKUMU pecypcamm
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