JleTHAa wkona BLUD. AeHb 3.
NaboparopHasa paborta - ceTeBble HeiimcneWcbl, veth-napbl, BUpTyanbHbii bridge u iptables B

Linux.

Lenwn nabopatopHoit pabotbi:

1.
2.

HayunTbca co3gasatb ceTeBble Helmcnencol 1 veth nHtepdeiceol.

CoegMHUTb HeMmcnencbl Yepes BUPTYanbHbIl bridge ana obecneyeHns ceasmn mexay
HUMM.

Hactpoutb 1 ncnonbsosats iptables BHyTpu ceTeBbix HEMMCNENCOB A5 YPaBAeHUA
ceTeBbIM TpadpuKom.

YacTtb 1. Co3gaHue ABYX CeTeBbIX HeMMCNEeNcoB n coeguHeHue ux ¢ nomoubio veth.

CospaHue ceTeBbiXx HeMmcnencos nsl n ns2:

sudo ip netns add ns1

sudo ip netns add ns2

3TV KoMaHAbl CO34at0T ABa U30/IMPOBAHHbIX CETEBbIX NMPOCTPAHCTBA, KOTOpble byayT

MCNONb30BaTLCA ANA NOCAeAYOWEN HAaCTPOMKKM ceTh. CeTeBble HEMMCNENCbl MO3BONAOT
N30MPOBaTb CETEBbIE MHTEPDENCHI, MapLLPYTbl M NpaBuKaa iptables.

CospgaHue napsbl veth nHTepdelicos:

sudo ip link add vethO type veth peer name vethl

dTa KOMaHga co3gaeT napy BMpTyanbHbix Ethernet-nntepdeicos. Jpga KoHua vethO n
vethl moryT 6bITb NOMeELLEHbI B Pa3Hble HEMMCNENCbl ANA UX COeANHEHMA.
MomeweHune veth nutepdeicos B Hemcnercbl nsl n ns2:

sudo ip link set vethO netns ns1

sudo ip link set veth1 netns ns2

Tenepb Kaxkablit KOHel, veth napbl HaxoAUTCS B OTAE/IbHOM CETEBOM Hemcnelice,
cBA3bIBaA NSl n ns2.

AkTuBMpoBaHue veth nHtepdencos:

sudo ip netns exec nsl ip link set vethO up

sudo ip netns exec ns2 ip link set vethl up

HasHaueHue IP agpecos nHTepdeicam:
sudo ip netns exec nsl ip addr add 10.0.0.1/24 dev vethO

sudo ip netns exec ns2 ip addr add 10.0.0.2/24 dev veth1

3aecb MHTepdeicbl veth akTMBUpYLOTCA, M MM Ha3Ha4vatoTca IP-aapeca, 4To Nno3BonseT
HaM NPOBEPUTb CBA3b MeEXKAY HUMMW.
MpoBepKa coegMHEHUA C NOMOLLbIO Ping:
sudo ip netns exec nsl ping 10.0.0.2

sudo ip netns exec ns2 ping 10.0.0.1

OTYETHOCTb: KaK OTYET O YacTM 1 NPUHMMAIOTCA CKPMHLWOTDLI C Ping C OAHOro
HeMmcnerca B apyror n obpatHo + KomaHaa «iptables a» B Kakaom Helmcnemnce.



YacTtb 2. lo6aBneHue ewe AByX HEMMCNENCOB U COeaUHEHNe BCeX Yepes
BUpPTYaNbHbIX bridge.

2.

Ynansem crtapyto napy nHTepdeincos gna nsl m ns2
sudo ip netns exec nsl ip link delete vethO

Co3gaHune AoNo/HUTEIbHbIX Helmcnencos ns3 U ns4:

sudo ip netns add ns3
sudo ip netns add ns4

CospatoTca elle ABa CETEBbIX HEMMCNeKnca ansa AanbHenwen paboTsbl.

Co3pgaHue veth ana noaKNOYEHNS HOBbIX HEMMCNECOB N CO34aHME BUPTYalbHOro
mocTa (bridge):

sudo ip link add vethO type veth peer name br-vethO

sudo ip link add veth1 type veth peer name br-veth1

sudo ip link add veth2 type veth peer name br-veth2

sudo ip link add veth3 type veth peer name br-veth3

sudo ip link add name brO type bridge

Co3pgatoTca gononHuTeNbHble Napbl veth n BUpTyanbHbIi bridge br0, KoTopbii 6yaeT
MCMNONb30BaTLCA A/1A NOAKNOUYEHUA BCEX HEMMCMNENCOB.

MoakntoyeHue Bcex veth nHTepdeiicos K Heltmcnecam:
sudo ip link set vethO netns ns1
sudo ip link set veth1 netns ns2
sudo ip link set veth2 netns ns3
sudo ip link set veth3 netns ns4

CAasbiBaem uHTepdelicol ¢ bridge:
sudo ip link set br-vethO master br0
sudo ip link set br-vethl master br0
sudo ip link set br-veth2 master br0
sudo ip link set br-veth3 master br0

MoaHMMmaem nHTepdercbl CO CTOPOHbI MOCTa:
sudo ip link set brO up

sudo ip link set br-vethO up

sudo ip link set br-veth1 up

sudo ip link set br-veth2 up

sudo ip link set br-veth3 up

NoaHMMmaem MHTepdENChbl B HEMMCNENCax:
sudo ip netns exec nsl ip link set vethO up
sudo ip netns exec ns2 ip link set veth1 up

sudo ip netns exec ns3 ip link set veth2 up
sudo ip netns exec ns4 ip link set veth3 up



OAauMH KoHel, Kaxaoi veth napbl nogkntoyaeTcs K HeMmcnencam, a Apyron — K
bridge. 9To coeanHnaeT Bce Helmcnenchl Yepes obLni BUPTYyanbHbIi bridge brO.

HasHaueHue IP-agpecoB nHTepdencam B HaIKUX NS:
sudo ip netns exec nsl ip addr add 10.0.0.1/24 dev vethO
sudo ip netns exec ns2 ip addr add 10.0.0.2/24 dev veth1
sudo ip netns exec ns3 ip addr add 10.0.0.3/24 dev veth2
sudo ip netns exec ns4 ip addr add 10.0.0.4/24 dev veth3

NHTepdelicbl veth akTnBMpytoTca, U UM HasHadatotca |IP-agpeca, uto no3sonser
HaCTPOUTb CBA3b Yepes bridge.

9. OrtkaouuTe iptables ans bridge nHutepdeliica:

sudo sysctl net.bridge.bridge-nf-call-iptables=0

10. MpoBepKa CBA3M MEXAY BCEMU HEMMCMENCAMMU:
sudo ip netns exec nsl ping 10.0.0.2

sudo ip netns exec nsl ping 10.0.0.3

sudo ip netns exec nsl ping 10.0.0.4

. BkntouunTe iptables gna bridge nHtepdeiica:

sudo sysctl net.bridge.bridge-nf-call-iptables=1

YacTb 3. Hactpoiika iptables gna paspeweHus Tpadpuka mexay Helimcneiicamm Yyepes MocT.

iptables — 3To yTMAMTa KOMaHAHOWM CTPOKM, KOTOPAA NO3BONSET HACTPaMBaTb NpPaBuaa
dunbTpaunm ceteBbix NakeTos B Linux. OHa paboTaeT Ha ypoBHe a4pa Yepes nogcuctemy
Netfilter u ynpasnsieT Tem, Kak nakeTbl 06pabaTbIBaOTCA M MaPLLPYTUSUPYIOTCA Yepes CUCTEMY.

CTpyKTypa iptables

1. Tabnuubl (tables).
Tabnuupl B iptables — 310 rpynnbl Lenoyek, Kaxkaas M3 KOTOPbIX NpeaHa3HadyeHa aas
BbINO/IHEHWUA ONpeaeNEHHOro TMNa 3ajau.
OcHoBHble Tabunubl:

Filter - oTBeyaeT 3a GpMNbLTPALMIO NAKETOB (MO YMONYAHUIO UCMONb3YETCA ANA
60/bLIMHCTBA NpaBu).

Nat - ncnonbsyetca ans Network Address Translation (NAT), Hanpumep, A1A U3MEHEHMUA
IP-agpecos B nakeTax.

Mangle - npeaHa3Ha4yeHa AN U3MEHEHMA 3aro/I0BKOB NaKeToB.

Raw - ucnonb3syeTca aas NpaBua, KOTOPble A0AKHbI MPUMEHATLCA K NAaKeTam A0 UX
OTCNEXMBAHMA COCTOAHMEM.

LUenouku (chains).
Lenoykn — 3To nocnenosaTeibHOCTU NPaBu, Yepes KOTopble NpoxoaAT nakeTtbl. B
Kaxkaon Tabnmue moryT 6bITb BCTPOEHHbIE M MOb30BATE/IbCKME LLEMOYKU.
OCHOBHble BCTPOEHHbIE LLeNoYKu:

- INPUT- obpabatbiBaeT nakeTbl, NOCTyNatoLWMe Ha SIOKAbHYIO MaLUMHY.



3.

- OUTPUT - obpabatbiBaeT nakeTbl, OTNPaBAAEMbIE C IOKASIbHON MaLUUHbI.

- FORWARD - o6pabaTtbiBaeT NaKeTbl, NPOXogaLLme Yepes MaLLNHY
(mapwpyTnsaums).

- PREROUTING - obpabatbiBaeT nakeTbl Nepes Ux mapLipyTusaumen.

- POSTROUTING - obpabaTbiBaeT NnakeTbl NOCAE MapLUpyTM3aLmu.

Mpaswuna (rules).

MpaBuna — 3T0O YCNOBUSA, KOTOPbIe MPUMEHAIOTCA K MaKkeTamM. Eciim nakeT cooTBeTCTBYET
YCNOBMIO NPaBWUAa, BbIMONHAETCA AeNCTBME (Hanpumep, NPUHATb NN OTKNOHUTD NaKeT).

I ML ERiptables -A INPUT -p tcp --dport 22 -j ACCEPT]

-A INPUT: lo6asnsaeT npasuio B Ueno4dky INPUT.
-p tcp --dport 22: MpumeHaAeTca K nakeTam npoTtokosna TCP Ha nopT 22.
-j ACCEPT: Pa3peluaeT (MpUHMMAET) COOTBETCTBYIOLLME MaKETbI.

MpakTuyecKan pabora c IPtables.

4,

PaspelueHune nepecbiiku TpadurKa mexay nHtepdericamm mocra:
sudo iptables -A FORWARD -i brO -o brO -j ACCEPT
sudo iptables -A FORWARD -m state --state RELATED,ESTABLISHED -j ACCEPT

PaspelueHmne BXOAALLETO M UCXOAALLETO TPadUKa HA MHTepdencax MocTa
sudo iptables -A INPUT -i brO -j ACCEPT

sudo iptables -A OUTPUT -o br0 -j ACCEPT

3anpeT nuHra B ns2:

sudo ip netns exec ns2 iptables -A INPUT -p icmp --icmp-type echo-request -j DROP

MbI ¢ nomoubto iptables 3anpewaem Bxoaawmin ICMP Tpaduk.

MpoBepbTe NpaBu/Io, KOTOPOE Bbl 406aBUAN B NS2:

sudo ip netns exec ns2 iptables -L -v

KaK BbIBOZA, Bbl A0/1KHbI YBUAETH Balle NPaBuMao B Bawem iptables.
MpoBepbTe paboTy NpasBmaa U NPONUHTYNTE MHTEPENC B NS2:

sudo ip netns exec nsl ping 10.0.0.2

Ecnu Bbl BEpHO onuncanu npasuno ICMP Tpaduk byget gponHyT npasunamu iptables.
MponuHryinte apyroi nHTepdeinc, oH AoMKeH BbITb AOCTYNEH:

sudo ip netns exec nsl ping 10.0.0.3

Ypanute npasuno iptables B ns2:

sudo ip netns exec ns2 iptables -D INPUT -p icmp --icmp-type echo-request -j DROP
MpoBepbTe yaaneHne npasuaa U NPONUHryinTe MHTepdeic B Ns2, OH A0NXKeH ObiTb

AOCTYyNEH:

sudo ip netns exec nsl ping 10.0.0.2



OTyeT AN 3Toro pasgena — CKPUHLLOT ¢ npasuaom IPtables, nuHr go ns2 (c npasuaom u 6e3) wm
ns 3 - BCe Ha OAHOM CKPMHLUOTE.

3akntoyeHue:
B aTo nabopatopHoi paboTte Bbl HAYYNIUCh:

1. Cos3paBaTtb M HacTpauBaTb ceTeBble HeMmcnelchbl u veth uHTepdericol gna mux
coeguHeHuA.

2. MopgknwoyaTb HEMMCNENCHI Yepes BUPTyabHbIN bridge, obecneunBas Bsanmogencresmne
MeXAYy HUMMU.

3. HactpauBarts iptables BHyTpu HeimcnelicoB ana ynpasieHUsa CETEBbIM TPAPUKOM,
dunbTpaunmn n 6esonacHocTu.



