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UENU 3AHATUA JEk SERURTTY

v Y3Haem obume npuHUMnbl U noaxoabl K
MOLENMPOBaHNIO Yrpo3
v BbISICHUM, KaK OCYLLIECTBNSAETCH JEeKOMMNO3NLUS
NpUNoXeHnn Anga uenen MogennpoBaHns yrpos
v' PaccmoTtpum nogxon STRIDE k mogenupoBaHuto
yrpos
v [Tonmem, Kak NnpoBOAUTb Knaccudukauuo, aHanna u
DAHXNPOBaHME yrpoa3 \
v [lo3HaKoMMMCA C CyOBbEKTUBHLIMU U

KONMMYeCcTBEHHbIMWU MOAENAMU OLIEHKN PUCKOB
v [lonmem, Kak dopmMmpoBaTb KOHTEPMEPBI \Q/




MOOENUPOBAHUE
Jl PO3



KUSHEHHLIU UUKN BE30MACHOU JEE FE T
PA3PABOTKU
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SSDLC (Secure Software Development Life Cycle)



MOAENUPOBAHUE YIrPO3 JEk feant T
OBWUE TMPUHUUMI

MoaenupoBaHue yrpos — 3710 NPOLLECC, HanpaBJEHHbIN
Ha BbIABNEHME aKTya/lbHbIX Yrpo3, UX KaaccudurKaLluto,
OLLEHKY PUCKOB 1 BbIpaboTKy Mep MO ynpaBAeHNO UMW

OCYLLLeCTBNAETCA Ha 3Tane An3alniHa 1 B CBOANTCA K TOMY UTOObI OTBETUTb Ha

cneayroLlmnx cnyyasx: caefyroLime BOnpochl:

v’ peannsaumm HOBbIX PYHKLMOHANbHbIX v' Hag yem Mbl ceryac pabotaem?
BO3MOXHOCTEW v UTO MOXET NonTn He Tak?

v’ BO3HWKHOBEHMA MHLMAEHTOB 6e30MnacHOCTH v UTO Mbl MOXEM C 3TUM caenatb?

v N3MeHeHn B MHOPaCTPYKType Man v’ Kak Mbl y6eanmcsa B 3QPeKTUBHOCTH
apxuTekType NPUHATBIX Mep?

MoaennpoBaHue yrpo3 oTBe4aeT Ha BOMpOC:

«4T10 NnpeacraBnseT cooon 6e3o0NacHOCTbL B HaLUeM NMpPoeKTe?»




MOAENUPOBAHUE YIrPO3 JEk feant T
UHCTPYMEHTAPUU

Visual Paradigm

Visual Paradigm Microsoft Threat Modeling Toll



https://online.visual-paradigm.com/app/diagrams/#diagram:proj=0&type=ThreatModelDiagram
https://learn.microsoft.com/en-us/azure/security/develop/threat-modeling-tool

MOAENUPOBAHUE YIrPO3 JEk feant T
AEKOMMO3UUUA MPUNDOKEHUSA

BHelwHe 3aBUCMMOCTHU

To4yku Bxoaa

BHeluHMEe NO OTHOWEHUID K KOAY 3J/1EMEHTbI, Onpeaensor wuHTedencbl, uUepe3 KoTopble
KOTOpble MoryT npeacTaBAATb yrposy noteHUManbHble  3/I0YyMbILLJIEHHUKN MoryT
NPUIOIKEHUIO. B3aMMOAEeNCTBOBaTb C NPUIOIKEHNEM,
OTW 3N1eMeHTbl OObIYHO HAXOAATCA MOJ KOHTPOJEM npeaocraB/iAfa eéMy /[AaHHblé U WU3IMEHAA ero
OpraHu3auunn, HO, BO3MOXHO, He MoJ KOHTPOJEM cocTonHue.
KOMaHAbl pa3paboTumKoB: Touku BXoZa B NPUIOXEHNE MOTYT BbITb
v’ KOMTMOHEHTbI OMepaLmMoOHHON CUCTEMDI MHOTOYPOBHEBBIMMU.
v' 6a3bl JaHHbIX N XPaHWUAMLLA OHW NoKa3blBatoT, r4e AaHHble MOCTYNakoT B
v’ CpeACTBa 3alUTbl U OBHapy>XeHMs aTak cncTemy:
v’ CTOPOHHWE KOMMOHEHTbI, KOTOPbIE MCMO/b3YHOTCH v’ nons BBOAA
B NpoekTe v’ aprymeHTbl MeTog0B API
v napametpbl HTTP-3anpoca
v’ BapuaTUBHble YacCT COOBLLLEHNIN CETEBLIX
NPOTOKONIOB U T. N




MOOAENUPOBAHUE 9I'PO3
AeKOMnosnuua nPUNOKEHUA

To4yku BbIXxoaa

COOTBeTCTByI'OT MecTaM, B KOTOPbIX AdHHbI€
nepeaparoTca ot NPpUNoXKeHNA OKPYIXXEeHUIO.

v’ 3anncb JaHHbIX B 6a3y faHHbIX AW XpaHWUAMLLE
v’ OCyLLLeCTB/IEHME CETEBbIX 3aMpPOCOB

v’ 3anycK CTOPOHHMX NPOLLEeCCOB

v' otnpaeka HTTP-oTBeTa Beb6-cepBepomM U T. n.

JE

TEAM

L',EIIb nOTeHLI,MaﬂbHOﬁ dTakKM 3/10yMbIlJ/IEHHUKaA,
NMPpUYNHa cyuiectBoBaHuUA yrpos.

Pecypcbl MOTyT 6bITb UHPOPMALMOHHBIMM:

v’ YUETHbIE NN NEePCOHaNbHblE JaHHblE
nosb3oBaTeneu

v' MHPOopMaLma O TpaH3aKLMaAX

v KpunTtorpapuyeckmne Kaoum

nn abcTpakTHbIMM:

v’ penyTtayus

v\ CTOMMOCTb aKL NI

v NpaBOBble acNeKTbI

SECURITY

MpepacTtaBnaoT cob60M NpaBa AOCTyNa, KOTOPbIe MPUJIOXKEeHUEe NpPeAoCcTaBAseT BHEWWHUM obbekTam.
YpOBHWN A0Bepua CBf3aHbl C TOYKAMM BXOZa W pecypcamu. ITO MO3BOAAET ONpeaennTb npaBa AOCTyna Uau
NpPVBUAETNIN, HEODXOANMbBIE ANA KaXKA0M TOUKM BXOAa M B3aUMOAENCTBUSA C KaXKabIM PECYPCOM




MOAENUPOBAHUE YIrPO3 JEk feant T
OUATPAMMbl MOTOKOB OAHHbIX
(DATA FLOW DIAGRAM)

v DFD nokasbiBatoT, Kak AaHHble JIOTMYECKM NPOXOAAT Yepe3 NMpuaoXKeHne OT Hayana 4o
KOHUA. OHM NO3BOAOT UAEHTUOULNPOBATL 3aTPOHYTbie KOMMOHEHTHI Yepes
KpUTUYecKkue TOUKM 1 NOTOK ynpaBaeHNsa Yepes 3TV KOMMOHEHTbI

v DFD nmetoT nepapxmyeckyro CTPyKTypy, MO3TOMY MX MOXHO MCNOb30BaTb A4
AEKOMMO3MLMN NPUAOXKEHUA Ha NOACUCTEMbI U MOACUCTEMBI BOIee HN3KOTO YPOBHH

v Itepauunm 6onee HN3KOro YpoBHSA NO3BONSAHOT COCPEAOTOUNTLCA Ha OonpeaenéHHbIX
npoLeccax, CBA3aHHbIX C 06PabOTKON KOHKPETHbIX AaHHbIX

v CywiecTtByeT paj obLenpuHATbIX CMMBOJIOB, KOTOpPble ncnosb3yrotcs B DFD ansa
MOZENNpPOoBaHUA yrpo3



MOAENUPOBAHUE YIrPO3 JEk feant T

CUMBONBLlI DFD

Ncnonb3yetca ana npeacraBneHma Ar0b6oro obbekTa BHE NPUNOXKEH S,
KOTOPbIN B3aUMOAENCTBYET C HAM Yepe3 TOUKY BXOAA

External
Entity | BHeLHAA CyLLHOCTb

Process [Mpouecc

MHOXECTBEHHbIV
Process
npouecc
Data Store XpaHVU'||/||_|_||e AaHHbIX

N

Data Flow

[TOTOK AQ@HHbIX

Privilege Boundary rpa HU I-'|a AOBepMﬂ

[peacTaBaseT 3aga4y, KoTopas obpabaTbiBaeT AaHHbIE B MPUIOXKEHUN.
OHa moxeT obpabaTbiBaTb JaHHblE NN BbIMOAHATL 4ENCTBME HA OCHOBE
AAHHbIX

Ncnonb3yeTtca ana npeacraBneHms Habopa noagnpoL,eccos.
MHOXeCTBEHHbIN MPOLLECC MOXET HBbITb pa3buT Ha NoANPOLECCHI B
Apyrom DFD

|/|CI'IOJ'Ib3yeTCFI ANna npeacraBiaeHnAa MecT, TA€ XPaHATCA JaHHDbIE.
Xpavamu_l,a AdaHHbIX HE USMEHAKT JaHHbIE

[MpeacTaBnsfeT ABUXKEHNE AAHHBIX BHYTPU MPUAOXKEHMA.
HanpaBneHune n3obpaxeHO CTpenkou

Ncnonb3yeTtca Ana NpeAcTaBAeHMA U3MEHEHMS YPOBHEN AOBEPUA MO
Mepe NPOXOXAEHNA AaHHbIX Yepe3 NPUIOXKEHME.
[paHMLbl NOKa3biBatOT NH0H6OE MECTO, rae M3MEHAETCA YPOBEHb JOBEPUS 11



MOOENUPOBAHUE YrPO3 JEs
NPUMEP DFD (OBWAS]
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MOOAENUPOBAHUE 9I'PO3

NMPUMEP LOGIN DFD
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Legin
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Result
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Data

Data
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- “Web Server /

Database Boundary
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Files

SECURITY
TEAM
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MOOAENUPOBAHUE 9I'PO3
KNACCUDUKAUUA YI'PO3 STRIDE

Tun

JEk TR

Spoofing

Tampering

Repudiation

Information
disclosure

Denial-of-
service

Elevation
of privilege

ﬂ,OCTyI'I N NCrNnoJsib3oBaHWe y‘—IéTHbIX AAHHbBIX APYTroro rnoab30BaTe/iA:
MMEHW MNMONb30BaTE/IA U MNMapPOaA

3/10HaMepeHHana MoandurKaLumna NOCTOAHHbIX AAaHHbIX, TAKMX KaK 3anuncu B
6a3e JaHHbIX, @ TakXXe U3MEHEHME AaHHbIX, KOTOPbIe MepesaroTcsa Mexay
ABYMSA KOMMbHOTEPAMM MO OTKPLITOU CETH

BbinonHeHMe 3anpeLEHHbIX Onepaumii B CUCTEME, B KOTOPOU OTCYTCTBYET
BO3MOXXHOCTb OTC/IEXMBAHNA OrnepaLmnm

[lonyyeHme XpaHALWKMXCA JaHHbIX, K KOTOPbIM He 6b110 NpejocTaBaeHo
AOCTYMa, AN Ha YTeHMe JaHHbIX B XO4€e VX nepejaun

3anpeT 4OCTyna aBTOPM30BaHHbIM MOAb30BaTENAM Yepe3 HapyLleHne
HOPMaNbHOTO QYHKLMOHMPOBAHNA NPUIOXKEHNS

[lonyyeHwe NnpuBMAErMPOBaHHOIO AOCTYNa K pecypcam, 4tobbl NOAYUNTD
HeCaHKLMOHWPOBaHHbIN AOCTYN K MHGOPMaLnM Nau
CKOMMPOMETMPOBATb CUCTEMY

Authentication

Integrity

Non-repudiation
Confidentiality
Availability

Authorization

14



[TPAK TURECKAA
SAHAHA



NMPAKTUYECKAY 3A0AYA JEk feant T

v NaeHTMOMLMpPYNTE akTyalbHble Yrpo3bi
v Knaccuduumpynte nx B cootsetctBumn ¢ Mmetogonormen STRIDE

1 -
Bpaysep nonb3oBaTena I BeG-cepaep
- . :
POST finjection_sql_lati I injection_sql_lab 3anpoc SQL e B
( " 4 (request)
1
1
! :
I
MNonb3oBarenn I ! .
< ! i pouenypa Baza gaHHbIx
OTtBeT C pes3ynsLTarom Multi-Process ay'TeHTHCp MHaL MK

]
I ayTeHTUgUKaUHWK
I
]
I

!
L

Oteet B[] Ha 3anpoc (RawQuerySet)

PeaynsTar ayTeHTUGHUKALMK

16



OUEHKA PUCKOB
U PAHAUPOBARUE
Jl PO3



OUEHKA PLUCKOB JEk ST
AHANU3 YrPO3

v PUCK — 3TO BO3MOXHOCTb NoTepb. Onpegenserca gBymMsa dakTopaMu: BEPOATHOCTbHO
TOro, UTO MPOM3OUAET HanageHne, N NOTEHLUNANbHBIM BAUSHUEM UAN CTOUMOCTbHO
TakoW aTakun. PUck paccumtbiBaeTca Tak:

(BepoATHOCTb BO3SHUKHOBEHUA Yrpo3bl) X (oXxnaaemoiu yuwepb)

v' AHanuns yrpos — naeHTndunkaumnsa yrpos Ana nNpuiIoXKeHUs, BKAOYaOLWas aHaau3
KaXXA0ro acrnekta GyHKLMOHaNbHOCTU, apXNTEKTYPbI U AM3aliHa NPUIOXKEHUS C TOUKM
3pEHNA LeNen aTakyroLwero

v Yrpo3bl aHaNM3NPYHOTCA Yepe3 n3yyeHme BO3MOXKHbIX NyTel aTaku 1 HeobXoAnMBbIX
CPeACTB NPOTUBOAENCTBUA U

v' Pe3ynbraThl aHanm3sa yrpo3 yaobHo npeacTaBasTb BU3yasbHO: B BUAE AepPeEBa yrpo3 u
rpacda Kencos yrpos



OUEHKA PLUCKOB JEk ST
MPUMEP AEPEBA YIPO3

Aftacker may be
able fo read othear
ugsers’ messages

.. .. ' l

Usar may not have Diata validation may Authorization may fail, Browesar cache may
logged off on a sharad fail, allawing SCOL zllowing cantain cantants of
computer inpaction unauthorizaed access massane

.. l ; +

Implement ant-
Implamant data Implemeant ; Tt (o
validation authorization chacks “E":':E'I'E"gd:r:rp i viskiia high, usa 351
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OUEHKA
NMPUMEP

PUCKOB

rPAODA KEUCOB

Enter usernameh
Passwo"d/
Includes

User ,/L

Qser authentica@

—

Includes

v

Show generic erh
_ mes‘sagy

Includes

v

=

Application /

Server Lock account after N

failed login atte/my

>

-

Validate password
minimum length and
complexity

\

dl P03

~Threatens

Mitigates

Mitigates

Mitigates

Mitigates

Brute force

authentication

Includes

Harwest (guess) valid
user accounts

Includes

Dictionary attacks

JE

Hacker /
Malicious User

SECURITY
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OUEHKA PUCKOB
PAHXUPOBAHUE JIPO3

CyobekTuBHasa mogenb: DREAD

B mogenn oueHkn puckoB DREAD daktopmsaumsa puckos
no3Bonser npuceanBeaTb 3HaueHwus PasINYHbIM
BAnAOWMM  dakTopaM  yrposbl. YTo6bI  OnpepennTb
PEUTUHI Yrpo3bl, aHaAUTMK OTBEYaeT Ha BOMPOCblI MO
KaXXAOMYy dakTopy pucka, CyObEeKTMBHO OLeHMBas KX Mo
10-6anbHOWM WKane:

v' Damage: Hackonbko OosbwnMm byaeT ywepb, ecaum
ataka yBeH4aeTcs ycrnexom?

v Reproducibility: Hackonbko nerko  BOCMPOM3BECTU
araky?

v’ Exploitability: ckonbko BpemeHun, ycuaMim un  onbiTa
HeobxoAMMO Ana 3KCnayaTaumm yrpo3bl?

v Affected Users: ecin yrposa 6yaeT MCNonb30BaHa,
KakoW MPOLEHT noJsib3oBaTtenien byaeT 3aTPOHYT?

v' Discoverability: Hackonbko Nerko 310yMbIWAEHHUKY
0BHapPY>XnTb 3Ty yrposy?

JEk TR

KonunyectBeHHasa mogenb: CVSS

bonee TOUHYHO OLIEHKY PUCKOB NMO3BOJIAKOT MOJYUYUTb
KOJIMYECTBEHHbIE MOAENN, KOTOPbIE YUYMUTbIBAOT
MHOXECTBO M3MepUMbIX GaKTOPOB pUCKa.

OHM NO3BOJIAKOT AOCTUYb BOCNPON3BOANMBIX OLLEHOK,
He 3aBUCALLUX OT MHEHWNA KOHKPETHOro aHainTuKa.
Hanbonee pacnpocTpaHéHHas KOAMYeCTBEHHaA MOZAeNb -
CVSS (Common Vulnerability Scoring System)

ATTACK VECTOR ATTACK COMPLEXITY § PRIVILEGES REQUIRED USER INTERACTION

%l Changed

ﬁlNetwork % Low e None —p]None

[ ]
EAdjacent ‘ % High ‘ Low ‘ -T—)Required ’
@/ Local w High

CONFIDENTIALITY INTEGRITY AVAILABILITY

<> High /7] High < High
—B] Unchanged|| &> Low [] Low o~ Low
QNone |:| None ?None
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OUEHKA PLUCKOB JEk ST
KOHTPMEPI

Cnocobbl NnpoTMBOAENUCTBUA

Spoofing v Hagnexalas ayteHTMdmKaLma v OTKa3 OT XpaHeHWNs CEKPETOB
v’ 3awmTa cekpeTHbIX JaHHbIX
Tampering v Hapnexalas aBTopusauums v Undposble noagnucu
v’ Xewwn v [MpOoTOKObI 3aLLUTbI OT NOAAENKM AaHHbIX
v' MACs
Repudiation v' Undposbie nognmcu v' XypHanbl ayauta
v BpemeHHble MeTKu
Information disclosure | v' ABTOpu3ayus v WnopoeaHue
v" T1pOTOKOAbI C YCUAEHHOW v’ 3almTa cekpeTHbIX AaHHbIX
KOHOUAEHLMANbHOCTLIO v" OTKa3 OT XpaHeHUs CEKPETOB
Denial-of-service v Hapnexauas ayteHTUdunKaums v TpoTTAnHT
v' Haanexalas aBTopmsaums v' QoS
v' OunbTpayms
Elevation of privilege v' 3anyck ¢ HaMEeHbLUMMU NPUBUAETUAMMU

22



AOMNONHUTENBHBIE MATEPUANI JEk e

v Online Drawing Tool
v Microsoft Treat Modeling Tool
v' Threat Modeling Process

2
O

23


https://online.visual-paradigm.com/app/diagrams/#diagram:proj=0&type=ThreatModelDiagram
https://learn.microsoft.com/en-us/azure/security/develop/threat-modeling-tool
https://owasp.org/www-community/Threat_Modeling_Process

BbIBOAb JEl SEQURTTY

v Y3Hanu, Kak NpoBOANTb AEKOMMO3ULINIO MPUITOXKEHNS

N3yuunnun kakme CyLLHOCTU apXUTEKTYpbl cnenyet

paccMmaTtpuBaTth

[ToHANN, Kak CTPOUTL AMarpammbl NOTOKOB AaHHbIX

PaccmoTpenu noaxoa STRIDE k knaccudgukauum yrpos

[ToHANKM, KaKk NpoOBOAUTL aHanNn3 yrpos

PaccmoTpenu gepeBbs U rpadbl KEUCOB Yrpo3

[To3HaKOMUNUCL C NPUHLUMNAMU paHXXNPOBaHUA Yyrpos, ™
n3yuunu mogenu DREAD n CVSS )
Y3Hanu, kak popmMynupoBaTb KOHTPMEpPHLI =

AN NN

AN



AOMAWHEE
SJAOARUE



NOMAWHEE 3A0AHUE JSle SECURTTY

Llenb: nony4nTb npakTn4yeckne HaBblKM MOOENMPOBAHUSA Yrpo3

UHcTpymeHT: Online Drawing Tool nnu nobon gpyron nogxoaawmn peaaktop
avarpamm, doc.google

dopmaT BbINonHeHUA: doc.google, npoBepbTe HACTPOWKN J0CTYyNa K AOKYMEHTY,
CCbIIKY Ha paboTy Npucbinatb Ha

Pe3ynbTraT: NOHMMaHWE NPUHLNMNOB apXUTEKTYPHON

OEKOMMO3ULMMN, OLIEHKM YrPO3 U aHanusa pMckoB

KoHTekcT/onucaHume: nocTponTb Mofernb yrpo3s Ansa y4ebHOro npunoXxeHus
Cpoku BbinonHeHusA: 0o 29 aerycta 2024 BKNHOYUTESTBHO

=

3arpysute peno3nTopun noboro NPUOXKEHUs1 C OTKPbITbIM NCXOAHbIM KOLOM.

2. Bblgenute B NpUNOXeHM OCHOBHbIE apXUTEKTYPHbIE KOMIMOHEHTHI, NpeacTaBnsloLwWmne NHTepec C
TOUKM 3pEHUS 3ada4 obecnevyeHuns 3alnLLEHHOCTN U HanguTe rpaHnLbl YPOBHEN O0BEPUS.
icnonb3yute npumep CTPYKTypbl N3 ctaten OWASP

3. OnuwwuTe akTyanbHble ANA MPUNOXEHUS Yrpo3bl, OLLEHUTE PUCK peanusauum Ka>|<p,om N3 HUX U

cdopmMynupymnTe KOHTpMepHLI


mailto:pokprobaks@gmail.com
https://owasp.org/www-community/Threat_Modeling_Process

