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OWASP SAMM _JE k= SECURITY

GOVERNANCE m IMPLEMENTATION VERIFICATION OPERATION

. . . Architecture .
Strategy & Metrics Threat Assessment Security Build Assessment Incident Management
SM1 | SM2 | SM3 TA1 | TA2 | TA3 SB1 | SB2 | SB3 AA1 | AA2 | AA3 IM1 | IM2 | IM3
A. Create & Promote A. Application risk profile A. Build process A. Architecture validation A. Incident detection
B. Measure & Improve B. Treat modeling B. Software dependecies B. Architecture mitigation B. Incident response
Policy & Complian Security Requirement Security Deployment Requirements-driven Environment
olicy ompfiance ecunty Requ urity beploy Testing Management
PC1|PC2 | PC3 SR1 | SR2 | SR3 SD1| SD2 | SD3 RT1 | RT2 | RT3 EM1 | EM2 | EM3
A. Policy & Standards A. Software requirements A. Deployment process A. Control verification A. Configuration hardening
B. Compliance management B. Supplier security B. Secret management B. Misuse/abuse testing B. Patching & Updating
Education & Guid Security Architect Defect M t  Security Testi Operational
ucation uiadance ecurity Architecture erec ahagemen ecurity lesting Management
EG1 | EG2 | EG3 SA1 | SA2 | SA3 DM1 | DM2 | DM3 ST1|ST2| ST3 OM1 | OM2 | OM3
A. Training & Awareness A. Architecture design A. Defect tracking A. Scalable baseline 'g‘ SDatf prc;ltection' -
B. Organization & Culture B. Technology management B. Metrics & feedback B. Deep understanding - oystem decommissioning

/ legacy management



OWASP SAMM

BbusHec pyHKUNA

MNMpakTuka
6e3onacHOCTU

MNMpakTuka

6e3onacHOCTU

MNpaxkTuka

6e3onacHOCTU
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DSOMM

SubDimension Filter

SECURITY
TEAM

JE

Activity Tag Filter

Dimension

2 Build and
Deployment

2 Build and
Deployment

Sub-Dimension

Build

Deployment

Level 1: Basic

understanding of security

practices

» Defined build process
[none ]

» Defined deployment
process
[none ]

Level 2: Adoption of basic
security practices

» Building and testing of
artifacts in virtual
environments
[none |

» Pinning of artifacts
[none ]

» SBOM of components
[none |

» Defined
decommissioning
process
[none ]

» Environment depending
configuration parameters
(secrets)

[none ]

» Evaluation of the trust of
used components
[none |

Level 3: High adoption of
security practices

» Signing of code
[none |

» Handover of confidential

parameters
[none |

» Inventory of
dependencies
[none |

» Inventory of running
artifacts
[none |

» Rolling update on
deployment
[ none |

Level 4: Very high adoption
of security practices

» Same artifact for
environments
[mone |

» Usage of feature toggles
[none |

Level 5: Advanced
deployment of security
practices at scale

» Signing of artifacts
[none |

» Blue/Green Deployment
[ none |

M%W Yaed preH MN

https://dsomm.owasp.org/
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DAF - MOOENb «TEXHONOTUU» JEk fean

TEXHOJIOTNNA

KoHntponb Wb apTedakToB, 3aBucnmocrteir n obpasos 3awuTa oKpy>keHua paspaborkum
SELAITE! [PEIBE A IECy 3aluTa cekpeToB 3awwmTa Build-cpegbl
KOHTPO/b NCMO/Ib30BaHMA CTOPOHHMX y paspaborunka
npaBaeHue aptTedakTamm
KOMTIOHEHTOB 3awmTa source code KoHTponb BHECEHUS 3awmTa KoHBerVepa
management (SCM) N3MEHEHWUI B UCXOAHBIVA KOA cbopkm

KoHTponb kopa, b aptedaxros,
3aBMCMMOCTen n obpasos

CraTnueckuni aHanm3 KoMno3nLmoHHbIN AHanun3 obpazos AnHaMmnueckmii aHann3 NpuaoXKeHnn TecTMpoBaHMe Ha NPOHUKHOBEHWE nepey,
(SAST) aHanuns (SCA) KOHTENHEPOB (DAST) B PREPROD cpegze BHEAPEHMEM NMPUNOXKEHNI B MPOAYKTMB

AHanus MO B pexxume runtime - Preprod

AHanu3 nHbpactpyKkTypsbl

ViaeHTndukaLms KoHTponb 6e3onacHoctn Dockerfile'os CHIAPIRLEIEEE 12 KonTposs 6ek3§)“taCH(}CTM PREPROD cpegpl Ha
ceKpeToB TecTMpoBaHue MaHupectos (k8s,terraform) YA3BUMOCTH
3awwmra MO n nHPpacTpyKTypbl B peXkmme runtime
AvHamnyeckni aHann3 NPUNOXKEHNN TecTpoBaHMe Ha MPOHNKHOBEHWE YnpassieHne nsmMeHeHnamMm
YnpasneHue cekpetamu o o o
(DAST) B npoayKTMBHOWN cpese NPOAYKTUBHOW Cpeapbl NHPPaCTPYKTYpbl U AOCTYMOM K Hew

KOHTpOAb BbINOAHSAEMBIX M NpoLeccoB 1 AHanun3 nHdpactpyktypbl PROD cpegbl
nX Npas JoCTyna Ha yA3BMMOCTHU

KoHTponb ceteBoro Tpadwmka (L4-L7) AHanunz cobbitnin NIb
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DAF - MOOENb «MNPOUECCHI» JEk rean

NMPOLLECCHI

O6yueHne n 6asa 3HaHMI KoHTposab n popmumpoBaHme tpebosanuu Ub k MO

OueHKa KpUTUYHOCTU

< Onpepenexvie TpeboBaHmin ~ KOHTPOJIb BbIMOJIHEHWUSA
MPUIOXKEHWI 1

WB, npeabsasasembix k MO TpeboBaHun Vb

ObyueHue cneumanmcTos YnpaeneHuve 6a3oi 3HaHun DSO e
Pa3pabotka cTaHzapToB KOHPUrypaummn PaspaboTka ctaHAapToB KOHGUIrypauui
pa3pabatbiBaemoro MO AN KOMMOHEHTOB NHGPACTPYKTYpbI
Ynpasnenue Ub pgedpexramm PyHKLUMOHaNbHbIE PO
Obpabotka aedextos Vb KoHconnpauns agedextos Nb
Security Champions Pa3srpaHunyeHue poner npouecca DSO
YnpaeneHve Habopom meTpuk Vb KoHTpO/Ib NCNONHEHNA METPUK
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DAF - MAMMNUHC CO CTAHOAPTAMU JEk rean

DomeH "KoHTponb UB apTedakToB, 3aBucumocteii u obpasos”

T-ADI-DEP-0-1 Ynpasnexue saeucumoctamu (Dependencies) 8 ucxogHom Koge ocylecTEAAETCA B Kakom-1ubo enge 0 ]

CywecteytoT (bopmanzosaHbl) eaMHbIE NpaBKANE, ONPEAENAIDIHWE BOIMOKHOCTE MCMNONLI0BAHMA TEX MK
MHBIX 33BMCUMOCTEN B KOE.

T-ADI-DEP-1-1 . . 2
Hanpumep, ecTe yTBEpHOEHHBIA SOKYMEHT, M/WAK cTpaHUMUa B Dase 3HaHMH, ONMCbIBAOLWME NOPALOK
MCNONb30BAHKMA 33aBMCMMOCTEN B Hoge.
OBHoBMEHWE CYLWECTEYIOWMX 2ABUCMMOCTEN BLIMOMHASTCA BRYUHYIO.

T-ADI-DEP-1-2 Hanpumep, ecnu sosHMiNE HeoBX04WMOCTE MCMOAL30BATE HOBYHD Bepcuio BUBAMOTEKM B HOAE, TO B8 BPYUHYHD 1 0% 2
BbIrPYHaoT W foDasnAwT B NpoekT

T-ADI-DEP-1-3 CywecteyeT (onucan, dopmanmzosan) naad pearuposaHua Ha cobeitma WB, {HBIX C MOCTAMM. 2 SR2.7

T-ADI-DEP-1-4 BrinonHaerca xapaeHuHr (BesonacHan HacTpoika) balinos koHdUrypaLmit MCNonb3yembiX NaKeTOB Open source 5
software - OS5 (Hanpumep, nuget.config, .npmrc, pip.conf, pom.xml, etc.).

T-ADI-DEP-1-5 3asucumoctu c Tarom "latest” He npumenAoTeA 2

T-ADI-DEP-2-1 PazpaboTumkM noayuaoT U ucnonbsyioT 055 KOMMOHEHTB!, NPUMEHAR TONBKD CTAH4APTUS0BAHHbIE 3 SR27
(bopmanuz0BaHHbBIE U YTEEPKAEHHDIE) METOODI

KoHTpone ecnonezoeanus KoHTponupyeTca M perynMpyeTca MCnoib3oBaHMe Hoebix (Monome B0 gHeil) n cTapoix (HeakTyanbHbix, 2 0%
CTOPOHHUX KOMMNOHEHTOE T-ADI-DEP-2-2 zabpowenHbix, cTapwe 365 gHetd) 0SS, 3

Hanpumep, Hactpoes 0SS firewall Ha npeaynpesxpeque (wnm sanpet) ucnonbvzosaHma 0SS,
BbINYLEHHBIX\aKTyanuaMposaHHblx Bonee 365 gHell Hazag v meHee uem 60 gHel

TADLDEP.3.1 BoinonHaeTcA uHaeuTapuaaqmi ucnonbzyemilx 3aBMCHMMOCTEN. 1 SRLS
Hanpumep, cosfaH BHYTPEHHUA PENOZMTOPMIA.
Mpu ebinoaHeHKK Pull/Merge request npegocTaBAAETCA CNMCOK BCEX YAZBMMOCTEN MCMOMb3YeMbIX

T-ADI-DEP-3-2 33BMCUMOCTEMN. 4
310 moeT BeiTh peanuzosado ¢ nomolupo SCA cucremet. 3 0%

T-ADI-DEP-3-3 BrinonHAeTcA BepudMranmMa uudposoi nognucu SBOM nepep ucnonbsoeaHWem sasMcumoctel B cbopre. 2
3T0 MOMHET BbiTb PEANM30BAHO C NOMOLLbK SCA cUcTEMBI.

Beinonxaerca asTomatmueckoe obnosnenme HMCNoOAbB3yeMblx 3aBMCHMMOCTER.

T-ADI-DEP-3-4 - a4
310 moKeT BbITb peanvz0BaHo € NOMOLLBIO CNELMANbHBIX YTUAUT 4nA 06HOBAEHWA 38BMCMMOCTEN.
T-ADI-DEP-4-1 BbiNoNHAETCA CAMOCTOATENbHAA cHopKa HeoBXOAMMbIX 3aBMCMMOCTEN B IOBEDEHHOM Cpeae 6
3 - u
T-ADLDEP-4.2 BrinonHAeTcA cozfaHue M NpoBepKa Lndp nognucy cobpaHHbIX 3aBMCUMOCTER 6 SE2.4
Hanpumep, ¢ nomowsio Cosign 4 0%

T-ADI-DEP-4.3 BrinonHAeTcA cozaaHue U n.poaepua uudpoeoi nognucu Ha SBOM ana cobpaHHbIX 3aBMCMMOCTER 6
Hanpumep, c nomowbio Cosign

T-ADLART-M-1 Vrnannauus antahautasu naznafnTeu nnucuTeToueT & vavnsa-nufn oune n n
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DAF

TENNOBAA KAPTA

——
Korrpont UB T-ADI-DEP HKOMTROb HENOAbIOBAHMA CTOPOHHMK HOMMNOHEHTOR
apredakTos,
ﬂsn;cﬁu:a:::eﬁ " T-ADI-ART ¥npagneHue apTedakTamm
T-DEV-COMP JawmTa pabosux MecT paspaboTunHa
T-DEW-5M J3WMHTA CEKPETOR
3awmTa oxpyseHna |T-DEV-BLD Jawmra Build-cpeawm

paapafioTkm T-DEV-5CM JawuTa source code management (SCM)
T-DEV-SRC KOHTPONE BHECEHHA MZMEHEHHA B WCXOAHBIA OO
T-DEV-CICD JawmuTa KoHEEREDA CHOpHK

NoHTpans op, WG T-CODE-55T CTATHMECKHMIA aHanu3 (SAST)
§ aprel#amsl T-CODE-SC KomnoznumorHsIR ananmz (SCA)
Iﬁ 3aancnmm:re;i " T-CODE-IMG Ananuz o0pazos KoHTERHepOB
E obpason T-CODE-SECDN W aeHTWMKELMA CEKpETOR
I T-CODE-DOCKERFS Kowtpone Besonackoctn Dockerfile'os
E T-PREPROD-DAST JuHamuueckuid aHanuz npunoxenwil (DAST) B PREPROD cpege
- Ananwz NO B T-PREPROD-PENTEST TeCTHPOBAHWE HA NDOHUKHOBEHWE Nepe BHEPEHHEM NPUAOKEHWRA B NPOJYKTHE
pesme runtime - (T-PREPROD-SECTEST dyHrumoHaNsHoEe MB-TeCTMpoBaHWE
Preprod T-FREPROD-MANSEC Kowtpone Besonackoctk manwdectos (kBs, terraformwr.g.)
T-PREPROD-VULN Ananuz whppacTpyrTypel PREPROD cpeget Ha yA3IBMMOCTH
T-PROD-5M ¥NpaBneHHe CEKPETAMIA
T-PROD-DAST JlMHaMUYECKUA aHaNK3 npunoxenwi (DAST) B npoaykTHBHOH cpege
T-PROD-PENTEST TECTHPOBIHWE Ha NPOHHKHOBEHWE NPOOYKTHEHON Cpens!
3awmra NMNOw
e b B T-PROD-ACCESS ¥NpaENEHHE HIMEHEHHAMM MHBPACTRYRTYPE M ACCTYTION K HER
PR ruRtime T-PROD-NETWORK KoHTpOAL CETeROro Tpadwra (L4-L7)
T-PROD-RUN KOHTPONb BRINGNHAEMBIX H NPOWECCOR M WX NP8 A0CTyNa
T-PROD-VULN AHANKZ MHPPACTPYETYRE PROD cpegbl Ha YAIBUMOCTH
T-PROD-EVENTS AHaNKZ CoBLITHA MHDOPMAUKOHHDH GE30NACHOCTH
Ofyienue u Baza  [P-EDU-AWR QfyieHHe CNEUManHCToE
FHAHWA P-EDU-KB ¥npagneHue Bazoi IHaHWA DSO
KawTpas i P-REQ-TM QUEHKA KPUTHYHOCTH NEWADHEHWA H MOASNHPORIHWE Yrpo3
_ FRE— P-REQ-RD Onpegeneque Tpebosaquid MB, npeasasnremsx k MO
a TpeBoameii WE Kk P-REQ-CR KoHTpone BainonHeHun Tpebosanmi WE
3. no P-REQ-STDR-App Fa3apalioTka CTAHOBPTOR KOHGMIYDaUMii paspabaTe ro 10
P-REQ-STDR-Infr Pa3paboTHa CTARHOAPTOR HOHAMIYDPALKA JNA KOMNOHEHTOB MHADACTDYRTYDE
Q P-DEFECT-MNG DBpatiotka nedexros HB
c ¥npagnewwe U6 |P-DEFECT-CNS KoHconupauwa gedextos B
Aederrame P-MET-5ET Y¥npasnexne Habopom meTpuk B
P-MET-EX KOHTPONE HCNOAHEHWA METDHK
DyHRUMoHaNsHEE | P-ROLE-SC Security Champions
ponH P-ROLE-RESP PaarpaHuyeHwe poned npouscca DS0

JE

SECURITY

TEAM
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NMUPAMUOA 3PENOCCTU

KOCMWYECKUN

SKCMNEPTHbINA

PA3BUTbIN

NPOABUHYTbIU

NOBbILWEHHDbIN

BA30BbIA

MWUHUMAJIbHbIN

XAOC

JEk g

Vicnonb3oBaHune Hanbonee
COoBpeMeHHbIX 1 nepenoBblX
MPaKTuK

PaclumpeHune ncnonb3oBaHns
NHCTPYMEHTOB, MOBbILUEHNE YPOBHS
aBTOMaTU3aLN 1 UHTEerpauun

BHen.peHme OCHOBHDbIX
NHCTPYMEHTOB N XapAeHWHra
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DAF - 3AKPHITAA YACTb JEk T

UTto cKpbITO:

* [loapobHbIN NnaH 3aga4y Ha AopaboTky

* AyanTopckas yacTb: Kak NpoBepuTb, UTO TpebosaHwme BbinoaHaeTcs; OJ1 ayamutopa; NaaH NHTEPBbLIO
« AsTOmMaTM3auma noctpoeHunsa Kupuanamumabl ana OTuetos

» [lpumepbl noaHoueHHbIX RoadMap (OTKpbITas YacTb COAEPXMUT TONbKO 0606LLeHHbIN RoadMap)

* [lpumepbl RACI-maTpuL,

* Martpuua komneteHumin, pacyet FTE

* MVP ctpaHuL, KOTOpbIe Noka He roToBbl A nybankaumn (Hanpumep mannuHr ¢ DSOMM u M3 LB)



DAF

NUUERH3UA

5B License

"THE BEER-WAR

m

LICENSE" (Revision 42):

v

Jet Infosystems DevSecOps Team <daf@jet.su> made this Framework. As long as you retain this notice *

you can do whatever you want with -t some day, and you think this Framework is worth it, *

you can buy us a beer.

If you use our Framework

for marketing or other pu

at conferences, please let
Telegram: DevSecOps_Assessm§

Mail: daf@jet.su

IX T

4ante, no

*
A small and optional request:

local or government development regulations, <
ibout this Framework in articles or <
<

<

<

"NIULUEH3UA BEER-WARE" (Bepcua 42)
cosgana 3ToT OpermBopk. [lo Tex nop, noka Bol *
ouanamu BCe, 4YTo yrogHo. Ecnu mai ogHaxaw *
nosieseH, MOXETe KYNUTb Ham NUBO. *

B paspaboTKe NOKaNbHLX WMAU FOCYAEPCTBEHHBIX <

<, €CNM pacckaswsBaeTe 06 3ToM OpeimBopke <

JE

SECURITY

TEAM
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NAF JEk g



https://github.com/Jet-Security-Team/DevSecOps-Assessment-Framework

B SABEPWEHUU _JE= SECURITY

CeroaHa mbl noroBopuau o...

* 3auem mMepuTb SSDLC
* CywectByroume mogenm oueHkn 3penoctn SSDLC
* [loapobHee octaHoBUAMCE Ha DevSecOps Assessment Framework (DAF)

* ArntmpoBann ctaTb KOHTPMOBIOTOPaMM U MOMOYb YAYULWNTb GPENMBOPK ;-)



AOMAWHEE
JAOAHUE



OMAWHEE 3A0AHUE JEk ST

Llenb: camoctoatensHoe yrnybneHHoe nsyyeHmne moaenem 3pesioctu

UHCTpYMEHT: n1t0601 TEKCTOBbLIN PeaakTop, AN Nporpammbl A4na paboTbl ¢ Tabamuamum
dopmar BbinonHeHus: doc.google, NpoBepbTe HACTPOMKM AOCTYNA K AOKYMEHTY, CCbIAKY
Ha paboTy NpucbINaTh Ha

Pe3ynbTart: nouiynaete pykamu moaenu 3penocTtm

KoHTeKcT/onucaHue: caenaTb conocTtaBaeHMe NpakTuk atoboro nogaomeHa DAF ¢
aktmsHoctammn OWASP SAMM

Cpoku BbinosHeHUA: A0 29 asrycta 2024 sBkatounUTENIBHO

1. OWASP SAMM 2.0.x goctyneH no NN MOXKHO

2. Ckauvaute
3. Bbibepute ntoboit nogaomeH B DAF n HalanTe (Mnm He HanauTe) ero aHanor B8 SAMM.
Cnedyem ommemumeo, Ymo meKywuli mannuHa DAF-SAMM moxcem codepxcams owubku. lTomoaume Ham ux

Haumu!


mailto:pokprobaks@gmail.com
https://owaspsamm.org/model/
https://owaspsamm.org/resources/pdf/
https://github.com/Jet-Security-Team/DevSecOps-Assessment-Framework/blob/main/DAF_public_v3.1.xlsx

CIMACUBO 3A
BRAUMARUE !



