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B npeablayLuien nekumm

- Mpu co3aaHMM Noga cHavana 3anycKaeTca pause KoHTenHep, ANA KOTOPOro
co3paatoTcs Hemmcenencsl: net, mnt, uts, ipc, pid

- 3aTemM KOoHTelHepbl 3aMyCKatTCa BHYTPM Noga U NOAYYakoT TONbKO 3
HeMmcnenca: mnt, pid, cgroup

- OcTaBlumeca 3 Hermcneica (net, uts, ipc) KOHTEMHEPbLI AENAT MeXKAay cobon.




B npeablayLuien nekumm

namespaces
| net
ipc
. I
CcPU CPU CPU Vault
limits Nginx limits| | Web A Limits
g PP Agent
.RA.M sidecar _RA_M MAIN .RA.M nit
limits ; limits limits )
container container container
File e File File R T ¥
...each contain T Al X
 pi L) pi System L
>y S L Y Pic 2 P 2 vos its own lwits [P0
uts uts uts

container cgroups

pod cgroups

all containers share one network stack
ond can intercommunicate over 127.0.0.1

Net

Linux capabilities




B npeablayLuien nekumm
ReplicaSet

selector:
matchLabels:
app: ubuntu

Po Pod od

(ubuntu/9vgv2) (ubuntx-ijvI) (ubunty-xcww2)
metadata: metadata: metadata:
labels: labels: labels:
env: test env: test env: test

app: ubuntu app: ubuntu app: ubuntu



B npeablayLuien nekumm

Deployment
Updates and Rollback

'ReplicaSet

Self-healing, scalable, desired state

Pod Pod Pod




B npeablaywen nekumm

Kubernetes System
Objects Resources

m Containers
Volume
Services

iptables
rules
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CeTb B OC Linux



3a YTo oTBeYaeT A4p0 Linux?

3a B3anMoOeNCTBME MeXY NakeTaMu N CcorfnacoBaHHbIM NOTOK AAHHLIX AN NporpamMm.
MapLpyTtmsauma n 6paHgmayapsl - knrodesble pyHkunm k8s 6asnpyroTca Ha npoueaypax
nakeTHon obpaboTku Linux.




Linux Node

User Space

Traffic Manipulation Tools
e.g. iptables

NAT

Network virtualization based on CT info

Netfilter —< cr

Track connection status with hooks

Hooks
Packet filtering mechanism & capability

Kernel Space




The Socket Interface

socket “"uht
AT interface
\ | user user | /
* kernel kernel ‘
Socket Socket
Underlying Underlying
communication communication
Protocols Protocols

100 The McGraw Hill Conmpames

- e o 2 | - p— |




KntoueBas abcTpaKkuma nonb30BaTe/1bCKOro
NPOCTPAHCTBA - socket

Process B

IP=192.168.1.20 IP=192.168.1.22
Port =3000 Port = 4000

) IP Network

Process A




Tunbl cokeToB Linux
Datagram-Oriented Sockets

Stream-Oriented Sockets (TCP) (UDP)
YnopAagoveHHaAa nepegaya AaHHbIX C HeHapéxHaA, HeynopaaoyeHHasA
NPOBEPKOI Ha oWwmnbKK. Mcnonb3yeTca nepegaya AaHHbIX, HO BbICOKan
Beb-cepBepbl, NOYTOBbIE CEpBEpPLI, 6a3bl CKopocCTb. Mcnonb3yeTca ans
AAHHbIX. ayamo/Bnaeo CTPUMMUHTA, OHNAMH-
Nrpbl
Raw Sockets Sequenced Sockets (SCTP)

PAMOM A0CTYN K CETEBbIM HapgéxHana, ynopAagoyeHHas,
poTokonam, muHys TCP/UDP, ans MY/IbTUCTPMMOBAA nNepeaada gaHHbIX,
HN3KOYPOBHEBOIrO aHa/M3a. ncnonb3yetbeca Ana TenePpoHun,
Ucnonb3yetca gna CeTtesble peasibHoe BpemMA CTPUMMUHT
MOHWUTOPbLI, paepBObl, AHANMU3ATOPbI

TpaduKa




KnueHrt:

CosnaéTt cokert (socket).
[MpuBAsbiBaeT cokeT K nopty (bind).
NHuunmnpyeT coegmnHeHne ¢ cepBepom
(connect).

ObmeHnBaeTcHa JaHHLIMU C CEPBEPOM
(send, recv).

3akpbiBaeT coeanHeHue (close).

CepBep:

Cosgaért coket (socket).
[MpuBasbiBaeT cokeT k nopty (bind).
adunHaeT npocryLwmnBaHue Ha nopTy
en).

HUMaeT CoeINHEHME OT KNueHTa
cept).

MEeHMBaeTCs aHHbIMU C KITMEHTOM
(recv, send).

3akpblBaeT coeanHeHue (close).

Stream-TCP socket Creation

Server Client
socket() socket()
bind()

listen()

¢ L 4

accept() B F connect()

recv() L send)
send() > recv()
close() close()




Netfilter components

Jan Engelhardt, last updated 2014-02-28 (initial: 2008-06-17)

ebtables farptable§ ip6tables iptables Iﬁ%?a%lﬁass- nft conntrack ulogd2 | (custom)
| 5l .
NA 5| g
broute | natfilter | filter |raw/mangleffilter[raw/mangleffilter| nat engine & 2
3|0
ebtables prptables Iip6tables iptables
2 nf tables | NA | Connection| Logging [Queueing
e trackin g vianf_log via nf_queue
§S) Xtables
m
Netfiter hook API

from and to to network stack; hardware

Userspace tools

Netfilter kernel components

O other networking components



Netfilter

dpelnMBOpPK Ha ypoBHe siapa Linux, KOTopbiX NpeaocTaBAAET Pa3/INYHbIE BO3MOXHOCTU
Ana pabotbl ¢ ceTeBbiMU NakeTamun. OH NO3BO/IAET:

- dUNbTPOBATb NAKETbHI

- BbinonHATb NAT (Network Address Translation)

- peann3oBbIBaTb MApPLLPYTU3ALUIO U OTCNEXNBATL COEANHEHUA

Netfilter pyHKUMOHMpPYET Ha YPOBHE AAPA, U UMEHHO YEPE3 HEro NPOUCXOAUT
H6oNbLINHCTBO onepauunn no obpaboTKe ceTeBbIX NAaKeToB B Linux.
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° »{ ROUTING p

XyKku netfilter

Y
NF_IP_PRE_ROUTING

NF_IP_LOCAL_IN | -

/

NF_IP_FORWARD

I|II

|
|

7

ya—

NF_IP_POST_ROUTING

| ROUTING ‘

— NF_IP_LOCAL_OUT

[
LOCAL PROCESS




XyKku netfilter

icnpaBneHHbIN MapLLPyT NaKeToB:
1.Bxogsawmm nakeT ans nokanbHOro npouecca:
NF IP_PRE ROUTING — NF _IP_LOCAL_ IN — LOCAL
PROCESS
2.NakeT ansa nepecobinkn (dbopBapaunHra):
1.NF_IP_PRE_ROUTING — NF_IP FORWARD — NF_IP_P
OST_ROUTING
XOAALLMN NaKeT, CO34aHHbIN NoKarbHbIM MPOLECCOM:
.NF_IP_LOCAL_OUT — NF _IP_POST ROUTING

]




[encteua netfilter

Kakue aencrems MoxKeT coBepLlumnTb nepexsat netfilter:

Accept - npogonKkutb 06paboTKy NakeTa

Drop - cobpocuTb nakeT 6e3 ganbHenwen ob6paboTku

Queue - Mepenatb NaKeT Nporpamme NPOCTPaHCTBa NOAb30BaTeNS

Stolen - JanbHenwune nepexsaTtbl HE BbIMNOAHAKTCS, NAKET TeNepb NPUHAANEKUT NpPorpamme
NPOCTPAHCTBA NONb30BaTeNA

Repeat - MNakeT cHOBa nonazaeT Ha nepexsaT U NepeobpabaTbiBaeTcs




—— Packet flow s Netlink flow

Local network services

|_:niff'r::r process | | network service process |
F Y

iptables

UHET SPdue

kernel space

Netfhilter framew

ork

Input

Output

1

v

PreRouting |—» Forward »

PostRouting

discard

packet rev

T

MNetwork Device Drivers




Mepexeart Netffilter

NF_IP_PRE_ROUTING

NF_IP_LOCAL_IN

NF_IP_FORWARD

AL_OUT

“IP_POST_ROUTING

Nwms Lienoykm iptables

PREROUTING

INPUT

NAT

OUTPUT

POSTROUTING

Onucanve

lNepexBar, BbINOMAHSAOLWMIACA 00
MapLLpyTM3auun naketa

[Mepexear, BbINOMNHSOLWNACA ANs
MakeToB, aApeCOBaHHbIX JTOKaNbHON
cucteme.

[NepexBar, BbINOMAHSALWMIACA OS5
nakeToB, KOTOpble OyayT nepecrnaHbl
yepes cucTemMy (MapLupyTU3aums).

lNepexBart, BbINOMAHSOLWMIACA O51s
NakeToB, UCXOASALLMX U3 NOKarnbHOW
CUCTEMBI.

lNepexBar, BbINOMHALWMIACA Nocne

MapLUpyTU3aLum nakerta, Ho nepes ero

OTNpaBKoOW Ha NHTepdenc

[MpumeHeHne

Mcnonb3yetca ans
MaHUMNynMpoBaHuWs
nakeTamu nepeq Tem, kak
Oyner onpegeneHo ux
HanpasneHve (MapLupyT).

Wcnonb3ayetcs ans
dunsTpaumm n o6paboTku

NakeToB, NpegHa3Ha4Y€eHHbIX

ONs NOKanbHOM MalUWHbI.

Wcnonbayetcs ans
duneTpaumm n o6paboTku
NakeToB, KOTOPbIE AOIMKHbI
ObITb NepecrnaHbl C 04HOro
WHTEepdenca Ha apyromn.

Mcnonbayetcs ans
dounsTpaumm n obpaboTku
MakeToB, OTNPABNSEMbIX
NoKarnbHOW MaLLVHON.

Vcnonb3ayetcs ans
MaHvnynMpoBaHus
nakeTamu nocrne Toro, Kak
6bIn onpeaeneH nx
MapLUpyT

Tunbl nakeToB

Bxogsdiume naketol (Bce
NHTEpPdENCDI).

Bxogsiiue nakeThl,
HanpaeBneHHbIe B NTOKarbH
cucTemy.

MakeTbl, NnpoxoasLune
cvctemy (MapLipyTM3npyemMble).

Vcxopsuime nakeTbl, co3gaHHble
JIOKarnbHOM CUCTEMOW.

Bce ucxogauwime naketbl (nocne
MapLLpyTU3aumm).



Conntrack

KomnoHeHT cuctemsbl Neftfilter ana KoHTpona coctosHMA coeAUHEHUN (BHELWHEro U
BHYTPEHHero) ¢ KomnbtoTepom. C noMoLLbio GYHKLNIA KOHTPONA COeAMHEHMS NAKETDI
aBTOMATMYECKM NPUBA3bIBAIOTCH K CBOMM COEAUHEHMAM U NETKO MOANDULMPYIOTCA

yepe3 SNAT, DNAT.




Conntrack

Conntrack ncnonbsyet xyku Neftfilter, uTob6bl OTCNEXKMBATH COCTOAHUA COEANHEHUN,
KaXablK pa3 obHoBAASA Tabanuy coeamHeHmnin. Cama tabnamua coeguHeHUN ABNAETCA X3LW
Tabanuen, ANsa KOTOPOUM NCNO/Ib3YETCA CAeAYIOWLNNA KOPTEK:
- IP ncTouyHmKa

- IP Ha3Ha4eHunA

- NOPT UCTOYHUKA

- MOPT HA3HA4YeHMUSA

- npoToKon (tcp\udp)

aTeM 3TOT KOPTEXK X3LMPYETCA U CTAaHOBUTCA KAOYOM TabaunLpl, B Aa/ibHENLLEM NOUCK
POKM COeaANHEHMS OCYLLECTBAAETCA MO X3LWY U MEHAETCS COCTOSIHME B 3aBUCMMOCTU
ana.




CoctoaHue

NEW

ESTABLISHED

RELATED

INVALID

Conntrack coctoaHua

OnucaHue

lMNaKeT oTOCNAH UK
NnoNy4vyeH, OTBET HE NOJTy4YEH.

MaKeTbl NepecbinakoTCcA B
0bounx HanpaBneHUAX.

OTKprTO AONOJIHNTE/IbHOE
coeanHeHne, MetTagaHHbIE
KOTOPOrO YKa3blBakoT, YTO
OHO UMEET OTHOLWEHUNE K
OCHOBHOMY COeAUHEHMUIO.

MaKeT UCNOPYEH UK HE
COOTBETCTBYET APYIMM
coctoaHmam Conntrack

Mpumep
Monyyen TCP SYN

Mony4yeH TCP SYN, nepenaH
TCP SYN/ACK

FTP nporpamma co cratycom
coegnHeHna ESTABLISHED
OTKpbIBaeT
AOMNONHUTENbHbIE
coeaAuHeHus gna obmeHa
AAHHbIMMW.

MonyyeH TCP RST 6e3
npenBapuUTeNIbHOro
coeanHEeHUs.




iptables

Ncnonb3yeTtca ansa moamdbukaunum n nepeagpecaummn nakeTtos, iptables ncnonosyer
Netfilter, yTo N03BO/IAET NEpexBaTbiBATb NAKETbl U NU3MEHATb NAKETHI.

iptables cocTouT U3 Tpex 0OCHOBHbIX 91E€MEHTOB:
Tabaunupl
-Lleno4kun
-[pasnna




iptables

IPTABLES

TABLE1 TABLE2 TABLE3
CHAIN1 CHAIN1 CHAIN1

RULE1 RULE1

RULE1
RULE2 RULE2

RULE2
RULE3

CHAIN2
CHAIN2

CHAIN2 RULE1
RULE1 RULE2 RULE1

RULE2 RULE3 RULE2

RULE3 RULE3
RULE4
CHAIN3
CHAIN4

CHAIN 5




Tabaunubl iptables

Filter Onpepgensert, byaeT N nakeT NPUHAT UK OTPUNBTPOBAH.

NAT Mcnonb3yetca anga nsmeHenusa |IP-agpecoB UCTOYHUKA UMW HAa3HAYEeHUA.

MoXkeT Nnpon3BoANTb N3MEHEHUS B 3arofioBKax rnaketa, He oTHocswmnxea K NAT,
Mangle Takke MOXET oTnnYaTb NakeTbl C METaAaHHbIMU, OCTYMHBIMW TONLKO AN
iptables.

[No3BonsieT moandmumMpoBaTh NakeT nepen TeM, kak byoeT nponsBeneH KOHTPOIb
COCTOSIHUSI COEANHEHNS U Nepen BblYMCNEeHnaMM Ha 6a3e ocTanbHbIX Tabnuu.
OOGbIYHO MCMoNb3yeTcs ANS BbIKIHYEHNST YHKLMM KOHTPOMNS COCTOSIHUS
coefvHeHWs ONng onpeaeneHHbIX NakeToB.




Llenouku iptables

Llenouykun IPtables - aTo cnnckn npasun. Korga naket npoxoauT Yepes Lenoyky, To
nocrieqoBaTtesibHO BbIMOMHAKTCA BblYMCNEHNA HA OCHOBAHUM NpaBwr, NokKa nakeT He
nonageT Ha 3aBepluaroLlee 4eNCTBUE UNU HEe OOCTUNHET KOHLA LLeNOYKN.

®YHKLMOHMPYIOT HA OCHOBaHUK nepexsaTtoB netfilter, kaxaas Lenoyka cOOTBETCTBYET
odHOMY nepexsaTty




Llenouku iptables

BCTpoeHHbIe LLENOYKM BEPXHETO YPOBHA 3TO:
Prerouting - NF_IP_PRE_ROUTING

Input - NF_IP_LOCAL_IN

Nat - NF_IP_ FORWARD

Output - NF_IP_LOCAL_OUT

Postrouting - NF_IP_POST ROUTING




Tabnunubl - LENOYKU

IPTABLES in Linux

INPUT
OUTPUT
FORWARD

OUTPUT
PREROUTING

POSTROUTING
INPUT

OUTPUT
FORWARD
PREROUTING
POSTROUTING

OUTPUT
PREROUTING




[lpaBuna

[MpaBnna cOCTOAT U3 ABYX YaCTEN:
1. Ychosue
2. lencteune

Cyw,ecTBytoT 2 TMUNA AENCTBUN:
1. [lNpeKpawatowme
2. Henpekpauwatoume.

Henperau.l,arou.Lme NO3BONAT NPOAONHKUTD LI,EIZCTBME no ueroyvyke

eKpalwaowme AenNCTBMA 3aKaHYMBAIOT ABUKeHMe No uenoyke: Accept, Drop, Reject,
turn.



[lpaBunNa npumep

iptables -A INPUT -m conntrack --ctstate RELATED,ESTABLISHED -j ACCEPT
iptables -P INPUT DROP

iptables -A INPUT -p tcp --dport 22 -j ACCEPT
iptables -A OUTPUT -d 192.168.1.100 -j REJECT

iptables -A INPUT -p icmp --icmp-type echo-request -j ACCEPT




NuTepdenc Tmna mocT (bridge)

3710 cnocob coeanHeHua AByx cermeHToOB Ethernet Ha KaHanbHOM ypoBHe (L2), 6e3 ncnonb3oBaHuUA
NPOTOKON0B 60/1e€ BbICOKOrO YPOBHS.

%)sm HOST C Q
> HUB 1 ’ HUB 2 )
BRIDGE
HOSTB HOSTD
v v

COLLISION DOMAIN 1 COLLISION DOMAIN 2




NHTepdencobl veth

BupTyanbHbIN ceTeBOU MHTEPGENC, KOTOPbIN NCMOJIb3YeTCA
nonga coenmHeHMAa NRVX ceTeRkiX NMNDOCTHAHCTR.

‘ubuntu

=

ns1 ns2

vethl veth2
192.168.1.1/24 ping ' 192.168.1.2/24
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net hamespace



[1pOCTPaHCTBO MMEH ceTu

~,

e N
[
. Network Namespace

VETH PAIR
etho-r -- veth-r S 2
vnet-br0  eth0-g -- veth-g etho-g
GREEN
o : Namespace
4 Linux Bridge]
veth-r} {_
192.168.1.2 192.168.1.1 192.168.1.3
Linux Network namespace
RED and GREEN are connected with each
other via Linux bridge vnet-br0
| ROOT Network Namespace |
-. | 0s | /
\ ETH.ul Physical System |ETH-1 /



[MpocTpaHcTBO MMmeH ceTu (veth)

-~

Namespace
1

sudo 1p netns aad

nsl

Namespace 2

sudo i1p netns add ns2

:~$ sudo ip netns

~

eth0




[MpocTpaHcTBO MMmeH ceTu (veth)

Namespace Namespace 2
1

:-$ sudo ip netns exec nsl ip link
1: lo: <LOOPBACK=> mtu 65536 gdisc noop state DOWN mode DEFAULT group default glen 1000
link/loopback 00:00:00:00:00:00 brd 90:00:00:00:00:00

:-$ sudo ip netns exec ns2 ip link
1: lo: <LOOPBACK> mtu 65536 gqdisc noop state DOWN mode DEFAULT group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

eth0




[MpocTpaHcTBO MMmeH ceTu (veth)

Namespace Namespace 2
1
veth-nsi veth-ns2

sudo ip link add veth-nsl type veth peer name veth-ns2

eth0




[MpocTpaHcTBO MMmeH ceTu (veth)

Namespac Namespace 2
1 veth)-nsi veth-ns

INJ

eth0

sudo ip link set veth-nsl netns nsl

1link set wveth-ns2 netns




[MpocTpaHcTBO MMmeH ceTu (veth)

Namespac 192.168.1.1 192.168.1.2

1 veth-nsi veth-ns

Namespace 2

INJ

-n nsl addr add 192.168.1.1/24 dev veth-nsl

sudo ip -n nsl link set veth-nsl up
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CeTeBaa moaenb
Kubernetes



[TonHUMNbI moaenu

Kaxabin nog umeet cobctBeHHbIN IP agpec.

KoHTelHepbl BHYTPU noaa numetot obwmi IP agpec n moryt cBo60aHO 0bMeHUBaTbLCS
nakeTamu Apyr c Apyrom.

oAbl MOryT MNOCbINATb NAaKeTbl APYrMMM NOAAaMU B Knactepe, ncnonbsya ux IP agpeca. bes
npumeHeHna NAT.

PaHMYEHUA B XOXKAEHUN MAKETOB MeKAy Nogamu onpeaensaetca npm NoMoLLM CeTeBbIX
NNTUK.




Pod

Docker Docker
container container
nginx Tomcat
80 443 8080
I
socket files
i 4
loopback
L 8p 41;__443 T 127.0.01 8080
Y Y

etho :
' 80 443 I T 8080
cali* L

| 10.233.10.1




KOHTENHEP-KOHTENHEP KOMMYHUKaL KA

Pod

conTainer] containerd ‘
T . localost T

-----------




[log-nod, KOMMYHUKaUUA
nodel

a ': r~ — N
—2 ) [ =%

10.244.1.1 10.2494.1.2

\_ Pod

N
.

:
o




[Moa-noa KOMMYHMKaLMA Ha pa3HbIX HOAAX

node! (172.1%.0.2) node2 (172.1%.0.3)

CIDR:029440/24 || TR e . o It

z L v |
S it

L eth ethO : : | et eth0
10.244 1.1 10.2494.1.2 10.2494.2.1 10.244.2.2
Pod Pod Pod Pod




Kube-proxy

worker node
'[ kube-proxy J > |P'tables
A : , ..............
[ API S.e_we_f" J ................................................
¥ worker node




Kube-proxy

worker node
'[ kube-proxy J > |P'tables
A : , ..............
[ API S.e_we_f" J ................................................
¥ worker node
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Cepsucbl Kubernetes



CepBucChl

AbcTpaKkuma, KoTopasa obecneymBaeT cTabunbHbIN kiad Cluster

ceTeBoOM AOCTYN K Habopy NoAoB B KnacTtepe & o / | Pod |
Kubernetes. Moapl B Kubernetes asnatoTtca serst & - O3a ol s |
BPEeMEHHbIMWU — OHU MOTYT BbITb NepesanyleHbl, e | Bxeernal Service v\
YAANIEHbI UM NEPEeco3faHbl. TO NPUBOAMT K jo 3 | Pod |
N3MeHeHwIo ux IP-aapecos. Services peLuatoT 3Ty | Pod |

npobaemy, NnpeaocTaBiaa NOCTOAHHYIO TOYKY Other App

A0CTyNa K nogam, gaxke ecnu ux IP-agpeca

N3MEHSAIOTCS.

https://kubernetes.io/docs/tutorials/kubernetes-basics/expose/expose-intro/




Cluster IP

CLUSTERIP

Service

CLUSTER KUBERNETES

https://kubernetes.io/docs/tutorials/kubernetes-basics/expose/expose-intro/



Node port

: Traffic :
ot r---"-..____
30003 I' "IZGDOE T EI 30003
‘1\ 1
Xy ;
— > CEPPPPPPRPPS -
ervice

CLUSTER KUBERNETES




Load balancer

REPLICAS

—4 POD1

app = nginx

» POD 2

app = nginx

h 4

POD 3

app = nginx

SERVICE: nginx-loadbalancer-service
SELCTOR: app = nginx

ENDPOINT:
nginx-loadbalancer-service
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be3onacHOCTb
Kubernetes



Immutabe OS

GETS KUBERNETES UP FAST

Talos installs vanilla K8s for you,
making clusters simple.

p

Runs the some &é&@hem

TALOS LINUX

API Managed, 3
declarative,
minimal Linux for
K8s

Built-in KubeSpan enables clusters
to span networks, clouds or edge.

4 Hardened L}nux her KSPP. K8s
per STIG and CIS guidelines;

MINIMAL, IMAGE BASED 0S

50MB image; Fast to boot,
minimal attack surface, no SSH.




Admission controllers

/I\
il 1 Kyverno

OO




§/< Falco




System Analysis

Application
Analysis

Memory/CPU

K8s API
Permissions

Whitelisted
Cluster Analysis Container
Images

Cluster
Configuration

Outbound

Sensitive File
System Access

File System
Mounted

CRUD on
Kubernetes
Objects




- 1) Scan ports and Reconnaissance
identify service with

vulnerable remote
code execution

Weaponization

2) Metasploit
installation

Exploitation

B Delivery
/

vulnerability to break

l 3) Leverage kernel
out of the container Installation

4) Replace running @
service with a Command and Control

malicious program to
exfiltrate data ﬂ

Action on Objectives




KUBERNETES
LINUX IN A
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