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Kubernetes API



. Y10 Takoe Kubernetes API?

OcHOBHOW NHTEpPdENC Bce B3anmoaencTteme c Knactepom
ANA yrnpaBneHusa npoucxoaunt yepes APl - cosgaHue,
Knactepom Kubernetes. N3IMeHeHue n yganeHne obbeKToBs.

Kaxkabin o6bekT B Kubernetes
npeacrTas/ieH Kak pecypc APL.



Xapaktepuctmnkm k8s API

Kubernetes API Server
3anyuieH Ha master-node

Stateless (Kaxablh 3anpoc oT
KNVEHTa K cepBepy
obpabaTbiBaeTCcs HE3aBUCUMO
OT NpeAablayLmnX 3anpocos)

OTBEeTCTBEHEeH 3a MexXaHU3M
aBTOpPU3aLUUN U
ayTeHTUPMKaunm

Peannsyet RESTful API



. OcHoBHble noHATUA Kubernetes AP

Pecypchbl

Tunbl pecypcos

3TO OCHOBHble 06BEKTbI, KOTOPbIE Bbl Tunbl pecypcos onpeaenstoT, Kakue

co3aaeTe 1 ynpasadaeTte B

pecypcbl aoctynHbl B Kubernetes.

Kubernetes. Mpumepbl pecypcos - Hanpumep, Pod — 310 TMN pecypca,

Pods, Namespaces, Services.

KOTOpPbIN NpeAcTaBAseT KOHTEMHEPHOE
NPUNONKEHNE.

ObbeKT

O6BbEKT — 3TO KOHKPETHbIN
3K3emnaAp TMna pecypca. Koraa Bbl
co34aeTe KOHKPETHbIM 3K3eMnaaAp
pecypca (Hanpumep, onpeaeneHHbIn
Pod), 9To Ha3biBaeTCcA 06 bEKTOM.



O6beKTbl Kubernetes API

Kubernetes 06bekT — 3710 "3anncb HamepeHua" (record of intent).

Mocne co3paHna obbeKkTa cuctema Kubernetes byaeTt NoCTOAHHO
noaAep*KMBaThb ero CyLLecTBoOBaHMe, obecneymBan Kenaemoe CoCToAHUNE
Bawlero Knactepa. Ans pabotbl c o6vekTamum Kubernetes — cospaHus,
N3MEHEHUA AU YaaneHns — Heobxoammo nucnonb3oatb Kubernetes API

https://kubernetes.io/docs/concepts/overview/working-with-objects/#understanding-kubernetes-objects



O6beKTbl Kubernetes API

Ob6bekTbl Kubernetes — 31o noctosaHHbIe cywHOCTU B cucTeme Kubernetes,

npeacTaBaAlOLME COCTOAHME KNacTepa, OHM ONUCHIBAIOT:

- KaKkue KoHTelHepHble NPUAOXKEHUA 3aMnyLLEHbl M HA KAaKUX y3/1aX

- Pecypcbl, 4OCTyNHbIE 3TUM NPUNOIKEHUAM

- MNonntnky noBeaeHUA NPUAOKEHMN, BKAKOYAA pecTapTbl, 0OHOBAEHMA U
OTKa30yCTONYMBOCTb.

https://kubernetes.io/docs/concepts/overview/working-with-objects/#understanding-kubernetes-objects
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- Etcd - cTporo cornacoBaHHOe pacnpeaenéHHoe
XPaHUAULLE K/tOY-3HaYeHMe

- Yactb control plane, pa3mewiaeTcs Ha ynpaBAAOLWMX
y31ax Knactepa

- PaboTaeT B HECKO/IbKUX 3K3emMNnaApax Ana
OTKa30YyCTOYNBOCTM.

- XpaHUT nHPopMaumto o Bce obbeKTax k8s.

- B3aumogencTeoBaTb ¢ etcd HaNPAMYIO MOXKET TONbKO
kube-api

[ne xpaHATcA 06beKTbl API?

All Cloud Native

Infrastructure

Ty B

I
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Pod vs KOHTEeNHep



Nccneayem KOHTEMHepbl — AeMO.



MccnepyeM KoHTEMHepb

eulservi:~$ sudo lsns | grep nginx

4026532691 mnt
4026532692 uts
4026532693 ipc
4026532694 pid
4026532695 net
4026532751 cgroup

LR RN

eu@Pservl:~$ sudo systemd-cgls ——-no-pager

CGroup /:
—.slice

2206
2206
2206
2206
2206
2206

Wwwwww

root
root
root
root
root
root

nginx: master

nginx:
nginx:
nginx:
nginx:

master
master
master
master

nginx: master

process
process
process
process
process
process

nginx
nginx
nginx
nginx
nginx
nginx

-9
-9
-9
-9
-9
-9

daemon
daemon
daemon
daemon
daemon
daemon

-

| docker-8ba5323bf4037356e959F7d93422ac0b04F7099d850c1af636490d1755¢8¢d9. scope

docker run --name foo —-rm -d ——memory='512MB' --cpus='0.5" nginx:alpine.

off;
off;
off;
off;
off;
off;



Mocne co3gaHNA KOHTEMHEP NONYYaEeT:
- mnt

- Ipc

- Ipc

- Pid

- Net

- cgroup

Cxema KoOHTenHepa

__J.

1
wn |
@
- .
o Slpglg
= Application
'% one. off more
% processes | net
@] L] ipc
x = pid
= = mnt
5 uts
halt namespaces

CPU RAM File Net

limits| |limits| [System

cgroups




ccnepayem noabl — Aemo.



service RuntimeService {

rpc RunPodSandbox(RunPodSandboxRequest) returns (RunPodSandboxResponse) {}

rpc StopPodSandbox (StopPodSandboxRequest) returns (StopPodSandboxResponse) {}

rpc RemovePodSandbox (RemovePodSandboxRequest) returns (RemovePodSandboxResponse) {}
rpc PodSandboxStatus (PodSandboxStatusRequest) returns (PodSandboxStatusResponse) {}
rpc ListPodSandbox(ListPodSandboxRequest) returns (ListPodSandboxResponse) {}

rpc CreateContainer(CreateContainerRequest) returns (CreateContainerResponse) {}

rpc StartContainer(StartContainerRequest) returns (StartContainerResponse) {}

rpc StopContainer(StopContainerRequest) returns (StopContainerResponse) {}

rpc RemoveContainer (RemoveContainerRequest) returns (RemoveContainerResponse) {}

rpc ListContainers(ListContainersRequest) returns (ListContainersResponse) {}

rpc ContainerStatus(ContainerStatusRequest) returns (ContainerStatusResponse) {}

rpc UpdateContainerResources(UpdateContainerResourcesRequest) returns (UpdateContainerResourcesRespon

rpc ReopenContainerLog(ReopenContainerLogRequest) returns (ReopenContainerlLogResponse) {}

/]

https://github.com/kubernetes/cri-api/blob/
604407e718bd257069ddd48932eefeal0eb1c9a7/pkg/apis/runtime/v1/api.proto




Cxema cTapTa noaa

- Mpu co3aaHMM Noga cHavyana 3anycKkaeTca pause KoHTelHep, AN

KOTOPOro co3aatotcs HeMmcenencol: net, mnt, uts, ipc, pid

- 3aTeM KOHTelHepbl 3anyCcKaloTcA BHYTPW NoAa U Noy4akoT TONbKO 3

Hemmcnenca: mnt, pid, cgroup

- OcTtaBwuMeca 3 Hemmcnenca (net, uts, ipc) KOHTENHEPbI AENAT MeXKAayY

cobon.

3anycK KOHTeRHepa C NOMOLLLI NPUMUTMBOB Linux

CNI/ MNpuea3ka NpuoCTaHOBNEHHOTO
KOHTE/AHepa K NPOCTPaHCTBY UMeH

bespeicreure

Kubelet /

Hacrpolika npocTpaHcTB UMeH W cgroups
Habniopenue 3a cepeepom API

Mayaa /
Beinonuexue
besneicreue
Pod
Beinonuexue
Co3paHue KoHTeHEpa
OsmpaHue

10 15 20 25 30

35 40 45 50
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Accneayem noabl

[oaToMy KOHTEHEPDI B NOfE MOryT:
- 06uwarbca no cetu

- 06warbesa no IPC

- MeTb o6wuit pomeH 1 hostname



Accneayem noabl

namespaces
| net
ipc
| 1
| |
CcPU CPU CPU Vault
limits Nginx limits| | Web A Limits
g PP Agent
.RA_M Sidecar‘ RAM MaIn .RA.M it
limits ; limits limits )
container container container
File e File File R T ¥
..each contain ; 2 PO Al X
oY S eI N < id g Systenm e el G
uts uts uts

container cgroups

pod cgroups

all containers share one network stack
ond can intercommunicate over 127.0.0.1

Net

Linux capabilities




CpaBHeHuUe

KoHTelHep

JlerkoBecHas eanHMLA BbINONHEHMUA
NPUAOXKEHUN

NmeeT cobCTBEHHYIO M30IMPOBAHHYHO
$bannoByto cMCcTemy, ceTb M NPOLECCHI

VI3OI'IMpOBaHHaFI cpena aaAa sblNMnoJIHEHUA
O4HOIo nanm HECKOJIbKUX nNpoueccoB

3anyckaeTca B paMKax OfHOro Heimcnerica

Pod

OcHoBHas cywHocTb Kubernetes,
coAepKalas oauH NN HECKONbKO
KOHTEMHEPOB

Pasgensaet obuwme Henmcnewncsl (cetb, IPC,
UTS) mexay KoHTenHepamu

KoHTenHepbl B Pod'e paboTtatoT Kak eguHoe
uenoe, umes obwui IP-agpec n pecypcsl

MoaaepKrBaeT HECKONIbKO KOHTENMHEPOB,
KOTOpble MOTYT B3aUMOAENCTBOBaTb APYr C

Apyrom



Bonpochl.
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OCcHOBHble 06beKTbl
Kubernetes



OnucbiBaem Pod

apiVersion: Bepcua APl Kubernetes, 3aecob v1.

kind: Tun cospasaemoro o6beKTa, B AHHOM C/iyyae apiVersion: vl
Pod. kind: Pod
metadata: metadata:
name: YHuKanbHoe uma Pod'a B namespace. name: name_of_the pod
labels: MeTKku ans rpynnnposkn n punbtTpaumnm labels:
0H6beKTOoB. app: my-app
spec:
containers: it _
- name: Mima KoHTelHepa BHyTpu Pod'a. containers:
image: Obpa3 KoHTelHepa, 34ecb nginx:latest. - name: nginx-container

orts: image: nginx:latest
containerPort: MopT, AOCTYMNHbIN BHYTPU ports:
KoHTeHepa (3aecb 80).

— containerPort: 80




B pea/IbHOCTU OANHOYHbIE
pa3melleHns obbvekTos pod
MCMONb3YOTCA AOBO/LHO peaKo! a
Pod — ABnA0TCA KKUPNUYUKAMU»
ANA MHOrnx apyrnx oovexktos API.




[louemy Henb3Aa MCNOJIb30BaTb MPOCTO
pod?

JTiobble nameHeHuUA
TpebyloT py4HOro
obHOBNEHUA UNU
nepesanycka Pod'os.

Pod — nnwb 6a308BbIN
CTPOUTENbHbIN 610K

Pod He morkeT
MacLTabupoBaTbCA B
OTBET Ha YBE/INYEHHYIO
HarpyskKy.

Echn Pod napaet, oH He
BOCCTaHaB/IMBAETCA
aBTOMATUYECKMN.




[1na yero Hy*eH Lifecycle Management?

ABTOMATM3aLMA NPOLLECCOB ObecneyeHne AOCTYNMHOCTU
Ob61beKTbl Takue Kak ReplicaSet nam Deployment ynpasnser
Deployment, aBTomatn3npytoT co3gaHue, O0OHOBNEHMAMMU N OTKATaMMU,
MacwTabmuposaHme n obHoBnEeHUE noaaepruneaa pabortocnocobHoOCTb
Pod'os. NPUNOXKEHUA

MacwwTtabnpyemocTb U 0TKa30yCTOMUYUBOCTb

YnpaBieHue }KU3HEHHbIM LMK/IOM
Pod'oB no3sonset Kubernetes
noaaep»KMBaTb CTabUAbHOCTb
NPUAOXKEHUN AaXKe NPU U3MEHEHUU
HarpyskKu.




ReplicaSet

[@paHTMpyeT 4OCTYNHOCTb
onpeaeneHHoro YMcaa MAeHTUYHbIX
Pod'oB, uTo no3sonaeT obecneunTb
OTKa30yCTOMYMBOCTb U
MaCLUTabNpPyeMoCTb NPUITOKEHUN:

ReplicaSet
selector:
matchLabels:
app: ubuntu
Po Pod od
(ubuntu/vgv2) (ubuntx-jgkvl) (ubunt-xcww2)
metadata: metadata: metadata:
labels: labels: labels:
env: test env: test env: test

app: ubuntu app: ubuntu app: ubuntu




OcHoBHble pyHKUMK ReplicaSet

I'Io,u,p,epmaHme KOo/1nM4yecTtBa ObecneyeHune OTKa30yCTOVIHMBOCTM
penink

ReplicaSet cheaut 3a Tem, 4TobbI BCeraa Ecnn y3en B Knactepe BbIXOAUT U3 CTPOSA, U

6b1210 3anyLEeHO 3alaHHOE KOJIMYECTBO Pod, 3anyuwieHHbIM Ha 3TOM y31e, CTAaHOBMUTCA
Pod'oB. Hanpumep, ecnun 3agaHbl 5 pennuk, HegocTyneH, ReplicaSet asBTomaTnyecku

n oanH 3 Pod'oB BbIXOAUT U3 CTPOSA, BOCCTAaHOBMT 3TOT Pod Ha gpyrom AOCTynHOM
ReplicaSet co3gact HoBbIM Pod, 4TobbI y3ne.

CHOBa A0CTMYb TPebyeMoro KonmyecTsa

MacwTtabnpyemocTb

Mpwn yBEAMYEHUM HATPY3KN HA NPUIONKEHUNE
MOYHO NEerko yBe/IMYnUTb KOINYECTBO
pPennK, U3MeHUB cneundpurKaLumnio
ReplicaSet. ReplicaSet cospact
aononHutenbHoble Pod'bl ans 06paboTku
YBE/IMYEHHOM HArpysKu.




ReplicaSet

Number of pods (replicas)

Pod template to use

Which pods to watch?




Deployment

- Deployment — 3T0 OCHOBHOM 06bEKT
yNpaB/IEHNA COCTOAHUEM MPUNIOKEHWUI B
Kubernetes.

- ObecneymBaeT ynpaBaeHne XU3HEHHbIM
LLIMK/IOM NMPUNOXKEHUN - pa3BepTbiBaHME,
obHOBNEHME, OTKAT, U MacliTabnpoBaHme

- MopnepKnBaeT BbICOKYIHO

[OCTYMHOCTb NPUIOXKEHUN 33 cyeT
aBTOMaTMYECKOro KOHTPO/1sl 32 COCTOAHMEM
Pod'os.

Deployment
Updates and Rollback

rRepIicaSet

Self-healing, scalable, desired state

Pod Pod

Pod




Kak Deployment pacwmnpset ReplicaSet?

' DEPLOYMENT
_ ynpaBneHme BEPCUAMM - Deployment BeeT UCTOPUIO e ]
M3MEHEHWI 1 NO3BONAET BO3BPALLATLCA K NpeablayLMm
COCTOAHUAM.
- Noppepkka obHoBNEHUI - B oTiMumMe oT ReplicaSet, ERLCAcEL A, REPLICA SET
Deployment moeT ynpaBnATb CI0XKHbIMW NpoLeccamm V1 2
obHoBNEHMA.

- OTKaTbl - aBTOMATMYECKMIN BO3BPAT K NpeaplayLei
BEPCUMU B C/ly4ae HeyaavyHoro obHoBeHuUs.

g} B
o

L




Deployment

apiVersion: apps/vl # Bepcus API ona cospaHua Deployment.
kind: Deployment # Onpepensetr tun o6bekTa, KOTOpLIM cO3OaeTcs.
metadata:
name: nginx-deployment # Wms Deployment.
labels:
app: nginx # MeTka pecypca.
spec:
replicas: 3 # KonuuyecTtBo Pod'oB, KoTOpble HYXHO 3anycCTUTb.
selector:
matchLabels:
app: nginx # Yka3biBaeT, kKakue Pod'bl ponxeH oTcnexusatb Deployment.
template: # lWa6bnoH ponAa cospaHus Pod'os.
metadata:
labels:
app: nginx # Metka pgnsa Pod'oe, co3gnasaembix 3TuM Deployment.
spec:
containers: # OnucaHue KoHTeWHepoB B Pod'ax.
— name: nginx # lMAa KoHTeWHepa.
image: nginx:latest # 06pa3 koHTelHepa (nocnegHas Bepcus Nginx).
ports:
— containerPort: 80 # MMopT, OTKPLITHIA B KOHTEWHepe ONA AOCTyna M3BHeE.




Kak npoucxoaut obHoBneHue deployment?

1. Mpu nasmeHeHnn KoHpurypaumm (Hanpumep, obpasa KoHTelHepa),
Deployment co3gaet HoBbIM ReplicaSet.

2. Crapble Pod'bl 3ameHAIOTCA HOBbIMW MO3TANHO, MUHUMKU3NPYA npocton (Rolling
Update).

3. Deployment BpemeHHO ynpasnsaeT asyma ReplicaSet (ctapbim 1 HOBbIM) AnA
obecneyeHUA NAaBHOro nepexoaa.




NemoHcTpauma ceasmn Deployment - a
> ReplicaSet -> Pod




B3sanmocsa3n obbveKToB ¢ Pod

Deployment
DaemonSet StatefulSet ReplicaSet Job Cronjob
t } f I ]
Service : Volume
| ¥
: smallest dep : .
| [—- Persistent Persistent
e Volume Claim Volume

:

Storage Class




DeamonSet

- DaemonSet rapaHTMpyeT, 4TO oNpeaenEHHbIN

Pod 3anyuieH Ha KaXaown A0CTYNHOM HoAe B

Kubernetes knacrepe.

- Mpwn pobaBneHnn HOBOWM HOAbI B KNacTep,

DaemonSet aBTomaTnyecku 3anyckaet Pod Ha

3TOM HoAge.

- [pwv yaaneHnu Hogbl, cooTBeTCcTBYHOWMIM Pod
aBTOMATUYECKU yaanaeTcs.

TunnyHoe ncnosb3oBaHUe:
YCK AeMoHa cbopa KypHa/ioB Ha KaxKaoM

YCK 4€MOHA MOHUTOPUHTIA Y3/1a Ha KaxXKA0M
ne

kind: DaemonSet

containers:
- name: fluentd
image: fluented

Node-1

fluentd

Node-2

fluentd

Node-3

fluentd

https://kubernetes.io/docs/concepts/workloads/controllers/daemonset/




</

04

ROHTpoOANepbI



YTo Takoe KOHTpoAnnepbl?

KoHTponnepbl — Kito4eBble
KOMnNoHeHTbl B Kubernetes, koTopbie
obecneynBaloOT COOTBETCTBUE
YKE€NaeMoro COCTOAHMA KnacTepa
TEeKYLEeMYy COCTOAHMUIO.

Control Loop

KoHTpoAnnepbl OTCAEKUBAIOT OO BEKTHI
Kubernetes 1 npegnpuHumatot
AEeNCcTBUA ANs ycTpaHeHua nrobbix
CXOMXKOEHUIM MEXKAY KeNaeMbIM U
LLLMM COCTOAHUEM.

https://kubernetes.io/docs/concepts/architecture/controller/



LInkAnbl ynpaBaeHunA

Kubernetes System
Objects Resources

u Containers
Volume
Services

iptables
rules




Controllers B KOHTEKCTE KnacTepa




Y pecypcoB eCTb KOHTPOA/IEepbI

® o o

‘ Deployment ReplicaSet DaemonSet
| Service ‘ Job | CronJob
e

Endpoint StatefulSet




KOMMNOHEHTbl KOHTPON/1EPOB

MexaHnam Watch

- MexaHun3m, KoTopblii No3BonAeT
KoHTponnepam "Habnogatb" 3a
nameHeHnamun B Kubernetes ob6bekTax B
peanbHOM BpPEMEHMU

- APl Server oTnpasnaeTt ysegoMAeHUA
(cobbITnA) KOHTPONNEPAM NPU U3MEHEHUMN
COCTOAHMA OTCNEXMBAEMbIX OOBEKTOB.

Work Queue

COCTOAHWA.

Shared Informer

- KOMMNOHEHT, KOTOPbIN KELMPYET AaHHbIE O
Kubernetes o6beKkTax U 4ennTCA UMW C HECKOJIbK
KOHTpONEpamMm.

- MoanucbiBaeTcA Ha U3MEHEHUA Yepes Mmexa
Watch, XpaHUT AaHHble B IOKA/IbHOM Kelle U
yBe4oMIAET KOHTPOANEPbl 06 U3IMEHEHUSIX.

- Ouepeab, B KOTOPYIO NOMELLAIOTCA 334341
Ha BbINOJIHEHUE, KOrAa 0bHapy»KuBaeTca
paccornacoBaHMe COCTOAHMUA.

- KOHTpOA/Iepbl U3BIEKAIOT 3a3a4M U3
oyepean 1 BbINONHAOT Heobxoaumble
[EeNCTBUA ANA AOCTUNKEHUA KeNaemoro



Kak controllers paboTtatoT?

Working of a Kubernetes Controller

Kubernetes Cluster

Master Node

s Shared
Kubernetes Informer | €~
> — % Controller API1
Server

> WorkQueue |.... >

User Desired
State

Worker Node N SO

Node Node Node . Kubelet

HackerDrawl



Anroputm paboTbl KOHTPOIIEPA NOJHOCTBIO

1. WHunumanusauma KoOHTponaepa:
a) KoHTponnep 3anycKaertca Kak YacTb kube-controller-manager.
b) Onpepenset TMN 06BEKTOB ANs oTcnexxuBaHua (Hanpumep, Pod, Deployment, Job).
2. Hacrpoiika Shared Informer:
a) MopgnucbiBaeTcAa HAa U3MEHEeHMA B COCTOAHMN 06beKToB Yepes API Server.
b) 3anpawwuBaeT Ha4yanbHOe COCTOAHWE N HacTpamBaeT watch 4na MOHUTOPUHIA B peaibHOM BPEMEHM.
3. O6HoBneHne Work Queue:
a) Mpw nameHeHnun coctoaHma obbekTa APl Server ysegomnaet Shared Informer.
b) Shared Informer pob6asnaet 3agaun B Work Queue ana o6paboTKu KOHTPONIEPOM.
4. 0O6paboTtka 3agau:
a) KoHTponnep nssnekaet 3agaun ns Work Queue, cpaBHMBAET TeKyLLEee COCTOAHNE OObEKTa C *KenaembiM.
b) Mpn HeEO6XO0ANMOCTM MHULMMPYET M3MeHEHMA Yepe3 APl Server.
5. MMpuHAaTtue mep:
a) Ecnm TeKyuiee COCTOAHME OT/INYAETCA OT KENAEMOTO, KOHTPOANEP UHNLUNPYET U3MEHEHMUA.
) APl Server o6HoBAsET etcd, a y3nbl (kubelet) npuBoaAaT coctoaHne B COOTBETCTBUE.
OCTOAHHDbIU LUKA:
a) KoHTponnep HenpepbIBHO OTC/IEXKUBAET U KOPPEKTUPYET COCTOAHNE 0OBEKTOB B BECKOHEYHOM LMKAE.




A Ha ceroaHs Bce!
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