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JEk TR

ANEKCAHAOP BAKUH

AO «NHdocuctembl [xeT»

ITrobnto woccenHbin 6er n besonacHyro
pa3paboTky 1O B nobbIX ee NPosABAEHUSAX.

OTBevalo 3a KOHCanTUHI B HanpaBfeHum
6e3onacHoun paspabotkm O B LUNB ket



UENU 3AHATUA JEk SERURTTY

v [lo3HakoMUTb cnyLlaTtenem ¢ OCHOBHOW
TepmuHonornen DevOps/DevSecOps

v' CpenaTtb Tak, 4Tobbl MHOXECTBO cokpawleHun (SAST,
IAST, CS, SM, SCM u 1.4.) cTann NOHATHbLIMU
TepMMHaMu, a He Habopom OykB

v [lokasaTb 13 Yero MOryT COCTOSATb MPaKTUKM
DevSecOps, 4TO ABNAeTCca BaXXHbIM




YEr0 HE BYQOET JEk Fean Y

v KOHKpPETHbIX CUCTEM 3aLLMUTbI, UX apPXUTEKTYP U
CnocoboB BHEOPEHMS

v PekomeHpaumn «Jenan 1, 2 n 3» n nony4ntcs

DevSecOps

v TNpakTnkn




ObllAA UHBOPMAUUA
0 DEVOPS



JEk TR

HT0 TAKOE
DEV(SEC)OPS?

It was good and bad not to have a definition
[laughs]. People are really struggling with what
DevOps is right now




KOHONUKT JEk feant T

4
\

PA3SPABOTKA MHOOPMALNOHHAA CONMPOBOXXAEHWE
BE3OINMACHOCTb




10+ DEPLOYS PER DAY: DEV AND JEk i
OPS COOPERATION AT FLICKR, 20089

i It's not my code, it's your machines! }

PA3PABOTKA

[ It's not my machines, it's your code! L

COMPOBOXAEHWE

. |

NMHOOPMALIMUOHHAA
BE3OMNACHOCTb




CNEACTBUE JElk SERITY

Time-To-
Market



SECURITY

U3SMEHEHUE TAPAOQUT Mbl JEkL 7

OT... .. K

Dev vs Ops DevOps



NMPUHUWML DEVOPS - CAMS JEk feant T

i G

CULTURE AUTOMATION MEASUREMENT SHARING

el
A’PA‘
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DEV(SEC)OPS:

KnioueBble xapakTepucTukm

NMPUMEPHbI

ELITE

HIGH

JEk TR

MEDIUM

LOW

BPEMA PASBOPAUMBAHWA

BPEMA HA NSMEHEHUE

BPEMA BOCCTAHOBJIEHUA

JEFPAAALLNA CEPBUCA

© + PecnoHpEeHTOB

* State of DevOps, 2023 (DORA)

Mo 3anpocy (Heckoabko
pa3 B fleHb)

MeHee aHA

MeHee yaca

5%

18%

Ot 1 pa3a B AeHb
Ao 1 pa3a B Hegento

Ot AHA Ao Hepgenu

MeHee aHs

10%

31%

Ot 1 pa3a B Hegento
4o 1 pasa B mecay,

Ot Heaenun Ao mecaua

OT AHA A0 Heaenn

15%

33%

Ot 1 pasa B Hegento
Ao 1 pasa B mecay,

Ot Heaenwn o mecaua

Ot 1 po 6 mecaues

64%

17%

12



4TO MOYUTATbL? JEk Fean Y

Becrcennep Amazon
B TEMe «Opranmauuﬂ 6M3HEC-HPOHECCOB»

Hebonblion, HO KpalHe HacbIWEeHHbIV Ha CObbITUA
POMaH O TOM, Kak MeHsAn0Cb B3anmogeunctene UT, Vb

IIpoexT *y"m}*;j; 1 pa3paboTkn B O4HOW, Ka3anocb 6bl, He VIT-koMnaHuu
DeHuKce, &
Kak DevOps =

YCTPAHAET XaoC U YCKOpAET
pPa3sBUTUE KOMITAHUU

5-e nspanue + «Pykosoncrso mo DevOps»

Ixun Kum, Kesun Bep, Ixopax Caddopn
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DEVOPS: KNAHWUHYEBbIE
TE<HONDOI U



KANKHEBAA TEPMURONOT UA

/>

Cpeaa pa3pabortku (IDE)

VIHCTpYMEHT ANA HanMcaHMa NCXOAHOTO
koga MO, BkAtOYatOLWMI, KaK MUHUMYM:

* pefakTop MCXxoa4HOro Kkoda c
I'IO,D,CBGTKOI?I CMHTaKCuMCa

* OT/IAfUUK 415 MOMCKA OLINBOK,
AONYLLEHHbIX Pa3paboTunKom

* Komnwungarop n/van nHutepnpertatop

* MoxeT noaaep>xunBatb OANH UK
HECKOJIbKO 13bIKOB

* YnpouwaeT pedakTOPUHF NCXOAHOTO
KoZAa

Cuctema KOHTpPONA Bepcni

NHCTpyMeHT ans opraHv3aumnm
LleHTpasIM30BaHHOE XpaHUAULLE
NCXOAHOTO KOAa. 3HaYnMble
BO3MOXHOCTU:

® BoaspaT KOoda A0 pa6oqero COCTOAHNA

* BO3MOXHOCTb NapannenbHol paboThl
KOMaHZbl HaZ, OAHUM MPOEKTOM

* KOHTpO/ib BHECEHMSA N3MEHEHWI B
ncxoaHbIn kog MO

* «CmMAHME» HECKO/IbKUX A0PaboToK B
eAVHbIN NPOoeKT

Ol o
AT

HenpepbiBHaa nHterpauus
n poctaBka (Cl/CD)

PeweHne 4NAa aBTOMaTuU3aunm 4ByX
OCHOBHbIX 3aja4.

» Continuous Integration (Cl):

O YacToe BHeceHne HebOoNbLLINX
n3meHeHn B mogyam MO (units)

o OoTCNexmnBaHme paboTocnocobHOCTM
MO, cobpaHHOro U3 moaynem

» Continuous Delivery (CD):

o MOAroToBKa HeobxoanMom
nHbpacTpykTypbl (Web-cepsepsbl, b,
nTAa)

o «pasBopaumsaHue» 10,
cobpaHHoro Ha ctagum Cl

SECURITY

JEkE

TEAM
N
NN
R
2%
0‘0

Peectp apredakrToB

NHCTpYMEHT Ans LeHTpan30BaHHOIO
XpaHunnLLa apTedakTos:

» Open source KOMMOHEHTb!
(6nbanoTekn, 3aBUCUMOCTN)

» Pe3ynbtaThl c6opkm MO (Hanpumep, jar
dannbl)

» Ob6pa3bl KOHTEVHEPOB

15



KOMAHOA PA3PABOTKU MO JeEk T

WA W)

Pazpa6otuuk NO Cneyunanuct no TeCTMpoBaHUIO

TectnpyeT npunoxeHne n/mav paspabatbiBaeT

[nweT NcxoaHbIN Koa, OCHOBHAas 3ajada KOTOpPOro — aBTOMaTM4yeckme TeCTbl, KOTOPble MO3BONAOT
peann3aumnsa GYHKLMOHaNbHbBIX BO3MOXHOCTEN NPOBepUTb KOPPEKTHOCTb pabotocnocobHocTm MO
NporpamMmMHoro obecneyeHus (PyHKUMI), OTOBpaxkeHns nHPopmMaLmn, nosegeHms MO

B YC/1IOBUAX BbICOKNX HATPy30K U T.A4.
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PACCMOTPUM HA MNPUMEPE JEk i

Paspaborka
KaNIbKynaTopa




PA3SPABOTKA KANBKYNATOPA JEk i
ODYHKUUOHANBHLIE MOOYNU

CNO>XXEHUE BbIHNTAHWUE YMHOXXEHUE AENEHUE
= Calc.py & Calc.py & Calc.py & Calc.py
def sum_dev(a,b): def sub_dev(a,b): def mul dev(a,b): def div_devia,b):
return atb return a-b return a*b return a/b
A A A A
n?o_;,l :;’*3" 93,' 33,'
s ¥ Ete s ¥ ke

2 2 2 2

Hukura AHapen duaunn Muxaunn
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PASPABOTKA KANbKYNATOPA:

UHTETI PAUUA

" =
an

Hukuta

— CNOXEHUE ——

Al = BblUATAHUE ——

Al = — YMHOXEHUE —
duannn

2 =
Al = [JENEHUE —

Muxaun

JEk TR

. Calc.py
def sum_dev(a,b):
return a+ﬂ

def sub dev(a,b):

return a-b

N4

Cncrema KOHTpOAA
Bepcuim

def mul dev(a,b):

return a*h

def div_dev(a,b):

return a/b

«Kanbkynsatop» cobpaH, Tenepb
HeobXoAMMO MPOTECTUPOBATD, UTO
BCe paboTaeT KOPPEKTHO

13



PA3SPABOTKA KANBKYNATOPA JEk i

TECTUPOBAHUE

= Calc_Test.py

import pytest

import Calc

def test sum():

assert Calc

def test sub():

assert Calc

def test mul():

assert Calc

def test div():

assert Calc

ExaTepuHa

Lsum_dew(2,4) ==
.sub _dew(6,4) == ﬂ
.mul dev(1@,18) == 1688

Ldiv dew(84,2) == 42

—— YcnewHoe npoxoXaeHue Bcex tectoB! Mo)xHO aBuratbca ganbiue!

platform win32 -- Python 3.8.1, pytest-3.8.6, py-1.8.1, pluggy-@.4.@
roctdir: C:\Usershay.gavrilov\PycharmProjects\PrismafAPIUsage, inifile:

collected 4 items

Calc_Test.py ....

®dyHKUMoHanbHbIM moaynb CYMMWPOBAHWUA coaep>xmnt oumbku.
MocraHoBKa 3aaaun Ha ucnpasseHue (3aBegeHune bug’a)

=========s=====s=ssssssssssssssosssssesssssssssssossssosssssssssssssssssssssssssssssss=== FATLURES s==============
test_sum
def test_sum():
> assert Calc.sum dev(2,4) == &
E assert -2 ==&
E + where -2 = <function sum_dev at @x@837F244B8>(2, 4)
E + where <function sum_dev at 8wx@37F244A8> = Calc.sum_dev
Calc_Test.py:5: AssertionError
S=========================================================================3= fai Passed in @.25 seconds ==

20



PASPABOTKA
1O0MEWLERUE A
PA3BOPAYHUBA

2

- " —  OyHKumoHan
rotos!

KomaHpa
pa3paboTku

A _ O®yHKumoHan
nporecTupoBaH

KomaHpa
TecTMpoBaHuA

KANBbKINATOPA::
PTEODAKTA B PEECTP,
HUE

JEk SR

KoHeuHbIN
noJsib3oBaTe/ib

eee
T
1

aptedaxToB

«Pa3BopaunBaHue» NO
B UHPpaCTPyKType

21



XUSHEHHbIUW UUKN MPOCPAMMHOIO
OBECHNEYERUA

HaMm Hy>eH KanbkynaTop ¢
DYHKLMAMM:

CnoxeHwne

BbiunTtaHue

[enenve

YMHOXeHne

C6op TpeboBaHuM

OnpegensieM NOAXOAALLMNIA
CTeK TEXHOJIOTUI,
apxutekTypy MO, cTaBum
3afiauv Ha paspaboTky

%O

Q

NMpoekTnpoBaHune

MyLIeM NCXOAHbIN KOA
bYHKLMOHaNbHBIX
Moaynew

/>

Paspaborka

MNepunoanyeckn
«cobupaem MO» ana Toro,
4TO6bI MPOBEPUTBL Kak
MOZAYAN B3aUMOAENCTBYHOT

Apyr ¢ Apyrom

MpoBoAWM pasinyHble
TecTbl:

*  QyHKLMOHaNbHbIE
* Harpy3ouHble u 1.4,

TectupoBaHue

JE

«3anyckaem» MO ana
aKcnayaTaumm
noJib3oBaTeNfAMM

b

PasBepTtbiBaHMe

SECURITY
TEAM

Pelwwaem npobnemsl,
KOTOpble BO3HWKAOT B
Xog4e 3KcnayaTauum

JKcnayatauusa
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KU3HEHHBI UUKN NMPOrPAMMHONO JEk FERT
OBECMEYEHUA: ABTOMATU3AUURA

ABTOMaTM3auna 3tanos npu nomouin Continuous @’©’c_ @’©t‘_ @'@)’(‘_
Integration/Continuous Deployment (Cl/CD) JANCID! JANCOD ) yANCOO

R @ 2 [

C6op TpeboBaHun | MNMpoekTnpoBaHue Paspaborka C6opka TectnpoBaHue PasBepTbiBaHUue JKcnayatauusa

23



PASPABOTKA KANbKYNATOPA:

ABTOMATU3AUUA

"
an

Hukuta

CNOXEHUE —

Al = BblUATAHUE ——

Al - —— YMHOXEHUE
duannn

2 =
Al = [ENEHUE ——

Muxaun

A = TECTbI

ExaTepuHa

©

Cncrema KoHTpOAA
Bepcumn

\®\

‘“““
’“‘“

\

(7

’0

’ A=\ ¥
[7[7[7
[7[7
[7[7

¢
¢

¢

PeecTtp
apredakrToB

Ol o
JANCD!

Cl/CD

JEk TR

KoHeuHbIN

non bBO‘BaTeJIb

+

«Pa3BopauuBaHue» MO
B MHPpacTpyKkType
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KAK 310 BbIIFrNAQUT? Jeb SERRTY

Llrite Preview changes

¥ master Lgitlab-ci.yml gitlab-ciyml Apply a template =5

1~ variables:
COMMIT: "@.19"
TEST_COMMLT: "B, 24"

2

3

4

5~ stages:
= - pre-build checks
i’

d

- build
- test
9 - deploy
18
11 = build-image:
12 stage: build
13-  tags:
14 - fum2iz
15~ sCript:
16 - docker login -u $CI_REGISTRY _USER -p $CI_REGISTRY _PASSWORD $CI_REGISTRY
17 - docker build -t BCI_REGISTRY _IMAGE : $COMMIT
18 - docker push $CI_REGISTRY _IMAGE : 3COMMIT
19
28 - Heploy:
21 stage: deploy
22~ tags:
23 - fum2iz
24~ sCript:
25 - oc login --servershttps://"$SERVER" -u "POC_LOGINT -p "30C_PAsSS”
26 - oC project seminar-demo || true
27 - oC status
28 - oc create secret docker-registry gitlasb-registry --docker-username=30C GITLABE LOGIN --docker-password=%0C_GITLAB PW --docker-server="$GLTSERVER" || trus
29 - o create secret docker-registry gitlab --docker-username=$0C_GITLAB LOGIN --docker-password=300_GITLAE_PW --docker-server="SGITSERVER™ || true
38 - ot secrets link default gitlab gitlab-registry --for=pull || true
31 - oc apply -f openshift/
32~=  only:
3= refs:
34 - master
33

25



«JMNAKOBKA>» TMPUNOXEHUA :

KOHTEUHEPHI

FROM python:alpine3.14
COPY /app .

RUN pip install -r
requrements.txt

COPY . /code/

EXPOSE 8888
CMD ["python", "./app/app.py"]

91e54dfb1179 CMD python /app/app.py

d74508fb6632 RUN pip install -r requirements.txt

c22013c84729 COPY /app .

d3a1f33e8ab5a FROM python:alpine3.14

DOCKERFILE

OBPA3 KOHTEMHEPA (IMAGE)

JEk TR

KOHTENHEP

26



4TO TAKOE KOHTEUHEPHAA JEk feant T
OPKECTPAUUA?

OpkectpaTtop Kakune 3apgaum oH pelwsaet?

Knacc pelueHnin, KOTopbIi NO3BOIAET aBTOMaTU3MPOBaThb
yrnpaBieHNe XN3HEHHbIM LMKIOM KOHTeHepoB. OCOHbeHHO
yA06HbI Npn 60bLWOM KONMYECTBE KOHTENHEPOB .

*  YnpaBneHune deployment KOHTEMHEPHbBIX MPUIOXKEHNM
[lomoraeT B opraHmM3aummn ceTeBOro B3anMoAenCcTBumS

« [lomoraet npu MacwTabrupoBaHu (ynpaBaeHnmn
KOJINYEeCTBOM) KOHTEMHEPOB

EEE EEE EEE » Pacnpepgenset pecypcbl Mexay KOHTENHEpPaMMK

* HeceT oTBeTCTBEHHOCTb 3a HaNaHCMPOBKY Harpy3ku
MeXaYy KOHTeNHepamu

PR *  YnpaBnseT nepemMeLleHneM KOHTEMHEPOB Mexay nodes
- =
o> GED |aas R

B B

27



DEVSEC :
BO3MOaAROCTU UB



4TO MOXET MOUTU HE TAK?

KomaHpa
pa3paborkm

CBOPKA ——

luQQ pre
0110
oo %

Jar file

\=\-\

PeecTtp 3aBucumocTeii

\=\-¥
‘“‘“
\*\
(777
(77

7,
’HUD

‘“
’0

)

%

=

TECTUPOBAHUE

olaﬁ
vw 0110

0001 o

01101

Jar file

_______________________________

\=\-¥

Peectp apTedakToB

’“
7703
[7[7

7.
’Dﬂﬂ

"

ﬁii = O6pas
| O MUKpocepBMCca

_______________________________

Peectp 6a30Bbix 06pa3oB

JEk TR

PA3BEPTbIBAHUE

_______________________________

Peectp o6pa3oB npuaoXxeHus
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4TO MOXET MOUTU HE TAK?

& CekpeTtbl B UCXOAHOM Koge

VicxoaHbIn TecTol Doc‘ker -
KoA, File
~ (v |
NcxoaHbIn KOA, KOTOPbIN |
|
COAEPIXUT YAZBUMOCTHU 1
. |
1
| .
: CBOPKA TECTUPOBAHMUE
\4 \4
A :
3aBUCUMOCTU C YA3SBUMOCTAMMU, :
nyaaTHble Oopen source - 3J1IeMeHTbl ¢
1
Peectp 3aBucumocrei PeecTp aptedakrToB
BrubavoTeku, vHble ®yHKLMOHaNbHas
3aBUCUMOCTH Bepcus Jar - daiina

N

A :
O6pasbl He aHa/IM3NPYIOTCA Ha Halnume
yA3BMMOCTel, BpeaoHocHoro MO
1

Peectp 6a3oBbix o6pasoB

basoBbin 06pa3
KOHTelrHepa

JEk TR

OtcytcrBume real time
3alUTbl KOHTENHEpOB

PA3BEPTbIBAHUE

A

Peectp o6pa3oB npuaoxkeHus

O6pa3 MykpocepBuca
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KOMAOHEHTHBIL AHANU3 UCKROAHOIO JEk FERT

KOAA

YTO AHAJTUSUPYET?

CTOpOHHME 3aBUCMMOCTU pa3pabaTbiBaemoro MO

NMPUHUWIN PABOTbI (OBOBLLEHHO)

Cobupaet nHdopmaumto no hash sHaueHnam 3aBrucrmocTen, aHannsnpyet
M NpefoCTaBAAeT pe3ynbTaT No YA3BUMOCTAM U JNLLEH3NAM

« OTHOocuTenbHO Hebosbloe koanyecTBo false-positive

* [o3BOsISET aHANN3MPOBATb TPAH3UTMBHbIE 3aBUCMMOCTU (3aBUCUMOCTH
3aBUCUMOCTEN)

* MoxeT 6bITb MCNob30BaHO Npu popmunpoBaHme Software Bill of
Materials, SBOM

* [pocToTa MHTEpNpeTaLmm pe3ynbTaToB A5 YCTPaHEHUS HEAOCTaTKOB

* He Bce naeHTUPULMpPOBaAHHbIE YA3BUMOCTM MOTYT CyLLLECTBOBATb Ha
camoMm gene

» [ns paboTocnocobHOCTM ckopee BCero notpebyeTcs JOCTYN B MHTEPHET

* [Mpouecc paspeLleHns 3aBUCUMOCTEN A5 NOBbILLEHNS YPOBHSA Vb
MOXET ObITb HE TPUBMANBHBIM

31



CTATUYHECKUU AHANU3 UCKXOAHOrOo

KOAA

SAST

SECURITY
TEAM

JE

YTO AHAJTUSUPYET?

VicxoaHbI Kog nprnoxeHus

NMPUHUWIN PABOTbI (OBOBLLEHHO)

MNocTpoeHme abcTpakTHOro CMHTakcnyeckoro gepesa (AST) ¢ nocneayrownmMm
3anpocamu K HeEMY 1 aHa/IM30M pe3yNbTaToB

TexHOIOTWs, AABHO CYLLECTBYHOLLAS Ha pPbIHKE

Bonbluoe KONMUYECTBO peLIeHN, N3 KOTOPbIX MOXHO BbIbpaTh

Heckonbko BUAOB aHaiM3a — OT NoMCKa Mo TEKCTY Ao taint-aHanuv3a

Mo>eT NPUMEHSATLCS K Pa3HbIM «acrnekTaM» UCXOAHOTO KOZa, B TOM umncie K
aHanmzy koHdurypauwmin (linting)

Mo3BoAseT MAEHTUPULMPOBATL CTPOKM B UCXOAHOM KOZE, KOTOPbIE ABSIOTCS
NPUYMHON YA3BMMOCTM

Bonbloe konnyectso false-positive no ymonuanuto

CNOXHOCTb MHTEeprpeTaunmn pesyastaTtoB paboTbl

HekoTopble pelueHns He MoryT aHanmsnposatb HE cobpaHHbIn apTedakT
Mo>keT 3aHMMaTb NPOAOIKUTENBbHOE BPEMS (3aBUCUT OT pa3MepoB KOAO0BOW
6a3bl N CNOXHOCTU KOAaA)

He npepoctaBaseT HGopMaLMm o BOIMOXXHOCTM 3KCMAyaTaLumM YI3BUMOCTM

32



AUHAMUYECKUU AHANU3 UCKOAOHOrO JEk FERT

KOAA

DAST

YTO AHAJTUSUPYET?

3anyLeHHOe NpUIoXKeHne

NMPUHUWIN PABOTbI (OBOBLLEHHO)

OTtnpaBka BMAOWN3MEHEHHbIX 3aMPOCOB K MPUIOXEHWNIO, aHaNN3 YCMELWHOCTH
peanvsyembix 4eUCTBUM

MeHbluee konnyectBo false-positive B cpaBHeHUn ¢ SAST

WNHTepnpeTnpoBath pe3yabTathl NpoLle, yem B cayyae ¢ SAST

* MoxeTt ncnons3osatbca BMecTe ¢ WAF ans peanmsaummn BUpTyanbHOro natymHra

* He TpebyeTca ncxoHbI Kog AnA NpoBeseHns aHannsa 6esonacHoctu MO

+ [o3Bonser naeHTMOMLUMPOBaTb, B TOM YNCAE, HEKOPPEKTHbIE HACTPOMKN
NPUIOXKEHNA

* [peaocTtaBnseT MHPOPMALMIO O BO3MOXHOCTW 3KCMAyaTaunmn ya3BMMOCTEN

* He yka3biBaeT MeCTO B MICXOAHOM KOZe, KOTOpOe ABAAETCA MPUUYNHOWN YA3BUMOCTH
+ Obnagaet «cnenbiMu NATHaMMW» — MOXET pacrno3HaTh He Bce Gpopmbl Ha web-pecypce
* TMonHoueHHbI DAST-aHann3 MoXeT 3aHMMaTb NPOAO/IKNTENbHOE BPeMS

33



UHTEPAKTUBHbLIU AHANUS
KOAA

|AST

UCXOOHOIO JEk feant T

YTO AHAJTUSUPYET?

VicxoaHbI Kog 1 3anyLleHHOoe NpUaoXeHne

NMPUHUWIN PABOTbI (OBOBLLEHHO)

NHCcTpyMeHTaums — BCTpavBaHMe «CEHCOPOB» BHYTPb NPUAOXeHUs Ans cbopa
nHdopmMaumm o ero paboTe 1 NOCNeAYHOLLErO aHaAM3a

False-positive npakTnyeckun oTcyTCTBYHOT

Mo3BonseT nAeHTUPULMPOBATL CTPOKM KOAA NPUIOXKEHMA, KOTOPbIe ABAAOTCA

yA3BMMbIMU

* bbiCcTpoe npeaocTaBaeHme pe3ynbTaToBs, Kak MPaBuIo B peXnMe OKOO-
peanbHOro BpeMeHw

* [MpepoctaBnser MHGOPMALIMIO O BO3MOXHOCTM IKCMyaTaLum ya3BMMOCTEN

* MHorume peLueHna ABAAIOTCA «MACCUBHBbIMUWY, UM HEOBXOAMMbI AaHHbIe A4
aHanu3a (HanpvmMep, TeCTbl, aBTOTECTbI)

* CuabHble OrpaHNYEeHMA MO TEXHONOTMUYECKOMY CTEKY

* Vcnonb3yembln NoaxoA K TECTUPOBAHWIO BCTPEYAETCA HE YacTo

34



NMOUCK CEKPETOB B UCXOOHOM Kopge — JEEFE

Secret
Finding

YTO AHAJTUSUPYET?

VcxoaHbiv Koa

NMPUHLU NN PABOTbI (OBOBLUEHHO)

VaeHTndumumpyet cekpeTbl Ha oCcHOBe pattern-matching n/vam c
MCMONb30BaHMEM SHTPOMUN

* Hebonbluoe KONMUYECTBO NIOXKHbIX CpabaTbiBaHWM
* Bo3MOXHOCTb CKaHMpOBaHWA oTAeNbHbIX commits, branches u 1.4,

* Hebonbluoe KONMYECTBO JOCTYMHBIX PeLleHnI
+ Kak npaBuno, oTcyTCTBYIOT rpaduyeckme nHTepdencel, HO eCcTb UCKAHOYEHMUA

35



™mn

AHAJIN3A

MNcxoaHbin kop,

SCA
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OBE0BLWEHHBIE PEKOMEHOAUUU MPU Jek FEET
BbIEOPE UENEBbLIX PEWEHUU

O6nagatb BO3MOXHOCTbIO goctyna no APl n/muam Command Line (g5 BcTpavBaHus B
Cl/CD pipeline)

Bpems ocyLiecTBaeHms NPoOBepPKM He AOKHO npeBbiwatb 15 MUHYT. IHKpeMeHTanbHOoe
CKaHWpoBaHue (aHann3 n3MeHeHun) byaeT NACOM

BO3MOXHOCTb npejoctaBiA€EHNA B BUAE KOHTeVIHepOB B 3HAYNTENbHOW CTEMEHM ynpouwaet
BO3MOXXHOCTb NCIMOJZIb3OBaHNA

MunH1UManbHbIe INLLEH3NOHHbIE OrpaHuYeHnsa (HanpuMep, Ha napajniesbHOe BbIMOJHEeHMe
3a/1au)

Jlerko «pasbupaembin» pesyabtaTt (parsing), Hanpumep, xml n/wam json

[lomkHa 6bITb peannsoBaHa BO3MOXHOCTb nogcyeTa false positive / false negative

QQEUQUT




4TO MOXET MONYYUTBCHA B UTOCE? JEk i

NUcnonb3oBaHue Secret

Management pewenun, - PACC M OTPM M

ucnosib3oBaHue pre-commit hooks n EE
SRR - D N s S ,
= i 1
VicxoaHbIn TecTol Doclket - :
KoA, File X
| | !
1
| | .
CraTuueckoe TecTupoBaHue , , : OtcytcrBue real time
| | -
ucxopgHoro koga . ! : 3alUTbl KOHTEMHEepPOB
! 1
, .
: CBOPKA TECTUPOBAHME : PA3BEPTbIBAHUE
A\ \4 \
A l A
! oge . L AN OArEE T UA AU NRASSIARVLATAA LUATER A NMIALIIAL - — — — = = = = — I
Software Composition Analysis, . & | i
. . - |
«firewalling» saBucumocreit Vv v !
Peectp 3aBucMMocTeii Peectp apTedakros PeecTp 06pa3oB npuioXKeHus
Bubnnoteku, HblE ®yHKLMOHaNbHas basoBbin 06pa3 06
3aBUCUMOCTH Bepcus Jar - daiina KOHTelrHepa pas Mikpocepeica
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BO3MOaAROCTU UB



YTO HYXHO 3AWUULATH JEk feant T

I
Q ..O @\
& S
s L “]]]]
AOCTYI CETb KOHTEVHEP XOCT
Bbl BO Heobxoamo obecneumnBath 3aLMTy BCeX YPOBHEU «abCcTpakumn», npesnaraemMomn TeXHONOIMen cpesbl
A KOHTeVIHepMBaLLMM
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KOrgA HAOO 3AWUWATH JEk fean

—— I_I— = B
V — (o o (; Q\\\a e”/gl\\ﬁa

W — 01 & f’ 01
0110 0110
‘/ 0001 O 0001 Im m
01101 01101

CbOP TPEBOBAHA CO3A4AHUE OBPA3A 3AMYCK KOHTEMHEPA PABOTA KOHTEMHEPA
* Yyet TpeboBaHuin b » CootBeTcTBME pekomeHgaumam Vb no * 3anyck KOHTeNHePOB 13 0H6Pa30B: * KoHTposb 3anyckaemoro 10 BHyTpu
HanucaHuto obpasa - W3 goBepeHHbIX peecTpos KOHTENHepa
* MuHUManbHO gonycTmoe - He sBasrowmxcs * KoHTpO/b ceTeBbIX cOefMHEHUI
KONMHECTBO yA3BAMOCTEN MPUBMUIErMPOBAHHBLIMY * KOHTpO/Ib MCMonb30BaHWs GannoBbix
* OtcytctBre BpegoHocHoro 10 B - He copepkaLumx «136bITOUHbIE pecypcos
obpase Linux Capabilities + KOHTpO/Ib MoTpebiseMbIx pecypcos
» OtcytctBue hardcoded cekpetos - He cogepxaux hostPathMount u node
... WHble HeJOMYCTMMble NapaMeTpbl * Bo3moxHOCTb 610kMpoBKM
KoHurypaumm no Nb HeXkenaTe/bHbIX AeNCTBUN

- * VipeHTndumkaums cobbitum Vb n
nHunaeHtos b
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KAK MOXHO 3AWULATDL Jebk =t

LUTATHbIE Vb

MEXAHWU3MbI K8S \

KOMBUHUPOBAHHbIN
noAaxoA

\ HABECHDIE

CPEACTBA 3AWLNTDI
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4TO MOXET MONYYUTBLCHA B UTOrE JEk i

Ncnonb3oBaHue Secret
Management pelwueHuis,
ucnosib3oBaHue pre-commit hooks

Mcnonb3oBaHue cneumnanmsmpoBaHHbIX
peweHnin ana runtime - 3aWmTbI U
«knaccuveckasa» Vb

Cratnueckoe TectTupoBaHue
MCXOAHOro Koaa

CBOPKA TECTUPOBAHUE PA3BEPTbIBAHME
Software Composition Analysis, CkaHnpoBaHne 06pa3oB KOHTEUHEPOB,
«firewalling» 3aBucumocren «TMOANUCb» KOHTENHEPOB
Peectp 3aBUcUMOCTeli PeecTp aptedaxrToB Peectp 6a30Bbix 06pa3oB Peectp o6pa3oB npuno)xeHus
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DEVSECOPS



HT0 9 HAC YAKE ECTHB

DevOps
</ 0
Cpeaa paspabotku Cucrema KoHTpons
(IDE) Bepcuin
O)
O &
ATD

HenpepbiBHasa uHTerpaums
n pgocraska (Cl/CD)

\=\=}

B PN
r/g\\ ggagmg
gﬂlolhm
[I]]]] ":"

KoHTeliHepbl Peectpa apredakroB

JEk TR

Sec

Software Composition Analysis, SCA

Static Application Security Testing,
SAST

Dynamic Application Security
Testing, DAST

Interactive Application Security
Testing, IAST

Secret Finding

Container Security
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rO0E 3TO MOXHO UCNONb30BATb JEk feant T

X 24 ll £ &

C6op TpeboBaHui

PaspaboTtka C6opka TecTnpoBaHue

NMpoexkTupoBaHmne Pa3BepTtbiBaHMe JKcnayataumua

SAST DAST

IAST
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ABTOMATU3AUUA

Pre-build checks

® sast
® 5Ca
(D secretfinder

® imagescan

"
L

JEk TR

Test
® dast =
® testdeploy =

47



B 3ABEPUWEHUU _JE = SECURITY

CeroaHsa Mbl NOroBOpu/In O...

* Y10 Takoe DevOps, kakune 6b11m NpeanockikM ero co3gaHua/pa3BuTtma U YeM OH MOXET ObITb Noae3eH
KOMMaHUAM

*  WHCTpYyMEeHTbI, Ccnosib3yeMbl Npu pa3pabotke O — kakme OHM MOTYT BbITb U 3a4eM HY>XKHbI
« Kak MOXXHO COeAMHUTb HECKOIbKO PELLEHM BMECTe A/1a aBTOMaTmM3aumm npotecca paspabotkum MO

« Kakne moryT 6biTb NpobieMbl MHGOPMaALMOHHOM 6E30MaCHOCTH, Ha KakmMx 3Tanax OHW MOTYT
NPOABAATLCA

« Kak MOXHO aHa/nM3MpPOBaTb NPUIOXKEHWE ans naeHtnounkaummn Mb-HegocTaTkoB, Kakme ObiBatoT Cnocobbl
N KOrja Ux MOXHO/L,enecoobpasHo NPUMEHATb

 Yt10 Takoe KOHTeI\/JIHepr, KakKUM yrpo3aM noaBep>XeHbl OPKeECTPaTOPbl N KaKne Cl)yHKLI,I/IOHaJ'IbeIe
BO3MO>XHOCTU Tpe6y+oTc>'-| ANA X 3alunTbl

« Kak co3aatb eguHbIn KOHBeNep — besonacHasa aBToMaTtM3aumsa npouecca paspabotkm MO, Hauano
DevSecOps



0 YEM Mbl CErogH@ HE T0OBOPUNU JEk feant T

CerogHa Mbl He 3aTPOHYAM...

*  YnpasneHwue TpeboBaHmamn Nb B DevSecOps

* MogennposaHue yrpos n aHanus pmckos Vb

« Ob6yueHue pa3zpaboTunKos, NCNOAb30BaHNE CTaHAAPTOB 6e3onacHoM pa3paboTku

* YnpaBneHwue cekpetamum npu nomoun Secret Management peweHum

« Bug bounty nporpammbi

* [lpoueccol, KOTOpble HEOHXOANMO CO34aBaTb M pa3BmBaTb Npn BHegpeHun DevSecOps

* W mMmHoroe gpyroe!



CIMACUBO 3A
BRAUMARUE !



