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Aapo v npummnTUBbI Linux



[lepen Tem Kak mbl byaem obcyXaatb
KOHTEeUHepbI

Bce NpuaoMKeHUsA, BKAOYas KOHTEMHEPU3NPOBAHHbIE NOaratloTca Ha /iexallee
B OCHOBE SZ1pO OMepaLOHHON CUCTEMDI

Apnpo npepoctasnaeT APl npuaoXeHnUaAm € NOMOLLLbIO MeXaHM3MaA CUCTEMHbIX
BbI30BOB (syscalls)

Bepcunun 1 Habopbl CUCTEMHbIX BbI3OBOB BaXKHbl, MOCKO/IbKY ABAAIOTCA KNeem
MeXKAy NPOCTPAHTBOM NO/b30BaTENA U NPOCTPAHCTBOM A4pPa.



Anpo GNU/Linux

ALpO - BbINONHAET POAb OCHOBHOIO
nHTepderca mexay annapatHbIM
obecneyeHnem KOMMbOTEPA U €70
npoueccamm.

YnpaBnsaeT CUCTEMHbIMU pecypcamm,
obecneymBan AOCTAaTOMHOE pacnpeaeneHne
NamATU ANS NPUIONKEHWUI, ONTUMUINPYS
MCNOIb30BAHME NPOoLLeccopa U
npenoTBpaLLan 3aBMCAaHUA CUCTEMDI,
BO3HMKaOLWME U3-33 KOHPANKTOB MeXAay
TpebOoBaHUAMM PA3UYHbIX NPUIOKEHUI

GNU/
Linux

Fundamental Architecture of Linux

User Applications

|
GNU C Library (glibc)

System Call Interface

Kernel

Architecture - Dependent Kernel Code

Hardware Platform

User
Space

Kernel
Space



User space VS Kernel space

Hardwa re



User Space

O6nacTb, rae pabortatoT
NonNb30BaTenbCKNEe MPUNOXEHUS U
YTUIATBI

BbinonHseT nporpaMmbl, o0pallatoLLmecs
K CUCTEMHbBIM pecypcam Yepes
CUCTEMHbIE BbI30BbI

bash, Is, Python, koHTenHepbl Docker

He nmeeT npsimoro goctyna K
obopynoBaHMlO — UCMONb3yeT S4p0o Ang
BbINOSIHEHNS onepaLumn

Kernel Space

[MpuBunernpoBaHHas obnacTtb, rae paboTtaet a4po
ornepaunoHHON CUCTEMBI

YnpaBndaeT A0OCTYNOM K annapaTtHbiM pecypcam,
obpabaTbiBaET CUCTEMHbIE BbI3OBbI

YnpasneHue gannamu, npoueccamu, NamMmaTbo U
CETbIO

ObecneynBaeT 0e30nacHOCTb U CTabUNbHOCTb
CUCTEMbI, KOHTPONNPYS B3aMMOOENCTBME
npunoXxeHun ¢ obopygosaHnem



CuctemHble BbI30BbI (syscalls)

CUCTEMHbIN BbI30B — 3TO MEXaHM3M, C MOMOLLLbIO KOTOPOro NPorpamma
3anpalumnBaeT ycayru (pecypcbl) y sapa onepauMoHHOM CUCTEMBI.

3TO eANHCTBEHHbIN CTaHAAPTHbLIM cNocob AnA Nnporpamm B NOb30BaTE/IbCKOM
NPOCTPAHCTBE B3aMMOAENCTBOBATb C ONepaLMOHHOM CUCTEMOM HA YPOBHE

aapa

User Space ] [ Kernel Space

[ “




CuctemHble Bbi30BbI (syscalls)

Application 1

v

Application2

v

Application n

v

System Call Interface

v

v

v

Kernel

Device drivers

v

Oy

—

=

J L

—

P User space

P Kernel space

P Hardware



Kakue ycnyrm npeaocTaBistoT BbI30BbI?

YnpasneHue npoueccamm

Co3paHue npouecca - fork()
3anycKk nporpammesl - execve()
3aBepLueHue npouecca - exit()

YnpasneHune namaTbio

BbiaeneHne namatn: mmap()
OcBoboxaeHune
namatn: munmap()

YnpassieHne hannamu

OTKpbITME daina - open()
YteHne daiina - read()
3anucb B pann - write()
3akpbiTHe dpanna - close()

YnpassieHne ceTbto

Co3paHue ceteBoro
coegnHenus: socket()
OTnpaBKa AaHHbIX: send()
MonyyeHune aaHHbIX: recv()



Tunbl CUCTEMHDbIX BbI3OBOB

Device / \
Management

File \ ; 'f' Information ‘)
Management _ | Management
— \ /
. N /
'\\ —

Communication

Types of
System Calls




CuctemHble Bbl30BblI

L_J_SER MODE
| i 2 3
User Process + Gets System Return From
Executing Call System Call
KE RNEL MODE
y
Execute

System Call



CueHapun ncnonb3losaHma syscall

1.0TKpbITHE panna (open) - nporpamma oTKpbiBaeT ¢pan Ha AUCKE,
nosyyana geckpuntop danna Ana AanbHEULWUX onepauni.

2. YteHune aaHHbIX (read) - nporpamma 4YnTtaeTt gaHHble U3 paiina B
NamATb, NCNONb3yA AecKpunTop ¢anna.

3. 3anucb AaHHbIX (write) - nporpamma 3anmMcbiBaeT U3MEHeHUA B pann
yepes geckpunTtop damnna.

4. 3aKpbiTne dpanna (close) - nporpamma 3akpbiBaeT paia, ocBoboXKaan
pPecypcbl, CBA3aHHbIE C AECKPUMNTOPOM.



Recap

Anpo Linux ABnaeTcsa ueHTpanbHoM YacTbio OC, NOCKONbKY ABAAETCS
NHTEPHENCOM MEXKAY «XKene3oM» U 3anyLLEeHHbIMW NPorpammamu.

OaHuMHK N3 Ba*KHEMNLLNX 3aay4 NOMMMO pacnpeaeneHna orpaHMYeHHbIX
pecCypcoB ABNAETCA TaK XKe U3onauma npoueccos n 6e3onacHoOCTb

OC Linux apxuTeKTypHO pa3geneHa Ha 2 4yactu kernel space u user space. Bce
NO/Ib30BaTe/IbCKME NPOrpammbl BbINOJHAIKOTCA B USer space.

Y106bI NPOrpamme NONYYUTb PECYPCbI AN1A BbINOSIHEHUA — €M HYXKHO UX
3anpocuTb y A4pa ONepPaLMoOHHON CUCTEMbI Yepe3 NHTepdeic (MexaHnU3m)
CUCTEMHbIX BbI30BOB (syscalls).



A 4YTO C KOHTEUHEPAMM?

User Space

Container

process

System Calls——pm

Kernel Space




KaK NnponcxoasaT BbI30BbI?

Library/Interpreter

ﬁ
ﬁ



Bonpochobi?



YTo Takoe npyummnTtmBsbl Linux?

3TO OCHOBHble PYHKLMN U MEeXaHU3MbI, KOTOpble obecneymnBatoT
6a30Bble onepauun, TaKMe Kak ynpaBsieHne npoLeccamm, NnamaTbio,
YCTPOWCTBAaMM BBOAa-BbiBOAA, CUHXPOHMU3ALIMIO N MEXMNPOL,ECCHOE
B3aMMOJEeNCTBME.

Ha ocHoBe NpMMUTUBOB CTPOATCA HoNee CI0XKHbIE CUCTEMbI, KOTOpPble
MOTYT BK/1H04ATb B c€651 MHOMKECTBO NPUMUTUBOB.

https://github.com/opencontainers



Bbl y>Xe C HUMU CTONKHYUCH

CunctemHblie Bbi30Bbl — 3TO NnpumuTNB OC, KOTOPbIN NPEAOCTaBAAET 3/1eEMEHTAPHbIN U
6a30BbIl1 YPOBEHb B3aMMOAENCTBUA MEXKAY NPOrpaMmmamm.

Mpouecc — Tak xe npumutne OC, NocKoNbKy aBaseTca 6a3oBon eAUHULEN
BbINnonHeHnA nporpamm B OC.

MPUMUTUBOB B KarKAa0M CUCTEME MHOFO, HO OHU ABAAOTCA KKUPMUYUKAMN» Ha
KOTOPbIX CTPOATCA CNOXKHbIE CUCTEMbI.






KoHTeNHepbI

KoHTelHepbl — cuctema, Kak n ntobas gpyraa cocToALLan us3
NPUMUTUBOB, HAM e BaXHO MOHATb 3TU NPUMUTUBBI.

YT06bl NOHATL YTO TaKOE KOHTENHEP — HEObX0AMMO pa3obpaTbca B ero
NPUMMNTUBAX, Mbl COCPEAOTOYMMCA Ha 3X [NTaBHbIX:

- [lpoueccsl

- Namespaces

- Cgroups
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[lpoueccbl, Namespace,
Cgroups



[lpouecchbl Linux

Mpouecc — 3To Nporpamma, KoTopas BbinonHAeTcA. BKkatoyaeT B cebs Kop,
NpPorpammsbl, AlaHHble, HeObXxoaMMble ANa e€é paboTbl, U TEKYLLEE COCTOAHUE
BbINONHEHMA (HanpuMep, Kakasa KOMaHAa BbINONHAETCA B AaHHbIA MOMEHT).

Kaxkapbli npoLecc meeT cBoM YHUKaNbHbIM naeHtndukatop (PID) n pabotaet
He3aBMCUMO OT APYrnX NPoLEeccoB

Mpoueccbl MOryT co3aBaTb ApPYrue NPoLLecchl, 3aMycKaTb NPOrpammbl,
B3aMMOAEeNCTBOBATb C dpaniaMmn U yCTPONCTBAMM, U OObIMHO M30MPOBaAHbI
ApPYr oT Apyra, 4Tobbl 06ecneynTb cTabnnbHOCTb N HE30NaCHOCTb CUCTEMBI.



L

systemd—

Nepapxu

L

:~$ pstree -n

—dbus—-daemon
—systemd-logind

S NpoLLeccos

—unattended-upgr——{unattended-upgr}

—agetty

—k3s—-server 13%[{k3s—-server}]
ontainerd——-a316x[{containerd}]
—dockerd—-S8x[{dockerd}]

—containerd-shim—

—containerd-shim—

—13%[ {containerd-shim}]

—pause
—traefik——7x[{traefik}]

—14%[ {containerd-shim}]

—pause



Poautenbckum n goyepHmMin npoueccol

i

Parent Process

l

fork() > Child Process
Child PID
waitpid(CHILD PID) < 6

¥



PoautenbCckmun n govepHmMin npoueccol

parent
g S
TEXT (instructions) user
DATA space

kemel
Resources (open files, stc) space
_/

-

f R 4 )
3\ r ™\
:?::e( irer:tlz;n:hli?: i:I B user fork() returns @ in the user
R et space the created child space
” L ”
The child process is a
copy of the parent
Y | kemel ( Y | kemel
Resources (open files, atc) space Resources (open files, ate) Space

- / - /




init-namespace

[loyepHue npoueccobl

Kpome npoctoro syscall fork() ectb uytb 6onee

parent

CNOXKHbIA CUCTEMHbIN BbI30B clone(), B \
otanumm ot fork() oH no3BonAeT nepeaatb chilc-namespace
KOHTEKCT 3aMycKkaemomy npotieccy. o

% % parent

glandchlldnamespace




CuctemHbIn Bbi30B clone()

clone() — co3gaeT HOBbIV MPOLIECC U MOXET OAHOBPEMEHHO CO3[jaBaTb HOBbIE MPOCTPaAHCTBA UMEH,
ncnonb3ya dnaru:
CLONE_NEWNS

CLONE_NEWPID
CLONE_NEWNET
CLONE_NEWIPC
CLONE_NEWUTS

< = B
CLONE_NEWUSER ‘ POOUTENDbCKHA
CLONE_NEWCGROUP ) II‘I'IIIIEGG




OnpeaeneHne Namespaces (NpocTpaHCTB UMEH)

MpocTpaHcTBa MeH — 3TOo PpyHKUMA aapa Linux, KoTopana pasgenaeT pecypcbl A4pa
TakuUm ob6pasom, 4To ogmnH Habop npoueccos BUAMUT 0ANH HAabop pecypcos, a Apyron
Habop npoueccoB BUAUT Apyron Habop pecypcoB. PyHKUUA paboTaeT, Mmea oaHO U TO
YK€ NPOCTPAHCTBO MMEH A8 FPynmnbl PECYPCOB M NPOLLECCOB, HO 3TN NPOCTPAHCTBA UMEH
CCbINAKOTCA Ha pa3Hble pPecypcsl.




3ayem npuaymann Namespaces?

N3onauma npoueccos u
cepBuUCOB

3anyckaTb MHOXKeCTBO CEPBMNCOB
Ha O4HOM CepBepeE,
obecneunsas nx NU301AUNIO APpYyr

oT Apyra.

[ToBbILLEeHNe
0e30MnacHOCTH

[NpepoTBpalLeHue
B3aMMOAENCTBUA NN KOHDINKTA
MeXKay pasHbIMM Npoueccamm Unu
cepBMCamMm Ha O4HOM cepBepe

dpdeKTnBHoE
MCNONb30BaHNE PECYPCOB

YnpasaaTb MCNO/Ib30BaHNEM
CUCTEMHbIX PecypcosB
(Hanpumep, CPU, namaTb,
ceTeBble MHTePdENCDI)
Pa3INYHbIMKU NPOLLECCaAMU U
cepsMcamm



CuctemHbin Bbi3oB Unshare()

Ncnonb3yetca B Linux ans Toro, 4Todbl yKe 3anyLeHHbIN NPoLEecC MOr OTAENUTb CBOKO
YaCTb OKPYXXEHWUSI OT APYrnX NpoLeccoB, C KOTOPbIMN OH 3TO OKPYXeHue OennT, co3naBas
Npu 3TOM N30NMPOBaHHbIE NMPOCTPAHCTBa MMEH (namespaces) ans yrnpasrieHnd
pecypcamMu, TakKMMK Kak uaeHTudunKaTopbl NpoLEeccoB, ceTb, hannosaa cuctema un apyrume
CUCTEMHbIE KOMIMOHEHTHI.

[Mpouecc fo unshare: Mpouecc nocne unshare:

https://man7.org/linux/man-pages/man2/unshare.2.html



Asnatotca am unshare u clone
NPUMUTUBAMMU ?



Kak paboTatoT cgroups?

R O Ot C g rO U p Isyslfs/cgroup ]

KOHTpOﬂﬂepbl ‘ Memory \ Disk I/0 ‘ CPU

A

Y Y

[pynnobl

Weh Service Data Storage Proli:;?sing
Group Group
npoueccosB Group

N

Pid 1 Pid 2 Pid 1 Pid 3 l Pid 1 ] Pid 5

[lpoueccsl




Y10 Takoe PID?

Korpa co3paetca npouecc, emy nNpmMcBamMBaeTca onpeaesieHHbIN YUCN0BOM
naeHTUPUKaTop, HasbiBaeMbi naeHTMPMKaTopom npouecca (PID).

PID nomoraeT og4HO3Ha4YHO MAEHTUPMLMPOBATb NPOLLECC, aXKe eCNuM ecTb ABa npoLlecca
C O4MHAKOBbIM MOHATHLIM YE0BEKY UMEHEM

Bce 31K npouecchl OTCAeKMBAIOTCA B cNeumanbHOM ¢panioBon cUcTeMe, Ha3biBaeMOW
procfs (/proc).

Ecnu Bbl BbINONHUTE NINCTUHT /proc, Bbl yBUAMUTE NaNKy AN KaXkA0ro npoLiecca,
3aMyLWeHHOro B IaHHbIM MOMEHT B BalLEN CUCTEME.



YTo Takoe PID namespace?

MpocTpaHcTBa meH PID nsonmpytot NpoCcTpaHCTBO HOMEPOB UAEHTUDUKATOPOB MNPOLLECCOB,
4YTO O3HAYAET, YTO NPOLLECChl B Pa3HbIX NPOCTPAHCTBax UmeH PID morytT nmeTtb 0gMHaKOBbIN
PID.

‘MpoctpaHcTBa MeH PID no3BOAAIOT KOHTEMHEPAM NPEAOCTaB/IATb TakKne PyHKLUMU, KaK
npuocTaHoBKa/BO306HOBNAEHMe Habopa NpoLeccoB B KOHTEMHEpPEe U MUTPaLMA KOHTelHepa
Ha HOBbIN XOCT, NPV 3TOM MPOLECCHlI BHYTPU KOHTEMHEPA COXPaHALOT Te Xe PID.’

https://man7.org/linux/man-pages/man7/pid_namespaces.7.html



Bno*eHHble PID
Namespaces




KoHTeUHeEp - Aemo



YTO TaKoe KOHTeUHep?

APPLICATION CODE ]

Process

bEPs/BIMs/LIBs/Pms/erILs

& C&ROUP
USER
,,,,,, FIL _

UTS

NET
mﬁ"
IPC
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MoHONUTHAA U
MUKPOCEPBNCHAA apPXUTEKTYypa



Apxutektypa 10O

CTpyKTypHaA OCHOBA
CUCTEMbI

Bkntouaet B ceba BbIbOp

Cnocob cHuXeHuAa
C/NIOXHOCTMU

CHU)KeHue CNOKHOCTU CUCTEMDI

KOMMOHEHTOB, NX MHTEPPENCOB U nyTem pasgeneHna eé Ha moayam

B3aMMOAENCTBUN.

n abcTpakymm

CpeactBO KOMMYHUKaLIMN U
NOKYMEHTaLUMN

obecneunBaroulee puKcaumo
MNPOEKTHbIX PELIEHUN U
ynpoLleHne B3aMmoaencTamsa
MeXAay Y4aCTHMKamMm pa3paboTkum




MOHONUTHAA apXUTEKTYpPa

User
Interface (Ul)

Database/store

Monolithic application




MOHONNUTHAA apPXUTEKTYpa

CTpyKTypa cuctembl

Bca cuctema — ato eanHoe
NPUNOXKEHUE, rAe BCE KOMMNOHEHTbI
paboTatoT BMecTe.

ApPXUTEKTYPHbIE peLleHunn

Mcnonb3oBaHMe eaMHOro CTeKa
TEXHONOTUM 1A BCETO NPUNOKEHMUSA

ApPXUTEKTYpPHbIe
XapPaKTEPUCTUKN
MpocToTa pa3paboTku, HO Npobaembl €

MacLITabnpyemocTbio 1
OTKa30YyCTOMUYMBOCTbIO.

MPUHUMMNbI NPOEKTUPOBAHMS

MoaynbHOCTb BHYTPU O4HOIO
NPUNOXKEHUA C PUCKOM BANAHUA
M3MEHEHWM Ha BCHO CUCTEMY




MuKpocepBUCHas apXUTEKTYpPa

_________ User W—
Interface (Ul) .
- -

Database/store Database/store Database/store

Microservice architecture



MwuKkpocepBUCHAA apXUTEKTYypPa

CTpyKTypa cuctembl

Cuctema pasgeneHa Ha aBTOHOMHbIE
CepBU1Cbl, B3aMMOAENCTBYHOLLNE
yepes API.

ApPXUTEKTYPHbIE peLleHunn

Bbicokana Nnpon3BoaMTENbHOCTD 33
CYeT OTCYTCTBMA CeTeBbIX
B3aMMOAENCTBUIN MeXKay
KOMMOHEHTAMMU

ApPXUTEKTYPHbIE XapaKTEPUCTUKK

Nerkoe macwitabmpoBaHue u
BbICOKas OTKa30yCTOMYMBOCTb, HO
CNOXHOCTb YNpaBAeHus

MPUHUMMNbI NPOEKTUPOBAHMS

Kakabln cepBUC BbINONHAET OAHY
bYHKUMIO, yNpoLLaa M3MeHeHUe U
TeCTMPOBAHME




KTOp MoHonutHasa MukpocepBucHasa
' dPXUTEKTYPA dPXUTEKTYPAa
TpebyeTtca macwtabmnpoBaHme Bcen MacwTtabnpoBaHune oTaeNbHbIX
MacwTtabnpyemocTb
CUCTEMBI CepBUCOB
MpocTaa otTnagKa, HO CNOXKHOe Cl/CD ymeHbluaeT oWwnbKu, TpebyeT
NoopeprkMBaemocTb
06HOBNEHME BCErO NPUIOKEHNSA CNOXKHOrO MOHUTOPUHTA
" Cboi ogHoro moayna Moxet Bbi3BaTb | CH60M ogHOro cepBmca He BANAET Ha BCHO
OTKa30yCcTOMYNBOCTb i .
cboli Bcen cuctembl cuctemy
TexHonormyeckas o BO3MOKHOCTb MCNONb30BaHUA Pa3HbIX
Ncnonb3yeT 0gMH CTEK TEXHONOMNM 7
3aBUCUMOCTb TEXHOJIOTMM ONA KaXKA0ro cepeumca
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Apxntektypa Kubernetes



[Mpobnembl 40 noasneHmA K8s

CNnoXKHoCTb ynpasaeHuA
MacwTabupyembimm
cpedamm

CamoBoOCCTaHOB/IEHUNE U
OTKa30yCTOMYNBOCTb

OTcyTtcTBME
OpPKecTpaummn Ha ypoBHe
K/facTepa

banaHcHMpOBKa Harpy3Kku
n yrnpasneHune
TpadpUnKom



ApxuteKktypa Kubernetes

‘ —



Apxutektypa Kubernetes

node-1

‘ -
o000
master



ApxuteKktypa Kubernetes
| Docker |

node-1

node-2

[ X N )
master



Apxutektypa Kubernetes

master

node-1

node-2



ApxuteKktypa Kubernetes

master

kube-proxy

node-1

kube-proxy
node-2



ApxuteKTtypa Kubernetes

‘ HIESEEs



ApxuteKktypa Kubernetes

API
. Server
‘ master



ApxuteKktypa Kubernetes




ApxuteKktypa Kubernetes

master



ApxuteKktypa Kubernetes

master



ApxuteKktypa Kubernetes

Scheduler

master



Apxutektypa Kubernetes

Controller
-manager

Scheduler

master



Apxutektypa Kubernetes




ApxuteKktypa Kubernetes

YAML (Declarative DSL)

kub.ectl




ApxuteKktypa Kubernetes

YAML (Declarative DSL)

, ¥

N



ApxuteKktypa Kubernetes

YAML (Declarative DSL)




ApxutekTtypa Kubernetes

:---Developer

kubectl

API/
Dash-
board

Control Plane (Master Node) . API

etcd
(key-value store)

API| Server
ap:

Scheduler

End Users ---.
Kubernetes Cluster
8o o [N S I R e e e
Provider : Data Plane (Worker Nodes) @
: Worker Node 1 .

© -

Cloud Controller

;_,. 000

kubelet Container Runtime

Manager*

~

0000 O .

@ K8s Objects” @ kube-proxy

Worker Node 2

kubelet Container Runtime

1

Controller Manager

000 @ .

@ K8s Objects* @ kube-proxy




K8s - Control Plane

<J>| kubect

- OCHOBHaA MallWHa,
ynpasasatoLwas y3namu.
- OCHOBHas TOYKa BxoAa Master

'u'nﬂ BCEX Scheduler
dAMUHNCTPATUBHbIX Node

3ajau.
Kubelet
- OH oTBeYaerT 3a AP! Server

OPKECTPOBKY paboumx g

y3!108. @ Controller -
Manager Kube-proxy

B




etcd

ObecneymBaeT COrNMacoBaHHOCTb
NAHHbIX B KNacTepe, UCnoJib3yeTcs
ANA XpaHeHUA nHbopmaLmum o
cocTtoaHum Bcex ob6bekToB Kubernetes

kube-scheduler

AHanusupyeTt pecypcbl HoA U
TpeboBaHMA NogoB, YTOObI
onpeaenunTb, HAa KaKoW Hoae
[ONKeH ObITb Pa3BEePHYT KaxKabli
HOBbIM NOA, OTBETCTBEHHbIN 33
nAaHUpOBaHWe NOAO0B Ha HOAbI
Knactepa

K8s - Control Plane

kube-apiserver

CNy»XUT NHTEepdENCcCoOM MexKay BCEMMU
KOMMOHEHTAMM K/lacTepa N BHELLHUMMU
KIWEeHTaMU, Bannaupyert u
KOHUrypupyeT aaHHble APl-o6bekToB

kube-controller-manager

BbinonHseT poHOBbIE 33434M
ynpaBAeHus, Takne KaKk nogaepxaHue
¥Ke/laeMoro COCTOAHMA NoA0B, PEenuK,
KOHEYHbIX TOYEK U APYrMx 06bEKTOB B
COOTBETCTBUM C 3a4aHHbIMM
cneymduKaumamm



K8s — Data Plane

~
[ Pod-1 [ Pod-2 | [ Pod-3 |
o Worker Node BbliMoONHAEeT Container 1 Container 1 Container 1
3anpoleHHble master 3agaun. Lattne Contemner £
- Kaxkabi y3en KoHTpoaupyeTca .
MaBHbIM Y3/10M.
- 3anycKaet pods (coaepauwme T Sp—
KOHTEMHEpPbI BHYTPMW) . /
- 34eCb 3aMyCKaeTcA KOHTEMHEPHDbIN \
runtime, KOTOpPbIN OTBEYaET 33 Pod [ Pod2 J L Pod.3
Container 1 Container 1 Container 1
3arpy3Ky obpa3oB 1 3anyckK
o Container 2 Container 2
KOHTEeMHepOoB..

Container 3

DOCKER




K8s — Data Plane

kubelet Container Runtime

3anyck nogos, obecneyeHne nx paboTbl
n noanepaHme nx B 3a4aHHOM
coctoaHuun. Kubelet nonyyaet
MHCTPYKUUKM oT API-cepsepa un
ynpaBaAeT 3anyCKOM KOHTEMHEPOB
Yyepe3 KOHTEeNHepPHbIN runtime

3ar|yCKaeT N ynpasaaet XKM3HeHHbIM
LUK/TIOM KOHTeVIHepOB.

Pods kube-proxy
BbINoONHAOT NoNb30BaTENbCKUE ObecrneunBaet ceTeByto MapLIPyTU3aLMIO 1
NPUNOXKEHUA U cepBUCbl. MNoabl 6anaHCMPOBKY HarpyskM Mexay cepsucamm u
3anycKaloTcA Ha y3nax u obecneymsatoT nogamu. Kube-proxy nogaepuvsaet ceAsb
BbIMNONHEHME KOHKPETHbIX 3a4ay. MmeXxAay pasiniHbiIMU No4amMun 1 ceTeBbiMU

obbekTamu, ynpasnaa npasunamu iptables nam
ipVS B 3aBMCMMOCTU OT KOHOUTYpaLUUK.



Obuwan cxema (c KoMmeHTapusammn)

Controller Manager Cloud Controller

Cloud provider API*
Manager*

runs all built-in controllers, APl to manage cloud

]
L
]
]
]
! like Node or Replication runs cloud controller ! (AWS, Azure, GCP, ...)
1 Controller processes that take care of : resources
1 eqg. .
: Load Balancer endpoint or ]
. Storage volume allocation ! / Worker Node(s) \
1
: _@ watches for changes I [ /—-\
i \ watches for changes : kube-proxy
]
1 * . .| manages network
! ~ 4 . 1 connections to the
: Scheduler API server I node's Pods, e.g. using
' watches for 1 iptables rules
' distributes unscheduled | tracking state of all cluster [« Y,
1 workloads across the changes components and managing !
1 available worker nodes interactions between them ! 4 ™
1 Y. : kubelet
L
: : | Mmanages conlainers
' reads from / 1 “"|based on incoming Pod
watches for changes : 1 specifications
: 9 writes to : pe
1 ! o y,
1 1
' Cluster DNS* ! uses
1 ! Y
' etcd ,
provides in-cluster DNS [ . .
1 Container Runtime
' for Pods and Services, key value store for all 1
i i i 1
: ucsgallg ﬁé?\lr(lged :Jsmg cluster configuration data | runtime that
. re s plugin I implements the CRI,
1 I like CRI-O or
! - - Control Plane  * Optional Component X containerd
L 1
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[leknapaTuUBHbIXN NOAXOA,
Kubernetes



ba3soBas ocHoBa k8s

Bce B Kubernetes
onpeaenserca c
MNOMOLLLbIO TEKCTOBbIX
dannos B popmate YAML
nnun JSON.

Mnatpopma 3anyckaer
o6pa3bl OCI
AEKNApaTUBHbIM
cnocobom, HacTpamsas
BCe yepes 3T ¢pannbl.

3TOT NoAX0oA4 UCNO/Ib3YETCA TaKKe
ANA HACTPOWMKM CeTEBbIX MPaBuI,
ayTeHTMPMKALMN, aBTOPU3aLMN
(RBAC) n apyrmnx acnexktos

N3yumB oAMH CUHTAKCUC U
cTpykTypy YAML/JSON, BbI
CMOXKEeTe YyNpaB/ATb BCEMU
acnektammn Kubernetes



Co3noaHne un ynpasieHune
KoOHTenHepamu B Docker

: FROM python:3.7
FROM alpine:3.15.4 WORKDIR /myapp
RUN apk add ——-no-cache mysql COPY src/requirements.txt ./

RUN pip install -r requirements.txt

COPY src /myapp

CMD [ "python", "mysql-custom-client.py" ]

ENTRYPOINT ["/usr/bin/mysqld"]

docker build -t my-mysql-server .

docker run -d --name mysql-server my-mysql-server



Co34aHMe M yripaB/ieHNe KOHTEMHEPaMU B
Kubernetes

apiVersion: vl
kind: Pod
metadata:
name: mysql-pod
spec:
containers:
- name: mysql-server

image: myregistry.com/mysql-server:v1.0 stbectiapniyy S FmySyant

apiVersion: vl
kind: Pod
metadata:
name: python-client-pod
spec:
containers:
- name: python-client
image: myregistry.com/python-client:v1.0
command: ['tail','-f',"'/dev/null’']




[eknapaTtnsBHbIN nogxon, k8s

Kubernetes
KoHpurypaumu aBTOMaTUYECKM
coxpaHatotca 8 YAML- nogaepXunBaeT U
dannax n onncbiBatoT ctabunmsmpyet
eflaemoe CoCToAHMme COCTOAHME KNacTepa Ha
CUCTEMDI. OCHOBE 3TUX ONMUCAHN

d Kubernetes cam pelaert, rae u Kak 3anyckaTb
KOHTEMHEpbI.

d Knactep nopaepunsaet 3aaHHOE COCTOAHME AasKe
npu cbosx.

 Nerko macwTtabuposaTb 1 ynpasaaTb 60abLIMM
KO/INYEeCTBOM KOHTEMHEPOB.



ba3oBaa TepMUHONOTUA

1. CNI (Container Networking Interface) u CSI (Container Storage Interface) — ceteBoit nHTepdeic KoHTeliHepoB U MHTepdEC XpaHUauLa aas
KOHTEelHepOoB COOTBETCTBEHHO. [103BOAAIOT NoAKAoUYaTb Moaynn Pod (c KoHTelHepamm), paboTtaolime B Kubernetes, K cetam 1 XpaHUAULLAM.

2. KoHTeiHep (Container) — o6pa3 Docker nnu OCI (Open Container Initiative), KOTopbIit 06bIYHO 3aNyCKaeT NPUIOMKEHME.

3. Mnockoctb ynpasneHus (Control plane) — mo3r knactepa Kubernetes, ocyliecTsaatowmii n1aHUPoBaHUE KOHTEMHEPOB U YNPaBAAOLLUNA
obbekTamu Kubernetes (KoTopble MHOTAA Ha3biBalOT MacTeEP-06bEKTAMMU).

4. Habop nemoHoB (DaemonSet) — aHanor pa3sepTbiBaHuUA (Deployment), HO BbIMONHAETCA Ha KaXKAOM y3/ie Knactepa.
5. PasBepTbiBaHMe (Deployment) — Habop moaynel, KoTopbiMmu ynpasnset Kubernetes.

6. kubectl — MHCTPYMEHT KOMaHAHOM CTPOKU AN B3aMMOAENCTBUSA C NaHenbto ynpasneHns Kubernetes.

7. kubelet — areHT Kubernetes, paboTatowmii Ha y3nax Knactepa. ObecneynBaeT Noaaep KKy NA0CKOCTM yNpaBieHus.
8. ¥3en (Node) — malumHa, Ha KoTopoW 3anyLeH npouecc kubelet.

9. OCI (Open Container Initiative) — 06wWwmit popmaT 06pasa Ana co34aHUA BbIMOAHAEMbIX aBTOHOMHbIX NPUAOXKEHWUI. TaKKe Ha3blBaeTcA
obpasamu Docker.

10. Pod (Moaynb) — 06beKT Kubernetes, MHKancynMpyoLLmMin KOHTeHep.



13 6byneTt B KaHane telegram.
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A Ha ceroaHAa Bce.
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