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CopepxaHume

1. BHyTpeHHee ycTponcTBo docker.
2. Docker CLI. Docker daemon.
3. PoC exploits.
4. [Nober n3 KoHTemHepa (container breakout vulnerabilities).

https://github.com/krol3/container-security-checklist



https://github.com/krol3/container-security-checklist

Docker

Docker (Docker Engine) - 3To oaHa
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Docker CLI & Daemon

Client | (DOCKER_HOST)
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KnuneHTt Docker (Docker Client) — 3To ocHoBHOE
CpencTBO, KOTOPOE UCMOMb3YIOT AN
B3anMogemncTtema ¢ Docker
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HemoH Docker (Docker Daemon) — 3To cepBep
Docker, KOTOpbI OyXMaaeT 3anpocoB K AP
Docker. JemMmoH Docker ynpaBngaeT obpasamu,
KOHTEMHEPAMU, CETAMM M TOMaMM



Client |

docker build --{---:
/
docker pull -

docker run —

Toma Docker (Docker Volumes) — Hanbonee
NpeanoYTUTENbHbIN MEXaHWU3M MOCTOAHHOIO
XpPaHeHWsa OJaHHbIX, MoTpebiaeMbiX Unu
MNPOU3BOOMNMBbIX MPUTOKEHUAMUN.

Peectp Docker (Docker Registry) — yganeHHada
nnatdopMma, UcnonblyemMas and XpaHeHns
ob6pa3oB Docker. B xoge pabdoTtbl ¢ Docker o6pa3bl
OTMPaBAAOT B PEECTP U1 3arpy»KatoT M3 HEro.

(DOCKER_HOST)

/-[ Docker daemon ]
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Client
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docker pull

docker run

docker build --{---:
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Docker Xab (Docker Hub) — 3To caMbiM KpynHbIN
peecTp obpazoB Docker, cnonb3lyeTca Npu
paboTe ¢ Docker no ymMonyaHuto.

Peno3sutopunin Docker (Docker Repository) —
Habop obpaz3oB Docker, obnagatoLLmX
OOMHAKOBbIMU MMEHaMU 1 Pa3HbIMU TEraMu,

Tern — noeHTUdMKaTopbl 06Pa30B.

(DOCKER_HOST)

/-[ Docker daemon ]
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Docker

[e oo

N Same Docker Ul and commands

User interacts with the Docker Engine

[ Docker Engine ]

[ containerd ] Engine communicates with containerd
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runc runc

containerd spins up runc or other OClI
compliant runtime to run containers
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Malicious Image Categories

Cryptomining

Other
A 288
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secrets
33
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Proxy
id o
avoidance Malicious
266 Newly registered websites
domains 129
134

https://sysdig.com/blog/analysis-of-supply-chain-attacks-through-public-docker-images/



https://sysdig.com/blog/analysis-of-supply-chain-attacks-through-public-docker-images/
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Embedded Secret Types

Other
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146 Github
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https://sysdig.com/blog/analysis-of-supply-chain-attacks-through-public-docker-images/



https://sysdig.com/blog/analysis-of-supply-chain-attacks-through-public-docker-images/
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Figure by Container Security by Liz Rice



https://www.oreilly.com/library/view/container-security/9781492056690/
https://www.oreilly.com/library/view/container-security/9781492056690/
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Networking

provides network stack virtualisation =>
allows independent containers network
interfaces management

Mount

controls filesystem mount points
=>provides independent scoped view of
the mounts on the system for each
container.

Process 1D

gives the container a view of the processes
they can see and communicate with
=>provides isolation between containers.

Namespaces

Unix Timesharing System

provide isolation of the hostname and the NIS
domain name => allows containers to have their
own independent hostname and NIS domain.

User

provides an isolation of security-related
identifiers and attributes (user IDs and group IDs)
=> allows a mapping of a user inside the container
to a user outside of it which provides flexibility in
the role a user can have in vs outside of a given
container.

InterProcess Communication

limits the visibility of objects created within an
IPC namespace to processes belonging to that
same namespace only => provides an isolation of
IPC resources between processes running inside
each container.
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Linux kernel

cgroups namespaces Netlink

SELinux Netfilter
capabilities AppArmor
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Container

image Layer

image Layer

Read-write
Image Layer
Image Layer

Read Only

https://faun.pub/deep-dive-into-docker-architecture-ddb343594056



https://faun.pub/deep-dive-into-docker-architecture-ddb343594056

1. Low-Level Container Runtimes:
e runC

e crun

e containerd



https://github.com/opencontainers/runc
https://github.com/containers/crun
https://containerd.io/

. High-Level Container Runtimes
Docker Engine
Podman
CRI-O - OCl-based implementation of
Kubernetes Container Runtime Interface
e Mirantes Container Runtime

e O o



https://docs.docker.com
https://podman.io/
https://github.com/cri-o/cri-o
https://docs.mirantis.com/mcr/20.10/overview.html

3. Sandboxed and Virtualized Container
Runtimes

e gVisor

e nabla-containers

e Kkata-containers



https://gvisor.dev/
https://nabla-containers.github.io/
https://github.com/kata-containers

Runtime Security

e |OC (Indicator Of Compromise)

e Zero Days attack

e Compliance requirement

e Recommended in highly dynamic environments
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Container Security Checklist: From the image to the workload

https://cloudsecdocs.com/container_security/defensive/containers/docker _focus_areas/

https://cloudsecdocs.com/container_security/defensive/containers/secure_dockerfiles/#har
den-kernel



https://cloudsecdocs.com/container_security/defensive/containers/docker_focus_areas/
https://cloudsecdocs.com/container_security/defensive/containers/secure_dockerfiles/#harden-kernel
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Parameters Public Access Infected App. Infected Images Outdated
Images
Compromising Poisoned
Secrets Images
Access other
containers Network Processes as
Container root
Public Ports Outbreak <
Usage of
SETUID/SETGID

Kernel Exploits

‘ Denial of Service \
Network \ Filesystem RAM ‘ CPU 0
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TYPES OF SECURITY THREATS
AND HOW TO AVOID THEM

https://cloudsecdocs.com/container security/theor

KERNEL EXPLOITS
If a comtainer can

cause a kernel panic
or similar, it will bring
down the whole host.

DENIAL OF SERVICE
(DOS) ATTACKS

All containers share
kernel resources. If one
container monopolizes
access 1o a resource,

it will starve cut the
other containers.

CONTAINER
BREAKOUTS

If an attacker can
breakout of a container,
they can gain access

te the host and other
containers.

POISONED IMAGES
Images may be injected
with trojan or virus
infected software. Or
they may simply be
running outdated,
known-vulnerable
versions of software,

/threats/docker threat model/

COMPROMISED
SECRETS

API keys and database
passwords must be

kE.'pt Ssecure to prevent
attackers gaining access.



https://cloudsecdocs.com/container_security/theory/threats/docker_threat_model/

PoC exploit (Proof-of-Concept) - ataka Ha KOMNbLIOTEP UK CETb, KOTOPAs
BbINOJTHAETCA TOSIbKO A1 TOro, YTodbl AOKa3aThb, YTO 3TO MOXHO caenarTb.

OKCNMNONT ON4A NPOBEPKM KOHUENUMM 0DbIHMHO HE NPUYMHAET Bpeda, HO
NoKasblBaeT, KaK 3110YMbILNEHHUK MOXET B3/lOMaTb CETb UMK
BOCMNOSb30BaTbCHA YA3BMMOCTbBIO B MpOrpaMMHOM obecrnedeHnu nnu,
BO3MOXXHO, B 000pyaoBaHuu.



Docker Glossary

1. OcBoboaUTb 2. BblgeneHume
HenpumBMNermpoBaHHbIe npuUBeIMrMpoBaHHbIE
yYeTHble JaHHble YUYETHbIX OaHHbIE B 3. CTaHOBNEHME PYyTOM
ocBoboamnBLUENCSH
namMaTu

https://www.container-security.site/attackers/container breakout vulnerabilities.html



https://www.container-security.site/attackers/container_breakout_vulnerabilities.html

Docker Glossary

https://docs.docker.com/glossary/



https://docs.docker.com/glossary/

https://github.com/DockerSecurityPlayground/DSP

ON
Docker

Security Playground


https://github.com/DockerSecurityPlayground/DSP




