ObecneyeHme 6e30rnacHoOCTU |
KOHTENHEPOB: O6ecneyeHue 6e3¢

LLEMOY KU NMOCTaBKH ]

B paMkax 4aHHOro BbICTYNeHMAa pacCMaTPMBAETCA MCMNONIb30BaHWE CKaHEPOR
npUMepbl PaBOTbl C HUMU B Pas3fnyHbIX KOHOUIYpaLMax. B 4acTHOCTH, B GOKY:
obecnedeHme 6e30MacHOCTV KOHTEMHEPOB B paMKax pa3paboTku, TeCTUPOBaH
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CopepxaHume

1. ObecneyeHuMe 6€30MacHOCTM LEMOYKM MOCTaBKM
1. Ba3oBble 06pa3bl
Bunbnmnoteku
MpuHUMNbl obecnevyeHMna 6€30MacHOCTM KOHEYHbIX 06pa30B
SAST (CtaTmyeckmm aHanms Kkoaa)

DAST (uHaMmyecKmnit aHanm3 Koaa)

O U A W

[TpMeHeHne TEXHUK MUHUMM3aLINN attack surface

1. ObecneyvyeHune 6e3o0nacHOCTM KoHTenHepoB (Container Security)
1. MpuHUMnbl 6e3onacHom pa3paboTku. MNpakTnkm DevSecOps

2. Vlcnonb3oBaHWe CKaHEePOB YA3BMMOCTEN, CpaBHEHME U NpUMepbl PaboTbl C HUMUK B
Pa3MNYHbIX KOHPUTYPaLMAX

3. ObecneyeHme 6e30MacHOCTU KOHTEMHEPOB B paMKax pPa3paboTku, TECTUPOBaAHUSA U
BHeOpeHWa nMporpaMmMHbix petteHmit. CVE \ CVSS.



Llenoyka NoCcTaBKW

Llenoyka NocTaBoK MporpaMMHOro obecrneyeHmnsa — 3TO BCe, YTO KacaeTca NPUIOXKeHUS Uiun
UrpaeT Kakyo-NIMbo posib B €ro pa3paboTke Ha NPOTAXKEHUM BCEro YXM3HEHHOIo LUMKIa
Pa3paboTKM MporpaMMHoOro obecneyeHms

Be3onacHOCTb LEeMoYKM MOCTaBOK MPOorpaMMHOro obecneyeHma — 3To AeUCTBUA MO
obecnevyeHnto 6€30MNacHOCTU KOMMOHEHTOB U MEeTOO0B, CBA3aHHbIX C CO30aHUNEM U
Pa3BepPTbIBaHMEM MPOrpaMMHOro obecneyeHmsa. 2To BKIOYAET CTOPOHHUI U MPOoNpPUeTapHbiM
KOO, MeToabl M MHPPACTPYKTYPY pa3BepTbiBaHUA, MHTEePdENMChI M MPOTOKOSbI, @ TaKXXe MeToabl
Pa3pPaboTKM N MHCTPYMEHTHI pa3paboTkn. OpraHmn3aumm HeECYT OTBETCTBEHHOCTb 3a BbIMO/IHEHME
STUX OEeNCTBMM Mo obecnevyeHnto 6e30MacHOCTU U 3a NpeaocTaBneHne noTpeduntTenam
O0Ka3aTeNbCTB CBOUX YCUMMIM MO obecneyeHnto 6€30MnacHOCTU.



ObecrneyeHme 6e30MnacHoOCTMU
LLEMOYKM MOCTaBKM

OSS . : . - Software
Dependen Proprietary Container Infrastructure Protocols Application Sl of

e Code Images -as-Code and APIs Behavior B



CVE

CVE (Common Vulnerabilities and Exposures) — 3To 6a3a AaHHbIX M3BECTHbIX YA3BMMOCTEN U
nedpekToB 6€30MacHOCTU:

e CucTeMa aKTMBHO NOAOEPXKMBAETCH LLIEeHTPOM nccnegoBaHni 1 paspadoTtok CLUA
(Federally Funded Research and Development Centers, FFRDC), kKoTopbIM yrpaBigeT
Koprnopauna MITRE.

e [lockonbky MITRE aBngeTca HeKOMMep4yecKon opraHmsaumnen, CVE puHaHCHpyeTCcH

OTOEeNOM HauMoHanbHoM kKnbepbesonacHocTm CLUA (National Cyber Security Division,
NCSD).



CVE

CVE (Common Vulnerabilities and Exposures) — 3To 6a3a AaHHbIX M3BECTHbIX YA3BMMOCTEN U
nedpekToB 6€30MacHOCTU:

e CucTeMa aKTMBHO NOAOEPXKMBAETCH LLIEeHTPOM nccnegoBaHni 1 paspadoTtok CLUA
(Federally Funded Research and Development Centers, FFRDC), kKoTopbIM yrpaBigeT
Koprnopauna MITRE.

e [lockonbky MITRE aBngeTca HeKOMMep4yecKon opraHmsaumnen, CVE puHaHCHpyeTCcH

OTOEeNOM HauMoHanbHoM kKnbepbesonacHocTm CLUA (National Cyber Security Division,
NCSD).



NcTtopma cmnctembl CVE

[MlepBOHaYanbHaa KoHuenuua 6a3bl gaHHbiXx CVE BO3HMKMIAG B TEXHUYECKOM
OOKyMeHTe 1999 ropga noa Ha3BaHMeM «Ha nytv K obueMy nepeyvyHio
yasBuMocTemn» (Towards a Common Enumeration of Vulnherabilities), HanmcaHHOM
CtmBeHoM M. Kpuctn 1 aBmaomM 3. MaHHOM M3 Koprnopaunmn MITRE.

Konct n MaHH cobpanun pabdodyto rpynny m3 19 cneumannctoB M COCTaBUMIMU
nepBoHa4vYanbHbIM cnmcok CVE 13 321 3anucu. B ceHTabpe 1999 roga peecTp cTan
obuwenoctynHbiM. C MoOMeHTa 3anycka CVE B 1999 roay pa3nnyHblie NB-koMnaHmm
OOMONHANM CnUCcokK yasBummocTen. K pekabpto 2000 roga B uMHMLUMATMBE
y4aCTBOBaNo 29 opraHmM3aL/mMm Co CBOMMU 43 OLUMOKaMM.



https://www.cve.org/Resources/General/Towards-a-Common-Enumeration-of-Vulnerabilities.pdf
https://www.cve.org/About/History
https://www.cve.org/About/History

cTtopma cnctembl CVE

 CVE mncnonb3oBanacb B Ka4ecTBe OTMPaBHOM TOYKM OJ14
HaymoHanbHaga 6a3bl gaHHbIX ya3BmMocTen CLUA (National
Vulnerability Database, NVD) nHctutyTa NIST.

«  CVE pacwmpgaeTca C Kaxxgoum opraHunsaumen, Kotopasa
npucoegmnHsaeTcd K MITRE B kauecTBe coaBTopa. NoSIHbIN CINCOK
napTHepoB MOXXHO HanTK Ha CVE.org.



https://nvd.nist.gov/
https://www.securitylab.ru/news/tags/NIST/
https://www.securitylab.ru/news/tags/NIST/
https://www.cve.org/PartnerInformation/ListofPartners
https://www.cve.org/PartnerInformation/ListofPartners
https://www.cve.org/PartnerInformation/ListofPartners

Vulnerabilities vs Exposures

Vulnerabilities - 3710 HegocTaTKUM cUCTEMbI, clnabble MecTa B
MHDPACTPYKTYPE, KOTOPbIE MOIyT OblTb MCMOSIb30BaHb
KnbepnpecTynHMKOM: OT HeuncrnpasneHHoro NO oo He3aWwMLWeHHOro
USB-nopTa. Ya3BMMOCTU CUCTEMbI MOTIYT MO3BOIUTb
3MT0YMbILUNEHHUNKY:

MNOJIYHNTb OOCTYI1 K CNCTEMHOMW MaMATU;
YCTaHOBWTb BPEeJOHOCHOE [0O;
3altyCctmTb BpeO4OHOCH bl KOO,

YKPAaCTb, YHUHTOXUTb UJTTN M3SMEHWUTD KOHCI)I/I,EI,GHLI,l/IaJ'IbeIe
HaHHbDbIE.



Vulnerabilities vs Exposures

Exposures — 2TO0 eAMHWYHDbIE Clly4dal, KOIr'da CNCTEMa OPIraHmM3aumninf

HaxoaunTca nopg yrpo3on. NpocTad olmbKa No3BONAET MPOBECTU
KnbepaTaky Ha opraHm3auuto.

Croa MOYXHO OTHEeCTU KPa>xy KOHCI)MLI,@HLI,l/IaJ'I bHbIX OaHHDbIX,
KOTOPblE 3aTEM TPOAOaKOTCH B AaPKHETE.

BONbLWMHCTBO KMOEPUHLNAOEHTOB BbI3BAHO PACKPbITUEM
MHPOPMaL MK, a HE XOPOLLO MPOoayMaHHbIMU 2KCMIOMTaMU.


https://www.securitylab.ru/news/tags/%D0%B4%D0%B0%D1%80%D0%BA%D0%BD%D0%B5%D1%82/

Kak onpepgendatotca CVE?

Bce CVE — 31O HepgocTtaTku, HO He Bce HegocTaTku — CVE.

HepocTtaTok o6baBngaetca CVE, Korga oH COOTBETCTBYET TPeEM
KOHKPETHbIM KPpUTEPUAM:

HenocTaToK MOXXeT OblTb MCMNPaBAeH OTAENbHO OT NtobbIX OPYrMX
OLLMNOOK;

[MocTaBLLUMK 1O nMpm3Han 1 3agoKyMeHTUPOBaN YA3BUMOCTb KaK
HaHOCALLYO yLIepb 6e30MacHOCTM Nonb3oBaTeNneu;

OwmbKa 3aTparmBaeT eOMHCTBEHHYIO KOOOBYIO Oa3y.
HepoocTaTkaM, 3aTparmBatoLLMM HECKObKO MPOOYKTOB,
npucBamBaeTca Heckonbko CVE.



Kak onpepgendatotca CVE?

Kaxxoon ya3smMocT CVE npuceamBaeTca HoMep (CVE |dentifier
mnn CVE'ID) ooHUM 13 222 ueHTpoB HymMepaunm CVE (CVE
Numbering Authorities, CNA) n3 34 cTpaH.

CornacHo MITRE, CNA npencTtaBngatoT pas3/iMyHble opraHmM3aunm: oT noctaBwmMKkoB 10 U
open-source-npoexKToB 00 MOCTaBLWMKOB  YyCNyr no MOMUCKY  OLUMOOK 7
nccnenoBaTelbCKUX Fpynm.

Bce 3T opraHmsaunm MMeroT MpaBo Ha3HadvaTb MaeHTUdMKatTopbl CVE 1 nybnnkoBaTb
3aMmMcK O HMX B paMKax nporpammbl CVE.

Ha npoTaxkeHun MHorumx net K nporpamMme CNA npucoeounHANnUcb npenonpuatma m3
pPa3HbIX oTpacnen. TpeboBaHWA ONd9 BCTYNIEHMA MUHUMAlNbHbI U HE TPebytoT KOHTPAKTA
NN OeHEeXXHOro B3HOCa.


https://www.cve.org/ProgramOrganization/CNAs
https://www.cve.org/ProgramOrganization/CNAs

CVE ID

MexaoyHapoaHbl cTaHOapT a9 nogeHtTnpmkatopos CVE —
3TO CVE-XXXX-VYVYVY.

[XXXX] — rog, Korga ya3BMMOCTb Obls1la OOHapy»>KeHa.

[VYVYYY] — 3TO cepuUmMHbINN HOMEP, MPUCBOEHHbIU
cooTBeTCcTBYOLWLMM CNA.



[ToyeMy BaXkHa nporpamma CVE?

baza CVE 6bina co3gaHa ona ynpoweHms ooMeHa
MHPOPMaUmMen 0b N3BECTHbLIX YA3BMMOCTAX MEXOY
opraHusaumamm.

NoeHTudpmkaTopbl CVE gatoT crneumanmncTy no
Knoepbe3onacHOCTU BO3MOXHOCTb JIerKO HaXoaAuTb
MHPOPMALUMNIO O HEOQOCTATKAaX B Pa3MMNYHbIX
ABTOPUTETHbLIX MCTOUYHUMKAX, UCMOJ1b3ya OOAUVH U TOT YKe
MOEHTUPUKATOP YA3BMMOCTW.



[ToyeMy BaXkHa nporpamma CVE?

Bonee toro, CVE gaBngaeTca HagoexxHom 6ason an4 .
KOMMaHWW, YTOObI MOHATb HEOOXOAMMOCTb MHBECTULLNI
B y/1lydLLEeHMe 3alUnThil.

OpraHm3saumna MoXKeT BbICTPO MOMYYUTb TOUHYIO
MHPOPMaLMIO O KOHKPETHOM 3KCIIONTE U3 HECKOTbKMX
cCepPTUPUNLIMPOBAHHDBIX MICTOYHMKOB, YTO MO3BOMNAET
MPaBMIbHO PACCTaBUTb MPUOPUTETbI /19 YCTPaHEHUSA
npobneMbil.



CKoNbKoO cyllectByeT CVE?

Current CVSS Score Distribution For All Vulnerabilities

Distribution of all vulnerabilities by CVSS Scores Vulnerability Distribution By CVSS Scores
CVSS Score Number Of Vulnerabilities Percentage
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CVSS

CVSS(Common Vulnerability Scoring System) — oTKpbITbI CTaHOAPT
019 OLEHKWM CTeMeHM ONacHOCTU YA3BUMOCTEWN.

CVSS pa3paboTan HaumoHanbHbIM COBET MO MHPPACTPYKTYPE
(National Infrastructure Advisory Council, NIAC) CLLUA.

Tak>ke B cO30aHNM M OOHOBMNEHWM CTaHOapPTa y4acTBOBaNu
KOMMep4YecKme KoMnaHmm, Takme Kak Microsoft, Cisco n gpyrme.
[Toooep>XKom cnctemMsbl 3aHMaeTca QopyM rpynn 6€30nacHOCTU
M pearmpoBaHMda Ha MHUMAOeHTbI (Forum of Incident Response and
Security Teams, FIRST).


https://encyclopedia.kaspersky.ru/glossary/vulnerability/

MeToaunKa oueHKM yassmmMmocTten no CVSS (CVSS Score)

CornacHo ctaHgapTty CVSS, yA3BUMOCTUM OLLEHMBAKOTCA Ha
OCHOBaHWM paga MeTpMK. MOYKHO BblOeNMNTb TPU TUMaA MEeTPUK:

- ba3oBble METPUKM.
- BpeMeHHble MeTPUKM.
« MeTpUKU OKpPpYXXeHUA.



MeToaunKa oueHKM yassmmMmocTten no CVSS (CVSS Score)

Ha ocHOBaHWMM METPUK C MOMOLLbIO Habopa dopmyn
BblumMcnaeTca oueHka CVSS Score. OHa MOYXKeT MpUHMMaTb
3HadeHWe ot O go 10, roe:

9,0-10,0 — KpUTUYECKNI YPOBEHb OMAaCHOCTMU;
'/ O 3 9 — BbICOKUW;

4,0 6 O — cpenoHnK,;
O,1—3,9 — HU3KUW;
O — OMacHOCTb OTCYTCTBYET.



MeToaunKa oueHKM yassmmMmocTten no CVSS (CVSS Score)

Ba3oBble MeTpUKKN. Ctoja OTHOCATCH OOLLME METPUKM,
OnumcblBatoLLMeE YA3BUMOCTb U HE 3aBUCALLME OT BPEMEHU
NN KOHKPETHOIO OKPY»XXeHUS



MeToaunKa oueHKM yassmmMmocTten no CVSS (CVSS Score)

ba3oBble METPUKMU JeATCa Ha OBe MEynMbol.

MeTpUuKU 3KCnlyaTaumm, ornmcbiBatoLLme, HACKOMbKO YA3BMMOCTb
NpPoCTa B aKCMAyaTaummn. Hanpumep, BEKTOP aTakKu: OOHU
YA3BUMOCTM MOYXHO 3KCI1yaTMpoBaTb Yepe3 MIHTePHET, TO eCTb U3
Nto60OM TOUYKM MUPa € JOoCTynoM K CeTun, a gpyrme TpebdytoT
dU3NYEeCKOro gocTyna K ya3BmMMoMy YCTPONCTBY.

MeTpUuKKn Bo3aeMCcTBUSA, Kacatollmecsa NocneacTBmMi akcnayaTaumm
YA3BUMOCTW OJ19 CUCTEMbI U XPaHALLMXCA B HEWM JaHHbIX. Hanpumep,
MOXET I aTaKYIoOLLNM BbIBECTU CUCTEMY U3 CTPOS, MONYYUTb OOCTYI
K KOHOUMOeHUManbHbIM AaHHbIM, MOOUIULMPOBATbL Ganfibl U T. 4.


https://encyclopedia.kaspersky.ru/glossary/attack-vector/

MeToaunKa oueHKM yassmmMmocTten no CVSS (CVSS Score)

BpeMeHHbIe MeTPUKM OMNMCbIBatOT BHELLHME PaKTopPb,
KOTOPble MOTMYT U3MEHUTbCHA C TeYEHUNEM BPEMEHW.

HanpmnMmep, Hanunyume AOCTYIHOro SKCnounTa nnu, HaO60pOT,
[MaT4a.


https://encyclopedia.kaspersky.ru/glossary/exploit/

MeToaunKa oueHKM yassmmMmocTten no CVSS (CVSS Score)

MeTpPUKU OKPYIKEHUA Ha OCHOBHYO OLIEHKY YA3BMMOCTU HUKAK He
B/IMAIOT, HO MO3BOMAIOT ONPEeaeINTb €e ONacHOCTb ANA KOHKPeTHOM IT-
cpenbl. B Habop MeTPpUK OKPYXKEeHUMA BXOOAT 6a30Bble METPUKU C
MoMNpPaBKOWM Ha YCNOBUA KOHKPETHOM cpeabl.



MeToaunKa oueHKM yassmmMmocTten no CVSS (CVSS Score)

MeTpUKU oKpy)XxeHus

Tak, ecnu onga akcnnyataunm ya3BMMOCTU B LLe/TOM TpebytoTca
MWUHMMaNbHble MPUBUNErnn, TO B KOHKPETHOM OpraHm3aumm
OOCTYIM K YA3BUMOW CUCTEME MOTYT MMETb TOJTbKO
agMUHUCTPATOPDI.

TakyKe K MeTPUKaM OKPYXKEHUNA OTHOCATCA MEeTPUKWU,
OMNucCbIBatoLLMe TO, HACKOJIbKO OMacCHbI O/19 KOHKPEeTHOM
OpraHm3aumMm BO3MOXKHbIe MOCNeacTBMA aKCryaTaumm
YA3BMMOCTU. HanpunMep, NOBAMAET I Ha ornepaumm KoMnaHum
OTK/TIOYEHMEe cepBepa UM Y Hee eCTb 3arMacHoOM cepBep, Ha
KOTOPbIV NIErko MepeK/ItoYmnTbCca B cflydae MHLUMOeHTa.



MeToaunKa oueHKM yassmmMmocTten no CVSS (CVSS Score)

na ynpoleHuma pacdeTta CVSS Score cyLLecTBYOT OHTaMH-
KanbkynaTtopbl CVSS.

B HacTodLllee BpeMd O/19 OLLEHKU YA3BMMOCTEM NCMOMNb3YETCA BEPCUS
CVSS 4.1, Bbllweawada B noHe 2019 roaa:

https://www first.org/cvss/calculator/3.]



https://www.first.org/cvss/calculator/3.1

CWE

The Common Weakness Enumeration (CWE) aBngeTcqa
CUCTEMOW KnaccdmKaLmMm oLLMOOK. MNMPOEKT CNOHCUPYETCH
MITRE n nogoep>xkmBaetcg KOMMNbOTEPHOM KOMaHOOM
SKCTpeHHoW roTtoBHOCTUM CLUA (United States Computer
Emergency Readiness Team) 1 HauMoHambHbIM OTLEMOM
Knbepbe3onacHOCTU MMHUNCTEPCTBA BHYTPEHHEN BE30MaCcHOCTU
CLUA (National Cyber Security Division of the US Department of
Homeland Security).

[lon OLLMNBOKaMUM MOHUMaAOTCA COOUM M OLLNOKM Nnpn peaJimaumii nporpaMMHOro
NN alrrapartHoro O6eCI'queHl/IS:|, B NMPOEKTNPOBaHNW, aPXUTEKTYPE N T.04.,
KOTOpPble MOTYT caAejiaTb KOHEYUHDbIN MPOAYKT YA3IBUMbIM K Pa3JTIMHHOIO pOoada
dTaKaM.



OcHoBHasa uenb CWE — npeaotspallaTb BOSHMKHOBEHWNE YA3BUMOCTEMN 33
CYET 0byyeHunAa cneumanmnctoB cnocobam nsberaHma Hanbonee
PACNPOCTPAHEHHDbIX OLLIMOOK.

To ectb B KOHe4YHOM ntore CWE no3sonaeTt nsberatb ya3BMMOCTH,
KOTOPbIM NOABEPKEHO NPOrpaMmmMHOE M annapaTHoe obecnevyeHme.



CWE moxeT nomoub:

ONMCbIBaTb U 0OCYKAaTb NPOrPamMMHbIE M annapaTHble HeA0CTATKU
6e30nacHOCTU Ha 0bLWeM A3bIKE;

NPoBepPATb HA HeAO0CTaTKM 6e30MNacHOCTU CYLEeCcTBYIOLLLME NPOrPAMMHBIE U
annapaTHble peLlleHuns;

OLeHMBATb BO3MOXHOCTU CNeLmann3npoBaHHbIX MHCTPYMEHTOB MO MOUCKY
Heao0CTaTKoB 6e30nNacHOCTY;

npeaoTBpaLlaTh NOTEHLUMA/IbHbIE YA3BMMOCTM B NPOrPammMHOM U
annapaTtom obecneyeHmnmn A0 ero 40CTaBKM MNOb30BATE/AM.



OWASP TOP 10 - Web Application Security Risks

UTO Takoe OWASP??

OWASP (pacwmndpoBbiBaeTca Kak Open Web Application
Security Project) — 3TO oHNaMH-COOOLWECTBO, KOTOpPOE
BbIMYyCKaeT CTaTbM Ha TeMy 6e30MacHOCTM BeO-

I_Ipl/IJ'IO)-I-(eHl/Il;I, d TaK)Ke JOKYMEHTaUWMKO, Pa3JTMYHDbIE
MHCTPYMEHTbl K TEXHOJ1OI M.



OWASP TOP 10 - Web Application Security Risks

UToO Takoe OWASP Ton-107

OWASP Ton-10 — 3TO CNMCOK M3 OeCATU CaMblIX
PACMPOCTPAHEHHbIX Ha OAaHHbIK MOMEHT YA3BMMOCTEN BED-
NPUIOXXeHUM. Bnarogapsa 3TOMY CMUMCKY MOoJib30oBaTeENM
OyayT ocBegOMMEHbI O Hanbonee KPUTUYHbIX PUCKaX U
Yyrpo3ax, MX NocnencTBmnax N Mepax npoTmBoOeCTBUS.
ObHoBnaetca cnmcok OWASP kKa)kgble Tpu-4yeTblpe roaa :

https://owasp.org/Www-project-top-ten/


https://owasp.org/www-project-top-ten/

OWASP TOP 10 - Web Application Security Risks

2017

AD3:2017-5ensitive Data Exposure

AD4:2017-XML External Entities (XXE)

AD5:2017-Broken Access Control

A06:2017-Security Misconfiguration
A07:2017-Cross-Site Scripting (XSS)

AD8:2017-Insecure Deserialization

A09:2017-Using Components with Known Vulnerabilities
A10:2017-Insufficient Logging & Monitoring

2021
A01:2021-Broken Access Control
A02:2021-Cryptographic Failures
A03:2021-Injection
AD4:2021-Insecure Design
A05:2021-Security Misconfiguration
A06:2021-Vulnerable and Outdated Components
A07:2021-ldentification and Authentication Failures
A08:2021-Software and Data Integrity Failures
A09:2021-Security Logging and Monitoring Failures
A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey

=



CTaTnyeckme aHanmn3aTtopbl NpunoxXxeHmm (SAST)

CTaTUYeCKMIM aHanmM3aTop Koda - MHCTPYMEHT, coobLLatoWwmm ob
VA3BMMOCTU MPUNOMXKEHUSA, OPUEHTUPYACH Ha MCXOOHble KOabl
MNPUNTOXKEHUS.



BecnnaTHble / Open-source

Semgrep
ShiftLeft Scan
Salus
HuskyCl
CodeQL


https://semgrep.dev/editor
https://github.com/ShiftLeftSecurity/sast-scan
https://github.com/coinbase/salus
https://github.com/globocom/huskyci
https://securitylab.github.com/tools/codeql

KoMMepyeckme / Enterprise

Solar AppScreener
FortifySCA

PT Al

Checkmarx

PVS-Studio

RIPS

Veracode Static Analysis


https://solarappscreener.com/
https://www.microfocus.com/en-us/solutions/application-security
https://www.ptsecurity.com/ww-en/products/ai/
https://www.checkmarx.com/
https://www.viva64.com/ru/sast/
https://www.ripstech.com/
https://www.veracode.com/products/binary-static-analysis-sast

[InHaMmnyeckme aHanmsaTtopbl npunoxeHmnm (DAST)

HHaMmyeckmm dHaAJTN3aTOP KOOa - MHCTPYMEHT, coobLaroWwmm
00 YA3BUMOCTU MPUNTTOXKEHUNA, OPUNEHTUPYACD Ha OTBETDI
cepBepa rno 3adaHHbIM 3aripoCaM.



BecnnaTHble / Open-source

OWASP ZAP
w3af

nikto

nerve
Arachni
Nuclel


https://github.com/zaproxy/zaproxy
https://github.com/andresriancho/w3af
https://github.com/sullo/nikto
https://github.com/PaytmLabs/nerve
https://github.com/Arachni/arachni
https://github.com/projectdiscovery/nuclei

KoMMepyeckme / Enterprise

PortSwigger Burp Suite
NetSparker

Acunetix

Weblnspect

PT Al

Veracode Dynamic Analysis
Tenable Web App Scanning


https://portswigger.net/burp
https://www.netsparker.com/
https://www.acunetix.com/
https://www.microfocus.com/en-us/products/webinspect-dynamic-analysis-dast/overview
https://www.ptsecurity.com/ww-en/products/ai/
https://www.veracode.com/products/dynamic-analysis-dast
https://www.tenable.com/products/tenable-io/web-application-scanning

CkaHepbl Docker o6pa308B

MHCTpPYMEHTbI, HanpasfieHHble Ha NOUCK
YA3BMMOCTEN B 0Opa3ax KOHTEUHEPOB.



BecnnaTHble / Open-source

Clair

Trivy

Anchore
AquaMicroscanner
Dagda

whalescan

grype

syft


https://github.com/quay/clair
https://github.com/aquasecurity/trivy
https://github.com/anchore/anchore-cli
https://github.com/aquasecurity/microscanner
https://github.com/eliasgranderubio/dagda/
https://github.com/nccgroup/whalescan
https://github.com/anchore/grype
https://github.com/anchore/syft

KoMMepyeckme / Enterprise

Snyk Container
TrendMicro SmartCheck
WhiteSource for containers
Nexus Container


https://snyk.io/product/container-vulnerability-management/
https://www.trendmicro.com/en_us/business/products/hybrid-cloud/smart-check-image-scanning.html
https://www.whitesourcesoftware.com/whitesource-for-containers/
https://www.sonatype.com/products/container

[MpuHUMMbl obecnedyeHmsa 6e30MacHOCTU KOHeYHbIX 06pa308.

Docker Security Cheat Sheet

https://cheatsheetseries.owasp.org/cheatsheets/Docker_Security_Cheat_Sheet.html



https://cheatsheetseries.owasp.org/cheatsheets/Docker_Security_Cheat_Sheet.html

BbA30OBbIE OBPA3DI

e Ba30Bbl 06pa3 — 3TO TO, UTO b ThinR/Wlayer ~ i<«—— Container layer
ABIAETCA NCXOOHbIM CoeM (Mnu | | | | |
c1oaMu) co3gaBaemMoro obpasa.
Ba3oBbi 06pa3 eLlé Ha3blBatoT

POANTENBCKUM 0B6PA30M.

91e54dfb1179

d74508fb6632 1.895 KB

> |Image layers (R/O)
22013c84729 194.5 KB
https://catalog.redhat.com/software/ ;

containers/search

d3alf33e8ab5a

ubuntu:15.04

Container
(based on ubuntu:15.04 image)


https://catalog.redhat.com/software/containers/search

ObecneyeHme 6€30MacHOCTU KOHTENHEPOB

Container Security Checklist: From the image to the workload

https://github.com/krol3/container-security-checklist


https://github.com/krol3/container-security-checklist




