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9tan 1. NoaroToBKa U HaCTPOIKa rpynnbl U peno3uTopus

1. Ha cepsepe gitlab.com Heobxoaunmo co3aaTb npuBaTtHyto rpynny FIO_devsec2022 (Hanpumep
ivanovii_devsec2022)
NoaTteepXkAaatowme BbinoaHeHue: ccoinika (URL) Ha rpynny (npuKkpenuTb B aHKeTy)

2. J[ob6aeuTtb nposepsatowero MIEM DevSecOps Service ( @devsecops_service ) B Kauectse Owner
B AAHHYIO Tpynny — MHaye Mbl HE CMOXeM NPOoBeEPUTL 3a4aHue!

3. Heobxogmmo co3paTtb B AaHHOM rpynne NnpuBaTHbIA peno3utopuii dayl, MHMUMANM3MPOBaATL
ero readme (Bbl B Hem Owner, NpoBepstoWMii TaK Ke)
Noarteepxpatowme BbinonHeHue: ccbinka (URL) Ha peno3sutopuin (NpUKpenuTb B aHKeTY)

4. CospgaTtb BeTKy develop, caenaTb ee 3awmweHHoM (B Settings -> Repository -> Protected
branches) (ccblIky Ha BETKY NPUKPENUTDb B aHKETY)
NoaTteep)Aaaowme BbinosHeHue: ccbiika (URL) Ha BeTKy (NpUKpenuTb B aHKeTy)

Bbl MoKeTe caenatb 3TO HenocpeacTBeHHO Yepes Beb nHtepdelic gitlab.com.

Ecnv Bbl BygeTe aenaTb Bce /I0Ka/NbHO Yepe3 KOMaHAHYIO CTPOKY git, nocnegoBaTeNbHOCTb 406aBneHUA
BETKM MpU paboTe B JIOKaIbHOM PEMNO3UTOPUM: CO3LaHME BETKU U NepeK/toveHne Ha Hee (git checkout -
b), BHeceHne nsmeHeHui B readme, GUKCUPOBAHNE U3MEHEHWI B I0OKaNbHOM peno3uTopuu (git add, git
commit), 3anMBKa HOBOW BETKM Ha cepBep (git push --set-upstream origin develop).

5. MeHaem npaBa gocTtyna Ha BeTKy develop. [lenaem BeTky develop 3awmiieHHon (HacTpoiika
npas: allowed to push — Maintainer, allowed to merge Tonbko Maintainer).

6. MeHaem npasa 4oCTyna Ha main BeTKy (HacTpolika npas: allowed to push — Maintainer, allowed
to merge HUKTO).

PesynbTat paboTbl: penosntopuin c Asyma BeTkamm (master, develop), obe BeTKU 3aluuLLEHHbIE.
Jtan 2. Hactpoiika gitlab runner v peructpauusa ero B Kauectse group runner B Baluei rpynne

1. [0 UMHCTPYKLUMY YyCTaHaB/IMBAEM PaHep Ha CBOM KOMMbOTEP
[https://docs.gitlab.com/runner/install/docker.html#install-the-docker-image-and-start-the-
container]

an.zavyalova@macbook-an ~ % docker volume create gitlab-runner-config

gitlab-runner-config

an.zavyalova@macbook-an ~ % docker run -d --name gitlab-runner --restart always \
-v /var/run/docker.sock:/var/run/docker.sock \
-v gitlab-runner-config:/etc/gitlab-runner \
gitlab/gitlab-runner:latest

Unable to find image 'gitlab/gitlab-runner:latest' locally

latest: Pulling from gitlab/gitlab-runner

fbeb3276a519: Pull complete

98bses3fabga: Pull complete

dcd6fdef935d: Pull complete

Digest: sha256:43fef8f9968d5ad04d46d960288cdcsbe79f52de9e3682326814F33c68bba7ss

Status: Downloaded newer image for gitlab/gitlab-runner:latest
@8bléafB54b6T2d69eeBB5a3c2d165e9T38799964a7c1lef28426dbadb@e41453

an.zavyalova@macbook-an ~ % docker run --rm -it -v gitlab-runner-config:/etc/gitlab-runner gitlab/gitlab-runner:latest register
Runtime platform arch=amdé4 os=linux pid=8 revision=0d4137b8 version=15.5.0

Running in system-mode.

Enter the GitLab instance URL (for example, https://gitlab.com/):
https://gitlab.com/
Enter the registration token:

Enter a description for the runner:
[7980420d1f62]: docker runner

Enter tags for the runner (comma-separated):
docker

Enter optional maintenance note for the runner:

Registering runner... succeeded runner=GR1348941nluén4%b

Enter an executor: custom, docker-ssh, virtualbox, ssh, docker+machine, docker-ssh+machine, instance, kubernetes, docker, parallels,
docker

Enter the default Docker image (for example, ruby:2.7):

alpine:3.16.2

Runner registered successfully. Feel free to start it, but if it's running already the config should be automatically reloaded

Configuration (with the authentication token) was saved in "/etc/gitlab-runner/config.toml"
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2. OrtkpbiBaem B gitlab.com rpynny, CI/CD -> Runners 1 ncnonb3ys
runner” ysHaem rpynnoBon TOKeH

T test gitlab devops test2 &\ Pipeline failing? To keep GitLab spam and abuse free we ask that you verify your identity.

KHOMKy “Register a group

Register a group runner

Show sHiten
registration instructions

Registration token
T

0

Reset registration token

N Until then, shared runners will be unavailable. validate your account OF Use your own runners
3¢ Group information
¥ Issues (] est gitlab devops test2 > Runners
3% Merge requests (]

Al 2 Group 2 Project 0
@ securi
@ cycp

_ O earch or filter results Q Created date ~

3 Packaqes and reaistries

Online  Offline  Stale
@ settings 1@ 10 0oa

I status® Runner Owner (3)
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https://docs.gitlab.com/runner/register/index.html#docker
CnepyiTe MHCTPYKUMAM, pernctpupyem paHHep tmna docker.

Pernctprpyem paHep, UCNOb3ys TOKEH CBOEW MPyNMbl MO UHCTPYKLMM

MoaTBep:KAalowme BbINONHEHUE: group runner Balen rpynnbl ¢ MHGopMaLmeidl 0 HoBOM

paHHepe BMAeH B HacTpolikax Cl rpynnbi.

T test gitlab_devops test2

Register a group runnd

o All 2 Group 2 Project 0
8° Group information
O 1ssues 0

0 v | search or filter results Q
3% Merge requests 0 :
@ security

Online Offline Stale

e 1o Oc

x

4 cyco
Runners

B Packages and reqistries

Runner

Status (3
& Settings

#19415864 (HV2ZMExUB) &0 Group
Version 15.6.1 - docker runner ubuntu

Qla
B4 Created 1

docker

@ online

tact

hour ago

Owner (3

test gitlab devops test2

38 minutes ago B 92.24358.41 €00

PucyHoK 3 VIHhopmayus o 3ape2ucmpupo8aHHOM paHHepe

unstaged jobs»

B HacTpoiikax paHepa rpynnbl CI/CD => Runners => PeakTMpoBaTh NOCTaBbTe raio4ky «Run

Crested date ~ [ 47 | show only inherited (@

ann
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DevOps course > Runners > #18751176 (6JFSxpo2) > Edit

@ online

Details

Description

%o Group Runner #18751176 created 8 hours ago

docker runner

Configuration

) Paused

Stop the runner from accepting new jobs.

() protected

Use the runner on pipelines for protected branches only.

Run untagged jobs
Use the runner for jobs without tags, in addition to tagged jobs.

Maximum job timeout

l

Enter the number of seconds. This timeout takes precedence over lower timeouts set for the project.

Tags

[

PucyHok 4 Run unstaged jobs

5. B HacTpoiikax rpynnbi Settings => CI/CD => Runners Heobxoaumo Bbikao4uTb "Enable shared

runners for this group'
T test_gitlab_devops_test2

S0 Group information

O Issues 0
$3 Merge requests 0
P Ssecurity

& ci/cp

(3 Packages and reqistries
General
Integrations
Webhooks

Projects

G

OTBeT Ha 3aflaHNe

Variables store information, like passwords and secret keys, that you can use in job scripts. Learn more.
Variables can be:

e Protected: Only exposed to protected branches or protected tags.
® Masked: Hidden in job logs. Must match masking requirements. Learn more

Runners

Runners are processes that pick up and execute CI/CD jobs for GitLab. What is GitLab Runner?

Enable shared runners for this

or all projects and subgroups in this group.

Allow projects and subgroups to override the group setting

Allows projects or subgroups in this group to override the global setting

Awiba N adMNa~
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Pe3ynbTaT BbINOJIHEHWUA 3a4aHNA 3arpy3nTe B Gopmy:
https://forms.yandex.ru/cloud/6384f666f47e730620b8b8ee/
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