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Llenb obyyeHus

* OCBOUTb COBPEMEHHbDbIE MPAKTUKN HEMPEPLIBHOW MHTErPaLmmM N A4OCTaBKM HOBOMO KOAa
(Continuous Integration / Continuous Delivery, CI/CD) Ha npumepe TeXHON0runi
GitLab/GitFlow n Docker. YuacTHMKM pasbepyTtcs ¢ npuHumnamu ClI/CD, HayyaTca
co3aaBaTb NamnaanHbl Ha npumepe Gitlab Cl, ocBosaT meToabl U MHCTPYMEHTDI
KOHTEMHepm3aummn Ha npumepe Docker, Hay4yaTca CTPOUTL LENOYKY NOCTABKMY,
BK/1H04AOLLYO BCE OCHOBHbIE CTaAuN - COOPKaA, TECTUPOBAHME, YNAKOBKA, CKAHUPOBAHMeE.




Hemy Mbl Hay4nmcA

* Paboratb B git 1 BbicTpamBaThb gitflow

* Pasbepemca ¢ npuHumnamu ClI/CD 1 03HaKOMUMCA C NYYLIUMK NPAKTUKaMU
* Hayummca co3gasatb nannaanHbl B gitlab Cl

* OcBOMM METOAbl U MHCTPYMEHTbI KOHTEMHEPU3ALMKM Ha npumepe docker

* Hayuymmcs cTpomUTb LENnoYKy NOCTaBKU, BKAOYAIOLLLYIO BCE OCHOBHbIE CTaaumn — cOopKa,
TecTMpOBaHMe, YNaKoBKa, CKAHUPOBaAHME

* Paszbepemcsa c SAST n DAST, Hayummca HaxoAuTb YA3BUMOCTU
e O3HaKOMMMCA C NpUHUKMNamu 6e3onacHon pa3paboTku

* Pasbepemcsa c 6e3onacHOCTbO paboyen Harpyskm u noberamm n3 KOHTEMHEPA

N mHOroe gpyroe



[Toyemy pewmnam caenaTtb 3TY NPOrpammy

Tema «ropa4yas», HO Mbl ee BblIbpann He NO3TOMY

HeobxoanmocTb AaBaTb aKTya/ibHblE HABbIKM CTYAEHTaM.

* HaBblkM paboTbl ¢ git, HaBbikKM DevOps — BxoaAaT B 6a30BbI Habop TpeboBaHUM
COBPEMEHHOro cneymanncTa

BoctpeboBaHO MHAYCTpUEN
e CTyAeHTbl CTa/IKMBAIOTCA C 3TUM NPM NONbITKax TPYAOYCTPONCTBA

* Het B 6a30Bbix Nporpammax
e CTyaeHTbl BbIXoAAT 6e3 3HaHUA npaBuabHoM paboTbl git, docker, Cl v T.1.

* HoBble TeXHONOrMKM AaOT HOBblE BbI30BbI C TOYKU 3PeHNA be3onacHoOCTU
* Ba)XHO 3HaTb, KaK NX MCNO/1b30BaTb Ha 6naro u Aenatb NnpuaoxeHnAa sallneHHbIMA



DevOps/DevSecOps obyyeHune
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KoMy mo*KeT BbITb N01e3HO

Pa3pabotumnky

4TObObI HAYYMUTbCA HAaCTPamBaTb Npouecc cOopKy,
TECTMPOBAHUA N Pa3BOPaYNBaAHUA NMPUNOIKEHUA

CuctemHOMY agMUHUCTPATOPY

aBTOMATM3NPOBATb PYTUHHbIE ONEpPaLUK,
ONTUMMU3UPOBATb HArPy3Ku

QA-unHXXeHepy

Hay4YMUTbCA CTPOUTb aBTOMATU3NPOBaHHbIE TECTOBbIE
cpeabl, HacTpansaTb NpeanpPoAaKLLH TeCTUpPOBaHMeE



KoMy mo*KeT BbITb N01e3HO

Cneuunanucty no 6esonacHocTu

npu sBHeapeHun Cl/CD B opraHmnsaLuum, 4acTb ero
3KCNEPTM3bI TaK Ke MOXKET bbITb
aBTOMaTU3MPOBaHa.

NOIXKEH HayuynTCcA B3aMMOAENCTBOBATb C
pa3paboTtumKkamm n TectuposLimkamu (DevSecOps)

(\ DevOps UHKeHep
cemyac otaenbHasa npodpeccus



[lpeacTtaBneHne Tem

BeeneHune B DevOps/DevSecOps

NHCTPYMEHTbI COBMECTHOM paboTbl

TexHONornMmM KOHTEMHEePM3aLLUK

ObecneyeHne 6€30MacHOCTN KOHTEMHEPOB

ABTOMATM3aLUMA LLEMOYKM NOCTABKM

BesonacHocTb paboyein Harpysku

TexHonornm opKectpaummn (camocroatenbHan pabora)



I J1IONONHUTETbHO

* [pynna B telegram
®* OCHOBHbIE OnoBeweHNnA N KaHan B3aMMO,£|,el‘;ICTBMFI

* CTpaHMLUa Nporpammbil
* https://git.miem.hse.ru/vbashun/devsecops2022
* UHdopmaumsa byaeT obHOBNATLCA

* TpaHChALUM
* Youtube

MOCKOBCKMIA MHCTUTYT 3NEKTPOHUKM N MaTeMaTUKM MM. A.M. TuxoHoBa


https://git.miem.hse.ru/vbashun/devsecops2022

HayHem!
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DevOps — Development n Operations

* ECTb HECKONbKO CTaauM, KOTOPble NPOXoauT Ntobon Ko, oT
pa3paboTKM A0 nosb3oBaTens

C6op

Popmynup
- KoHcynbrauma Te a,
TpeboBaHwMi pebo
Paapaﬁcm(a Kogmur OuzaiH JokymeHTauma

Te BHyTpeHHee TecTupoBaHue
€cThpoBaHhe TecTUpOBaHWe 3aKa3KuKa

Mpuemka paboT

BHenopeHue

\ Wecnpasnexnue HopaboTka KoHcynbTaumm
i I'IoAp,ep}HKa > owmbok byHKUMOHaNa W MOMOLLb

Pﬂkﬂ;ﬂ}q MOCKOBCKMI MHCTUTYT SNEKTPOHUKM U maTemMaTukm um. A.M. TuxoHoBa
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DevOps — Development n Operations

* OCHOBHble cTaanu

* pa3paboTka (KognposaHme),

* cbOpKa,

* TECTUPOBAHME,

* VNAKOBKa,

* BbINYCK PEesIN3a,

* HACTPOMKA MHPPACTPYKTYpPHI,

* BHeApeHMe Ha NPOoAYyKTOBbIN cepsep,
* MOHUTOPWUHI

MOCKOBCKWNI MHCTUTYT SNEKTPOHMKN 1M MaTeMaTuKn nm. A.M. TuxoHoBa
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DevOps — Development n Operations

e 1Be 60/bLUME TPYNMbl 3aHUMAOTCA CAeayIioWL MMM BONPOCamu

* Development
e Pa3paboTKa NpuNoKeHus
e TecTupoBaHUe, BbIMYCK PENN30B

* Operations
* PasBepTbiBaHUE NPUNOIKEHUA
* [logaepKKa N MOHUTOPUHT

MAIM MOCKOBCKMIM MHCTUTYT 3NEKTPOHWKM U MaTemaTukm nm. A.M. TuxoHoBa
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DevOps — Development n Operations

* 3TOT UM

K1 NOBTOPAETCA

* OnpegeneHe NpUOPMTETOE Ha Penn3
* Ananu3 obpaTHoW cBA3K
- Kelcw 1 3anpockl KNWEHTOE
- Onpocsl yA0BNETEOPEHHOCTM KNNEHTOE E AKTYANMSALIAA

BIKNOTA
- BeG-aHanwTuka

MACCOBOE B APXVTEKTYPHAR
OBHOB/EHWE 858 MNOCTAHOBKA
KNMEHTOB

/ \

\
\
|

/
* Pa3paboTka W 3anueka
KAHAPEEYHOE o>
<<-f’ TECTMPOBAHME 4 H eﬂle_ﬂ Vl < PASPABOTKA * MogynHeie TecTel
1
\

* Code Review

/
ABTOMETWM3NPOBAHHBIE MPWUEMOYHBIE TECTHI \ -’1
TecTh o0BpaTHOW COBMECTHMMOCTIA
Py4HOE TECTUPOBAHME
TecTupoBaHWE NOKANMIALAN
TecTmpoBaHWe 4EMOBEDCAA

DYHKLWOHANEHOE
TECTUPOBAHWE @ TECTWPOBAHME

* BBIAENEHWE .

AETOMATU3MPOBAHHEIE NPUEMOUHEIE TECTEI
b RELEASE CANDIDATE

* MconefoBaTenbCKDE TECTUPOBAHME
* MHTErpaUMoOHHLIE TECTHI
* HarpysouHsie TecTsl

MOCKOBCKUIN MHCTUTYT INEKTPOHUKM U MaTeMaTUKN um. A.M. TuxoHoBa
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e Kaxkabl NPOAYKT MPOXOAUT LMK
* Upea — Pa3paboTtka (KoauHr) - CbopkKa - TectnpoBaHme - YNaKoBKa
— Pa3BepTbiBaHUe

* Kpome TOro, noctoaHHaa AopaboTKa
* HoBble pyHKLMNN, HOBbIE BEPCUM NPOAYKTA
* cnpasneHune b6aros

* Kaykgoe nsmeHeHme 3anyckaeT UMKA 3aHOBO

* Be3 aBTOMaTM3auMmM npoLeccoB ObICTpble LUKAbI
HEeBO3MOXHblI

* DevOps — 3TO NPO TO, KaK cAenaTb COBMECTHYIO paboTy
PAa3HbIX KOMaHA 3P PeKTUBHEE



* B yacTHoCTU, BHeapeHue DevOps npmn3BaHoO

* YCKOPUTb NPOXOXKAEeHUE BCeX 3TAaN0B XU3HeHHoro uukna [0,
obecneynTb apPeKTMBHOE B3aMMOAENCTBME PA3HbIX YN1EHOB
KOMaHAbI

* YCKOpPUTb nNoay4yeHmne obpaTHOM CBA3U U UCNPaBAEeHUE OWNOOK
* ObecneynTb BO3MOKHOCTb ObICTPOro OTKaTa B c/iy4ae ownbokK
* YckopuTb npouecc obHoBneHum MO

* YNPOCTUTb NpoLLeccbl ONTUMMU3ALMMN HArpy3oK U BOCCTAaHOB/IEHUSA
nocne cboeB (KOCBEHHO)

* Bce aTO NPONCXOOAUNT 3a CHET aBTOMaATU3aLLUN BCEX NPOLECCOB



DevOps — Development n Operations

* Lnes aBTOMaTU3MPOBATb PYTUHHbIE onepaLumn He HOBA
* YTO }Ke U3MeHUN0Cb, OTKYAa Bcnaeck nHtepeca K DevOps?

* 3a nocneaHune 15 net NOABMIOCb MHOTO TEXHOJIOTMW, KOTOPbIE
CYLLLECTBEHHO U3MEHWU/IM MHOTOE, B TOM YMCNe, NoAxXoA K pa3paboTke
M BHEAPEHUIO NPUNOXKEHUN

¢ nOCMOTpMM HeKoTopble U3 HNX

MWiM MOCKOBCKMI MHCTUTYT SNEKTPOHUKM U maTemMaTukm um. A.M. TuxoHoBa 18



Git (2005)

* PacnpepeneHHaAa cuctema ynpaB/ieHUA BEPCUAMM

* CucTembl KOHTPONA Bepcu bbinn 1 paHblue, NpocTo git
OKa3a/1Cca NyyLnm
* B Ns1aHe paboTbl N3 KOMAHAHOW CTPOKMN,
* paboTbl C BETKAMM,
* pa3pelleHna KOHPINKTOB,
* CMHXPOHM3aUUMN,
e paboTbl oddnavH K T.N.

MW:!M MOCKOBCKMIM MHCTUTYT 3NEKTPOHWKM U MaTemaTukm nm. A.M. TuxoHoBa 19



* [locTeneHHo NoABAANNCH NYO/INYHbIE U YaCTHbIE
PENnoO3nTOPUM

* Hanpumep github — ocHoBHOEe XxpaHuaULLEe
opensource peLleHnm

* bblan 1 apyrue
e GitLab, Bitbucket, etc.

* Bosblle Yem NPOCTO PEeno3nTopmn

-

MW:!M MOCKOBCKMIM MHCTUTYT 3NEKTPOHWKM U MaTemaTukm nm. A.M. TuxoHoBa 20



* AnnapaTHasa noaaepKa BUpTyanm3aumm

* [loaBneHne runepBmnU3OpPOB

* CneumanbHble NPUNOKEHUA, KOTOPbIE NO3BOIANN
3aNyCKaTb Ha OAHOWN MALLUMHE HECKONIbKO BUPTYANbHbIX
naaTeopm

* OTKpenneHue cepsepa OT *Kenesa, pabota B BUPTYa/IbHOM
OKpPYKEeHUU

* IBM LPAR, VMware, Hyper-V, Xen, KVM, Bhyve
* [Tnatdopmbl ynpasaeHmna o0b61a4HbIMU pecypcamum



[TybanyHble 0b1aKa

 [lanee ecteCTBEHHO NOABUANCL NYO/INYHbIE
obnayHblie nnaTdopmbl
 Amazon Web Services (2006),
* Google Cloud (c 2008),
* Azure (2010)

“nr.n. Cloud Providers

AWS Azure Google Cloud

 aws 3 a

I\ﬂlﬁmﬂm MOCKOBCKMIM MHCTUT YT SNEKT POHMKM N MaTEMATUKK U M. A.M. TuxoHoBa
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* KOHTEWMHEP 3TO HE BNOJIHE BUPTYanbHAA MaLLUMHA
* 06 saTOom byaeT nogpobHO paccKa3aHO 3aBTpa

* bbl2IN Pa3Hble pelueHnn

* FreeBSD Jail (2000), Virtuozzo Containers (2000), Solaris
Containers (2005), Linux-VServer[en], OpenVZ (2005), LXC (2008),
iCore Virtual Accounts (2008)

* Ho notom nosasuaca Docker (2013)

* U AOCTAaTOYHO ObICTPO CTaN Hanbosnee NCNoNb3yEMbIM
NPUAOKEHUEM ANA KOHTEMHEPU3aLUUNU

(1 3aBOEBAN MUP)



KoHTeMHepHaa BUpTYyam3auma

* Cenyac ucnonb3loBaHue docker pacnpoctpaHunoco

O4YEHb LWWUPOKO
e PaboTta c docker - must-have HaBbIK

Containerization timeline

20%

of companies , '
have containers ;
deployed p
eploye . 50%
. 4 of companies

Docker have containers

containerization deployed
debuted

= -
—

2013 2014 2015 2016 2017 2018 2019 2020

MW@M MOCKOBCKMI MHCTUTYT SNEKTPOHUKM U maTemMaTukm um. A.M. TuxoHoBa
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KoHTenHepHasa BUPTYyanmn3auma

* [Touemy 3TO TaK NONYyAAPHO?

* PAaCCMOTPUM aHaNOTUIO C
noAasaeHnem CTaHAaPTHbIX
MOPCKNX KOHTEMHEpPOB

* Alcnonb30BaHWe CTaHAAPTHbIX
MOPCKMUX KOHTEMHEPOB NO3BOAET B
OTAENbHbIX C/Iy4aaAX CHU3UTb 3aTpaThl
Ha NepeBO3KYy MaTepuanos n n3aennin
NPaKTUYECKM BABOE.

M!AiM MOCKOBCKMIM MHCTUTYT SNEKTPOHUKMU M MaTeMATUKN M. A.M. TuxoHoBa 25



KoHTeMHepHaa BUpTYyam3auma

* McnoNb30BaHME CTaHAAPTHbIX KOHTEMHEPOB ANA
YNAaKOBKM NPOrPaMMHbIX peLUEHNN UMEET CXOXKNe

NAHOCbI

* [logaepKKa Ha pa3HbIXx NAaTdopmax

e Bo3amoxHocTb HanucaTtb dockerfile u 3anyctntb ero B ntobom mecte, nonyyms
rapaHTMPOBAHHbIN MOBTOPAEMbIN PE3YNbTAT

* MOXXHO ynakoBaTb CBOE NPUNOKEHUE B CTaHAAPTHbIN docker KOHTENMHEP U
3aMyCTUTb €ro CKONIbKO YrogHo pas

* MOXHO pa3BepHYTb, Hanpumep, B docker compose

docker

MV!:!M IMOCKOBCKMIM MHCTUTYT 3NIEKTPOHUKM 1 MaTeMaTukK M. A.M. TrxoHoBa 26



KOHTEeMHepbl VS BUPTYabHble MALLWHbI

* BUpTyanbHbie MalLlUHbI — ANCNeTYEpP (rMNepBm3op) BblAeNAET PeCcypChbl
ans roctesbix OC (y Kaxkaon — cBoe A4p0)

e KOHTelHepbl — AenaT o4HO A4P0 C XOCTOM

[ocTeBble [[ocTeBble
NPUNOXEHWS NPUNOXEHWA

[MpunoxeHne
[MpunoxeHwne

MMnepBu3op

paalele

AnnapaTtHoe obecne4yeHue

AnnaparHoe obecneyeHune

MlAIM MOCKOBCKMI MHCTUTYT 3NEKTPOHMUKM M MaTemMaTMKM MM. A.M. TuxoHoBa 27
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KoHTeMHepHaa BUpTYyam3auma

* McnoNb30BaHME CTaHAAPTHbIX KOHTEMHEPOB ANA
YNAaKOBKM NPOrPaMMHbIX peLUEHNN UMEET CXOXKNe

NAHOCbI

* [logaepKKa Ha pa3HbIXx NAaTdopmax

e Bo3amoxHocTb HanucaTtb dockerfile u 3anyctntb ero B ntobom mecte, nonyyms
rapaHTMPOBAHHbIN MOBTOPAEMbIN PE3YNbTAT

* MOXXHO ynakoBaTb CBOE NPUNOKEHUE B CTaHAAPTHbIN docker KOHTENMHEP U
3aMyCTUTb €ro CKONIbKO YrogHo pas

* MOXHO pa3BepHYTb, Hanpumep, B docker compose

docker

MV!:!M IMOCKOBCKMIM MHCTUTYT 3NIEKTPOHUKM 1 MaTeMaTukK M. A.M. TrxoHoBa 28



KoHTeMHepHaa BUpTYyam3auma

65% 48% 41%

ncnonb3syrT Docker ncnonb3yT Docker ncnonb3sytoT Docker
ANns 6bICTpPOA AOCTaBKU ANa KoTpons 3a AN co34aHUA NOPTAaTUBHbIX
NPUIOXKEHNIA OKpY>Xe€HUEM MpPUIoXKEeHNA MNPUI0KEHUS

vy
Docker Workloads

90%% e ———— " 58%

= App Servers
NCNoNb3YyT AN NPUNOXKEHUA ncnonb3yoT Docker
B paspaboTke B NpoayKTUBe

7o
2% I
27% _ Distributed Databases

Traditional Databases

90% 80%

NaHMPYIOT cpeay pa3paboTku > nnaHupytoT DevOps system-admins.ru
B oKpy»OKeHuun docker ¢ B oKpy>xeHuun Docker

docker

-

MOCKOBCKWNI MHCTUTYT SNEKTPOHMKN 1M MaTeMaTuKn nm. A.M. TuxoHoBa 29




OpKecTpaumAa

* YnpaBneHune 60nblLIMM KOJIMYECTBOM
KOHTENHEPOB

* Ha camom gene 601bLINM — COTHAMMU,
ThiCAYaMMU

e KOHTPO/Ib UX COCTOSIHUA, BbIAENEHNE PECYPCA,
nepesanyck, 6anaHcMpoBKa, pa3BepTbiBaHUE
NOMNOSIHUTENIbHbIX CEPBEPOB
(MacwTtabupoBaHue) u T.1.

* [1nA 3TOro TaK e ecTb
cneunannsnpoBaHHble pelleHuna

* [lpexae Bcero - Kubernetes

MWiM MOCKOBCKMIM MHCTUTYT 3NEKTPOHWKM U MaTemaTukm nm. A.M. TuxoHoBa 30



OpKecTpaumAa

e CTaHaapTHas cxema paboTbl

* Pa3pabaTtbiBaem NpuaoKeHme
* YnakosbiBaem ero B docker kKoHTenHep
* PasBopaunBaem B Kubernetes (4actHbIN, nam B nybanyHoe o61akKo)

MOCKOBCKWUI MHCTUTYT SNEKTPOHUKM U MaTeMATUKM UM. A.M. TuxoHOBa
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I OpKecTpauuA

Worker node 1

Kubernetes architecture bod1  Poda  pod3

User
interface Kubernetes master Contalne 3

Docker
APl Server

kubelet Kube-proxy

Scheduler

Controller-Manager Worker node 2

Pod 1 Pod 2 Pod 3

etcd

Container 1

Container 2 Container 1

kubectl

Docker

kubelet Kube-proxy

MWiM MOCKOBCKMI MHCTUTYT SNEKTPOHUKM U maTemMaTukm um. A.M. TuxoHoBa
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* TOoMMMO TEXHO/IOTUUN, CEPbE3HbIE N3MEHEHMA MPOU3O0LLJIN U B
MEeTOZ0/10TMn pa3paboTKM, B YaCTHOCTU, 3TO KacaeTcH
XU3HEHHOro uuKna paspabotkum MO

* CKopee, pa3BUTME O4HOIO Ae/1a/10 BO3MOMKHbIM MU3MEHEHME
Ipyroro

* A3BECTHbI KNaccn4eckue ctaammn pa3padboTku

* AHanu3 TpeboBaHMM — NPOEKTUPOBAHMNE — pa3pPaboTKa —
TeCTUPOBaHME — BHEAPEHUE

* Moaenb «waterfall»



KackagHbl meTo

Tpebosarua

O
Fi==

Il

\

ITpoexmuposanue
u apxumexmypa

~ Konwmponw xavecmeau
mecmupoeaMue

IToddeprxxa
u conpoeoxcoeHue

;
e e

MOCKOBCKUIN MHCTUTYT INEKTPOHUKM U MaTeMaTUKN um. A.M. TuxoHoBa
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[MbKasa meToa010r1a pa3paboTKu

MIAIM

Waterfall

Final Outcome @/

Agile

P vects D Deson FDeHNT reqrs D Desion JDeBoNI req's D Deson FBepiorS
Preliminary Outcome @ Intermediate Outcome @/ Final Outcome @/

MOCKOBCKMI MHCTUTYT 3NEKTPOHMUKM M MaTemMaTMKM MM. A.M. TuxoHoBa
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[MbKasa meToa010r1a pa3paboTKu

* [Mpn pa3paboTke NCNONb3YIOTCA CMPUHTbI — KOPOTKME
Vi

nepmnoibl, Ha BbiXoae KOTOPbIX OTAaAEeTCA roTOBbIN pe3y/ibTaT

g SPRINT 1
:
“%&

leed Length |
Start Date

(T meb f pto End Date
th)

g SPRINT 2
:
‘%&

MOCKOBCKMI MHCTUTYT SNEKTPOHMKN U maTemMaTUKM MmM. A.M. TUXOHOBA
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* Takon noaxon, Hanpumep, BHEAPEH B MPOEKTHYIO MOAe b
obyyeHus

* Bca metoponorusa paboTbl B NpoeKTax NnocTpoeHa no moaenun Agile

* ECTb elle Takue CcBA3aHHble TePMUHbI TaKMe KaK Scrum,
Kanban

* [naBHOE OT/INYME — TaKass MeToA40N0rus NO3BONAET YaCTO
BbIMyCKaTb 0OHOB/IEHME NPOAYKTA

* CokpawlaeTtca «time-to-market»
* /1 3T0 BNe4eT 3a cobon U3mMeHeHne BCen opraHmn3saumm paboTbl



* YacTanA BblKaTKa 06HOBEHUIN TpebyeT NU3MEHEHUS BCEU
CTPYKTYpPb! paboTbl
e [lpyron XXuU3HeHHbIN umkn MO

* I3ameHeHUne KynbTypbl pa3paboTKM N TECTUPOBAHMUA

* BHeapeHMe aBTOMaTU3UPOBAHHOIO TECTUPOBAHMUSA, HaNaXKNBAHNE TECHOro
B3ammogeicTema mexay development n operations KomaHaamm

* BHegpeHue cpeacTs aBTOMaTM3aLMKM NPU BCEX CTaANAX CO34aHUA
NPUIOXKEHUA

* A mbl nocTeneHHO NoaxoaAMm K continuous integration,
continuous delivery



* [Ipn yacTon BblKaTKe 0OHOB/IEHMN, HEBO3MOXKHO NPOAOIKATb
nenaTtb BCe onepaunm BpyYHYHO
* [naBHOE 3TO He HYXHO

* HecKo/1IbKO Te3ncos

* JleHb 1 n306peTaTeNnbHOCTb — ABUraTe b Nporpecca

e 3a4em NOBTOPATb PYTUHHbIE ONepaLunmn, eCci X MOXKHO AenaTb
aBTOMATUYECKM

* Bce, 4To MoKeT 6bITb GOPMANN30BAHO, MOXKET ObITb
aBTOMATMU3NPOBAHO

* Mpoueaypbl COOPKK, YNaKOBKU, AOCTaBKM Ha cepBep, TECTUPOBAHMUA,
NOCTAaTOYHO XopoLuo ¢opmManmnsytoTcs



* Ba)KHbIM MOMEHT — KOpeHb J0BepUA
* Inn KopeHb NpaBubHbIX MCXOAHUKOB, HAaCTPOEK U T.M.
* YTO UMEeHHO A0/13KHO bbITb cobpaHo/oTTeCTMPOBaHO/AOCTaBNEHO

* MHbIMK CNOBAMM, A€ MMEHHO NEXKUT NMPaBU/IbHasA BEPCUA»

* 3TO HYXHO 3HaTb, YTOObI 3HATb YTO MMEHHO U KOrAa Pa3BoOPaAYMBATH
B MNPOJaKLH, Kak OTKaTbIBATbCA, €C/IN BCE ynaao u T.n.

* I TYT Ha NOMOLLLb NPUXOANT CUCTEMA KOHTPONA BEPCUM
* [Tpn ycnosmun npaBnabHOro BbicTpanBaHua workflow



* Bce KyCOYKM nMas3na cownmcb
* HoBaa meToaon0rna paspaboTku
¢ Heo6XO,£I,MMOCTb peryniapHo n 6bICTpO BblKaTblBaTb NPpUAOKEHUE

* Kog, KOTOPbIN NEXKUT B PENO3UTOPUUN — KOPEHb J0BEpUS

e Koz, KOTOPbIN NEeXKUT B NpeablayLLnuX KOMMUTaX — NpeablayLive Bepcum
NPUNOXKEHUSA

 dopma nepenaym MCXOAHUKOB — CTaHAAPTHbIN KOHTENHEP

e Knactep nnm nybanyHoe obnako — 6epyt Ha ceba pelueHmne 3aaa4u
noaaeprKaHma paboTocnocobHOCTH

* OCTa/10Cb TO/IbKO HAaCTPOUTb CKPUNTDI



* CKpuNTbl — 3TO COBCTBEHHO aBTOMAaTU3aLMUA BCEX PYTUHHbIX
npoLeccos
e TyT HET HNYEro HOBOro, OHM bbl/In Bceraa

* Ho Tenepb OHU cTanm bonee yHUPMUMPOBaHbI, MOABUIUCD
TEXHUYECKUE cpeacTBa NoaaepPKKN TaKOWM aBTOMaTU3aLMUU,
CTaHAAPTHbIE KOHTEWUHEPbI U T.1.

* Bce 370 Ha3bIBaeTCA HENPEPbIBHAA MHTErpaLusa u
HenpepbiBHOE BHeApeHue (A0oCTaBKa)

* [Tpo HNX mbl bonee NoagpPoOOHO NOroBOPUM MO3Ke

* 3TO CKOpee He KaKOM-TO KOHKPETHbIN MPOAYKT, U NAe0/10TUs
KOHBeWepa Npu NPOoxXoxKAeHUM CTaHAaPTHbIX CTaAUMN }KU3HU
Koda 1 BHeApeHUA ero B NpoaaKLLH



Cl/CD

* CI/CD — ato cobcTBEeHHO continuous integration
(HenpepbIiBHasA nHTerpaumnsa) n continuous delivery
(HenpepbIiBHasA AocTaBKa)

~\ 7\

Plan Code Build Test Release Deploy

N NS

Continuous Integration Continuous Delivery
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Cl/CD

* Continuous delivery / continuous deployment

Continuous Integration ———»

_/ Manual ;

\ J

Continuous Delivery '{ approval /

Version

control

Push changes in
source code

Continuous Deployment £F Automatic deploy ——————*
A
Automated ) Automated : )
> Build > Staging »  Production
Run build and tests Deploy to a test environment to verify Deploy to production environment
behavior, do performance testing etc. for end-user access

MOCKOBCKMI MHCTUTYT 3NEKTPOHMUKM M MaTemMaTMKM MM. A.M. TuxoHoBa
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I X as Code

* Bce yTO MOKHO POpPManM30BaTb — MOXKHO aBTOMAaTU3NPOBATL
* B git MOXHO XpPaHUTb HE TO/IbKO UCXOAHUKMU

X asCode

Infrastructure as Code \

=X =
=) (==

Configuration as Code
- B ,

-@- Network as Code \

@ | Security as Code |

L Policy as Code J
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laC

* Cenyac o4eHb aKTUBHO pa3BuBaeTca Tema Infrastructure as
Code

* PeleHnA BoNpocoB ynpasneHna MHPPaCcTPyKTypo yepes

KOHPUrypauUMOHHbIe panbl .

* Terraform Ans NoarotoBKM MHGPACTPYKTYPLI
* Bce 370 TaK ke nHterpupyetca ¢ Cl/CD .

* Ansible ana ynpasneHna KoHoUrypaumen
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GI1tOps

* HoBbI TepMUH GitOpts
* GitOps =1aC + MRs + CI/CD

e |]aC - Infrastructure as code

* MR — Merge requests
* Continuous integration and deployment

laC MRs Cl/ICD

MAIM MOCKOBCKMIM MHCTUTYT 3NEKTPOHMKM U MaTemMaTMKM M. A.M. TnxoHOBa
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* Pacwupsaet DevOps, doKkycmpyeTca Ha Ha Bonpocax 6e3onacHocTu
* T.e. HTErpmpyeT BONPOChbl 6e30nacHOCTU B Lenoyku noctasku CI/CD

* 334a4a — MNPMMEHATb COOTBETCTBYIOLLIME MEXAaHU3MbI U
MHCTPYMEHTbI 6€30MacHOCTM Ha KaxKJ0M 3Tane XU3HEHHOro
umkna MO, n aBToMaTU3INPOBATb 3TOT NPOLLECC

* 3TO BK/IlOYaeT B cebA
* ObecneyeHmne 6€30NacHOCTb KOHTEMHEPOB
* be3sonacHocTb paboyen Harpysku

* AHanun3 6e3onacHoctu (SAST, DAST u 1.n.)
* |aC

* N ap.



Tema 3. Gitlab

JleTHAA WwKona DevOps 1
Cl/CD

GitLab runners & job execution

@ M4IM



e KoHTponb Bepcui (MCXOAHMKOB, KOHPUTYpaL UM, CKPUNTOB
pa3BepTbiBaHUA)

* XpaHunuuie Koga

* [logaep»KKa 3anpocoB Ha canaHmne (merge requests)
* [lopaepxKa gitflow

* [MopneprKKa code reviews

* Paspelwenne/npeaynpexkaeHne KOHGJMKTOB

* YnpaBaeHune AOCTyNnom

* I MHOTO Apyroe



I GitLab 210 He TonbKO cepBep Ana git

* MHCTPYMeHTbI, No3BoAAIOWME NPOBOAUTL TECTUPOBAHUE, COOPKY U
T.0.

* BCTpOEHHbIN peecTp NakeToB
* BctpoeHHble cpeactBa 6e3onacHocTu (Takme Kak SAST, DAST)
* HTerpupoBaHHoe peweHune — DevOps platform
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DevOps platform
) B B E @ & % &

Manage Plan Create Verify Package Release Configure Monitor Secure
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DevOps platform

B —
m 8 8 9 8 & & 8 U
-
Manage Plan Create Verify Package  Secure Release  Configure  Monitor  Protect
Subgroups Team Source Code Continuous Package SAST Continupus Auto DevOps Metrics Container
Planning Management Integration Registry Delivery Scanning
Audit Events () Secret Kubemetes Incident
Portfolio Code Review Container Detoction Pages Managemaont Management Security
Audit Reports Management

CodeTesting  Registry Orchestration
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GitLab

* BapnaHTbl pa3BepTbiBaHMA
e SaasS — gitlab.com
 Self-managed (KaK git.miem.hse.ru)

type of difference GitLab SaaS GitLab self-managed

Infrastructure GitLab manages HA Architecture, manage your own, anywhere
and instance-level backups,
recovery, and upgrades

Instance wide settings same for all users custom

Access controls customer is group owner customer is admin
Features availability, such as: SAML SSO is Premium SAML or LDAP is Core
Log information and auditing * no access, but Support or Security unrestricted access

can answer questions

Reporting, DevOps adoption Group and project level DevOps Usage trends, instance-level
adoption reports DevOps adoption reports

MOCKOBCKWNI MHCTUTYT SNEKTPOHMKN 1M MaTeMaTuKn nm. A.M. TuxoHoBa
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* PaccmoTpum, Kak yctpoeH GitLab ¢ Toukun 3peHus
BbINOJIHEHUA 33a4aHUM

* Mbl nomHMMm, 4yTo GitLab 3To KOMNAEKCHOE NPUNOoKEHUE C
MHOeCcTBOM PYHKLMMN, CENYAC UHTEPECYET MMEHHO job
execution

* BHe 3aBMCMMOCTM OT TUNa yCTaHOBKMU (061a4HaAa naum self-

managed), vy GitLab byayt cneayiowime anemeHTbl:
* Cepsep GitLab
e CneunanbHble XOCTbl A1 BbINOJIHEHNA 3a4aHUN — PpaHHepbI (runners)



* [1TaBHbIA KOMMOHEHT

* Ha HEM XpaHUTCA BCA KOHPUTrypaLUS
* B TOoM 4yncne, KoHpurypauma pipeline

* OH ynpaBAsieT 3anyckom 3aaHUM — CTaBUT MX Ha BbIMNOJIHEHME
* Ha cepBepe xpaHATCA pe3ynbTaTbl BbINO/JIHEHNA 3a4aHNN

¢ O,D,HaKO CaM OH 3a4dHUNA He BbINOJIHAET, a nepenaet nx
creunanbHOMY Y31y — paHHepy
* Ecnv TouHee, paHHep cam 3abuMpaeT rotosble 3a4a4M N0 Mepe UX NoABAEHUA



* CneumanbHOE NPUNOKEHUE, KOTOpOe paboTaeT COBMECTHO €
GitLab Cl anqa BbinonHeHUA 3a4aHUN

* 3anyckaeTtcs n bepeTt 3agaHMe B paboTy B HY*KHbI MOMEHT

* MOXHO HacTPOUTb HeEObXo0AMMOE KONIMYECTBO PAaHHEPOB B
HacTpouKax GitLab

* MoryT 6bITb pa3Hble TUMbl PaHHEPOB NoA pa3Hble 3a4a4u

* 3TO JOCTAaTOYHO NPOCTOE NPUNOKEHMNE, KOTOPOE MOXKET ObITb

YCTaHOB/M1eHO Ha pa3Hble OC
* Linux, Windows, Mac



* ECTb HECKONbKO BUAOB PaHHEPOB C TOYKU 3pEeHUS AOCTYMHOCTU

e Shared runner
e [loctyneH u3 ntoboro npoekTa gaHHoOro cepsepa GitLab
* [locTyneH Bcem nosb3oBatenam gaHHoro GitLab Ha KOHKypeHTHOWM ocHOBe
* HactpamBaeTtca asa skdemnasapa GitLlab B uenom

 Specific runner
¢ I,£|,OCTyI'IEH ANA AaHHOINo NpoeKTa TO/1IbKO

* Group runner
e [locTyneH Ana Bcex NPOEKTOB KOHKPETHOM rpynnbl



I GitLab runner

GitLab Shared Runner (Docker Executor)
Test job

GitLab o

GitLab Shared Storage
Deploy job ’
Push Code

v

RUNNER
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GitLab runner

W GitLab = menu * KaK y3HaTb, Kakme paHHepbl AOCTYMHbI A8 NPOeKTa?

Ll Analytics A
0 wiki
X Snippets

{3 Settings

General
Integrations
Webhooks
Access Tokens
Repository
Cl/CD ‘
Monitor

Packages & Registries

Usage Quotas

&« Collapse sidebar

MM

* Paspen Settings => CI/CD => Runners

Runners

Runners are processes that pick up and execute CI/CD jobs for GitLab. How do | configure runners?

Register as many runners as you want. You can register runners as separate users, on separate servers, and on your local machine. Runners are either:

e active - Available to run jobs.
e paused - Not available to run jobs.

Specific runners Shared runners

These runners are specific to this project. These runners are shared across this GitLab instance.

The same shared runner executes code from multiple projects,
unless you configure autoscaling with MaxBuilds set to 1 (which it is

Set up a specific Runner for a project .
on GitLab.com).

1. Install GitLab Runner and ensure it's running.
2. Register the runner with this URL:

https://git.miem.hse.ru/ [ Enable shared runners for this project

o)

MOCKOBCKUIN MHCTUTYT INEKTPOHUKM U MaTeMaTUKN um. A.M. TuxoHoBa 60



Shared runners

= Menu

A GitLab

Ll Analytics A
0 wiki
X Snippets

{3 Settings

General
Integrations
Webhooks
Access Tokens
Repository
Cl/CD ‘
Monitor

Packages & Registries

Usage Quotas

&« Collapse sidebar

Pa3gen Settings => CI/CD => Runners

Available shared runners: 4

@ =73 ZAM4rVjE)

shared-runner-2-2

@ #55 (9ZzsxiHx) &

shared cluster

@ 60 (19KTCp) &
shared-cluster2

video-lab-miem

@ #72 (62Bc681U)

shared-runner-1-2

* IX HacTpausaeT
aamuHuctpatop GitlLab, Ho
MOXHO MCNONb30BaTb

e JloCTynHble paHHepbI
BUAHbI B ceKUuum available
shared runners
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Specific runners

A Gitlab = Menu

L' Analytics
M wiki

X Snippets

{3 Settings
General
Integrations
Webhooks
Access Tokens
Repository
Cl/cD
Monitor
Packages & Registries

Usage Quotas

—

&« Collapse sidebar

Pa3gen Settings => CI/CD => Runners

Available specific runners * MoxHo HAaCTPOWUTb ONA

@ o4 (KPPIACE) B T KOHKPEeTHOIo npoekKTa

vbox-ubuntu-docker °

i J1oCTaTOYHO YCTAaHOBUTDL
NPpUNnAoKeHUne-areHT Ha

@ o8 earezn & o [EEEE  pocTynHbIN XOCT

my-windows-runner-2

@) €D * Mbl NO3XKe NOCMOTPUM, KaK

@ o1 (C3a9KIP) 2 YCTAHOBUTb U HACTPOUTDb

my-win-runner dHHEe NA CBOETro NpoekKTa

P PA P
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GitLab runner

* Runner ato otaenbHble MalnHbI, UX HYXXHO

HaCTpanBaTb U ,£I,O6aBI'IFITb B HaCTpOI\/JIKaX Available shared runners: 4
* CMOTPUM, KaKne paHHepPbl HaM cemnyac ® 55 (7255t
AOCTYMNHbI shared cluster
* Hapo 3ainTn B pasaen Settings -> CI/CD

* Bbibupaem HYyXKHbi (no Tery) @ #12 (7dv107Pa) Q)

shared runner 1

* B HacTpoWMKax 3a4aHUA HAAO0 yKa3aTb Ter

HY>KHOTO paHHepa

@ 60 (19KTCpz)) &

shared-cluster?2

video-lab-miem

7 ~ job:
8 stage: build

9 J(F-%agsz
10 - docked

11 ~| script:

12 # provide a shell script as argument for this keyword.
13 - echo "Hello World"
14
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* Cenyac H6a3osble paHHepbl — Ha ocHoBe OC Linux
* Ml yawe Bcero, 3To paHHepbl TUNa docker

* Ho BoobOLe, moxKeT b6biTb ycTaHOBAEH Ha pa3Hbix OC
 Windows, Mac

* YCTAaHOBMM M HAaCTPOUM CBOM paHHeEp, U 3aperncTpmpyem ero
B MPOEKTe

* Mbl coenaem paHHep B docker, T.e. y Bac yXe A0/XKeH CTOATb
docker

* Mbl caenaem paHHep ANnAa rpynnbl



* [TockonbKy mbl pabotaem Ha gitlab.com, BbiKatoUMm

ncnonb3oBaHue shared runners

* YT06bI HE NPULLNIOCH YKA3biBaTb PEKBU3NTbI KApTbl
* lcnoNb30BaHUE paHHEPOB Ha nNaaTdopme GitLab moxeT 6biTb NAATHBIM
* [To3TOMY Mbl MCNO/Ib3YEM CBOW PaHHEP

e Ecnn penatb cobcTBEHHYIO YCTAaHOBKY gitlab 1 cBoun shared runners,
OrpaHU4YeHnin HeT

* PaHHEp MOXHO 3apernMcTpmpoBaThb A/11 KOHKPETHOro NpPoeKTa Uau
ON151 TPYNNbl NPOEKTOB



Pernctpauma cBoero runner

A Gitlab = Menu

L' Analytics -

Pa3gen Settings => CI/CD => Runners

M wiki

X Snippets

{3 Settings
* Ecam Bce npoLwno ycnewHo,

Mbl YBUAMUM HOBbII paHHep
© 1o (ernaca & o SIS g yacTpoiKax NpoeKTa

Webhooks vbox-ubuntu-docker

docker-linux m

General Available specific runners

Integrations

Access Tokens

Repository @ #93 (46qR52MA) 2
‘ my-windows-runner-2

vep o

Monitor

@ #21 (C8a9KIPH) 2l

my-win-runner

Usage Quotas

Packages & Registries

&« Collapse sidebar
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